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Chuong 1: TONG QUAN MANG MAY TINH

1.1 Kién thiic co bin

1.1.1  So lwgec lich sir phat trién:

Vao gitta nhitg nim 50, nhitng hé théng may tinh dau tién ra doi st dung cac  bong dén
dién tir nén kich thude rt cong kénh va tiéu ton nhiéu ning lugng. Viée nhap dir liéu vao may
tinh duoc thyc hién thong qua cac bia duc 16 va két qua dugc dwa ra may in, diéu nay lam
mat rat nhiéu thoi gian va bat tién cho ngudi sir dung.

Dén giira nhitng nim 60, ciing v6i su phat trién cua cic tng dung trén may tinh va nhu cau
trao doi théng tin voi nhau, mot s nha san xuit may tinh di nghién ctra ché tao thanh céng
céc thiét bi truy cap tir xa tdi cac may tinh cta ho, va day chinh 1 nhiing dang so khai ctia hé
théng mang may tinh.

Pén dau nhitng nam 70, hé thong thiét bi dau cudi 3270 cua IBM ra doi cho phép mé rong
kha ning tinh toan cuia cac trung tim may tinh dén cac ving o xa. Pén gitta nhitng nam 70,
IBM da gidi thi¢u mot loat céac thiét bi dau cudi duoc thiét ké ché tao cho linh vuc ngan hang,
thuong mai. Thong qua day cap mang cac thiét bi dau cudi co thé truy cap cuing mot luc dén
mot may tinh ding chung. Pén ndm 1977, cong ty Datapoint Corporation da tung ra thi trudng
hé diéu hanh mang ciia minh 1a “Attache Resource Computer Network” (Arcnet) cho phép
lién két cac may tinh va cac thiét bi dau cudi lai bang ddy cap mang, va d6 chinh 13 hé diéu
hanh mang dau tién.

1.1.2  Khai niém co ban

N6i mt cach co ban, mang may tinh 1a hai hay nhiéu may tinh duoc két ndi v6i nhau theo

mot cach ndo d6 sao cho chling co thé trao doi théng tin qua lai véi nhau.

N
S

PC1 PC2
Hinh 1-1: M6 hinh mang co ban
Mang may tinh ra doi xuat phat tir nhu cau mudn chia s¢ va dung chung dir liéu. Khong c6

7/

hé thdng mang thi dit liéu trén cac may tinh doc 1ap mudn chia sé voi nhau phai théng qua

viéc in 4n hay sao chép qua dia mém, CD ROM, ... diéu nay



gay rat nhiéu bat tién cho ngudi dung. Cac may tinh duoc két nbi thanh mang cho phép

cac kha nang:

. Str dung chung cac céng cu tién ich

. Chia sé kho dir liéu dung chung

. Tang d6 tin cdy cta hé thong

. Trao ddi thong diép, hinh anh,

. Dung chung céc thiét bi ngoai vi (may in, may vé, Fax, modem ...)
J Giam thiéu chi phi va thoi gian di lai.

1.1.3  Phan biét cac loai mang
>  Phuong thirc két néi mang dwoc sir dung chii yéu trong lién két mang: c6 hai
phwong thirc chii yéu, d6 1a diém - diém va diém - nhiéu diém.

—  V6i phuong thirc "diém - diém", cac duong truyén riéng biét duogc thiét lap dé ndi
cac cap may tinh lai v&i nhau. M&i may tinh ¢ thé truyén va nhan truc tiép dit liéu hoic co
thé 1am trung gian nhu lwu trit nhimg dit liéu ma né nhan duoc rdi sau d6 chuyén tiép dir
liéu di cho mdt may khéc dé dix liéu do dat toi dich.

—  Véi phuong thirc "diém - nhiéu diém", tat ca cac tram phan chia chung mot duong
truyén vat 1y. Dir liéu duoc gui di tir mot may tinh s€ cé thé duoc tiép nhan boi tat ca cac
may tinh con lai, boi vay can chi ra dia chi dich cua dir liéu ¢é mdi may tinh can ctr vao dé
kiém tra xem dir liéu c6 phai danh cho minh khéng néu dung thi nhan con néu khéng thi bo
qua.

>  Phan loai mang may tinh theo vung dia ly:

— GAN (Global Area Network) két ndi may tinh tir cac chau luc khac nhau. Thong
thuong két ndi ndy duoc thue hién thong qua mang vién th6ng va vé tinh.

—  WAN (Wide Area Network) - Mang dién rong, két ndi may tinh trong ndi bo cac
qudc gia hay giira cac qudc gia trong cung mot chéu lyc. Thong thuong két ndi nay duoc
thue hién thong qua mang vién thong. Cac WAN c6 thé duoc két ndi v6i nhau thanh GAN
hay tu n6 da 1a GAN.

—  MAN (Metropolitan Area Network) két ndi cac mdy tinh trong pham vi mot thanh
phé. Két ndi nay duoc thuc hién thong qua cac moi trudng truyén thong tée do cao (50-100
Mbit/s).



— LAN (Local Area Network) - Mang cuc bd, két néi cac may tinh trong mot khu vuc
ban kinh hep thong thuong khoang vai tram mét. Kétndi duoc thuc hién thong qua cac moi
truong truyén thong tbc dd cao vi du cap dong truc thay cap quang. LAN thuong dugc su
dung trong n6i bd mdt co quan/td chire...Cac LAN c6 thé duoc két ndi véi nhau thanh
WAN.

»  Phan loai mang may tinh theo tOpd

— Mang dang hinh sao (Star topology): O dang hinh sao, tat ca cac tram  duoc ndi vao
mot thiét bi trung tdm c6 nhiém vy nhan tin hi¢u tir cac tram va chuyén tin hiéu dén tram
dich véi phuong thire két ndi 1a phuong thirc "diém - diém".

—  Mang hinh tuyén (Bus Topology): Trong dang hinh tuyén, cic may tinh déu duogc ndi
vao mot duong day truyén chinh (bus). Puong truyen chinh nay dugc g101 han hai du boi
mot loai dau ndi dic biét goi 1a terminator (dung dé nhan blet 1a dau cudi dé két thic duong
truyén tai ddy). Mdi tram duoc ndi vao bus qua mot ddu ndi chit T (T_connector) hodc mot
bd thu phat (transceiver).

— Mang dang vong (Ring Topology): Cac may tinh dugc lién két v6i nhau thanh mot
vong tron theo phuong thirc "diém - diém" , qua dd mdi mot tram c6 thé nhan va truyén dir
liu theo vong mot chiéu va dit liéu dugc truyen theo tu’ng g61 mot.

— Mang dang két hop: trong thuc té tuy theo yéu cau va myc dich cy thé taco thé thiét
ké mang két hop cac dang sao, vong, tuyén dé tan dung cac diém manh cta mdi dang.

»  Phan loai mang theo chirc nang

— Mang Client-Server: mot hay mdt sb may tinh dugc thiét 1ap dé cung cép C,é.C dichqvu
nhu ﬁlE’: server, mail server, Web server, Printer server, ... Cac may tinh dugc thiét lap dé
cung cap cac dich vu dugc goi la Server, con cac may tinh truy cap va st dung dich vu thi
duoc goi la Client.

— Mang ngang hang (Peer-to-Peer): c4&c may tinh trong mang c6 thé hoat

dong vira nhu mét Client vira nhu mot Server.

—  Mang két hop: Cac mang may tinh thudng duogc thiét 1ap theo ca hai chirc ning
Client-Server va Peer-to-Peer.

»  Phan biét mang LAN-WAN

— Dia phuong hoat dong
Mang LAN su dung trong mdt khu vuc dia 1y nho.
Mang WAN cho phép két ndi cac may tinh ¢ cac khu vuc dia 1y khac nhau, trén mot
pham vi rong.
Toc d6 két ndi va ti 1¢ 181 bit
Mang LAN c6 tbc d6 két ndi va do tin cay Cao.
Mang WAN c6 toc do két ndi khong thé qua cao dé dam bao ti 1¢ 16i bit c6 thé chap
nhan duoc.

—  Phuong thic truyén thong:
Mang LAN chu yéu sir dung cong nghé Ethernet, Token Ring, ATM
Mang WAN su dung nhiéu cong nghé nhu Chuyén mach vong (Circuit Switching 7
Network), chuyén mach goi (Packet Switching Network), ATM (Cell relay), chuyén
mach khung (Frame Relay), ...



1.1.4  Mang toan cu Internet:

Mang toan cau Internet 14 mot tdp hop gém hang van mang trén khap thé giéi. Mang
Internet bat ngudn tir mot thir nghiém ctua Cuc quan 1y cic dy an nghién ctru tién tién
(Advanced Research Projects Agency — ARPA) thudc Bo qubc phong My da két ndi thanh
cdng cac mang may tinh cho phép cac truong dai hoc va cac cong ty tu nhan tham gia vao cac
du an nghién cuu..

Vé co ban, Internet 1a mot lién mang may tinh giao tiép dudi cing mot bo giao thirc TCP/IP
(Transmission Control Protocol/Internet Protocol). Giao thirc nay cho phép moi may tinh trén
mang giao tiép voi nhau mot cach thong nhit gidng nhw mot ngdn ngi qudc t& ma moi ngudi
sir dung dé giao tiép v6i nhau hang ngay.

S6 lwong may tinh két ndi mang va sb luong ngudi truy cdp vao mang Internet trén toan
thé gidi ngy cang ting 1én nhanh chéng, dic biét tir nhitng nam 90 trd di. Mang Internet
khong chi cho phép chuyén tai thong tin nhanh chong ma con gitp cung cap théng tin, né ciing
1a dién dan va 1a thu vién toan cau dau tién.

1.1.5 MO0 hinh OSI (Open Systems Interconnect)

O thoi ky dau ciia cong nghé ndi mang, viéc giri va nhan dir liéu ngang qua mang thudng
gay nham lan do cic cong ty 16n nhu IBM, Honeywell va Digital Equipment Corporation tir
dé ra nhiing tiéu chuan riéng cho hoat dong két ndi may tinh.

Niam 1984, t6 chtrc Tiéu chudn hoa Quéc té - 1SO (International Standard Organization)
chinh thirc dua ra mé hinh OSI (Open Systems Interconnection), 1a tip hop cac dic diém ky
thuat mo ta kién tric mang danh cho viéc két ndi cac thiét bi khong cung ching loai.

Mo hinh OSI dugc chia thanh 7 ting, mdi tang bao gom nhiing hoat dong, thiét bi va giao
thirc mang khac nhau.

* Application == ———- ] Application *
'** FPresentation  [epm= === - Presentation **
** Session [em——--—- - Session **
*Transpn:urt ‘ ----- - *Tra nsport *
Metwork *‘ ----- - ‘* Metwiork
Data Link ** ----- i-** Data Link
Physical Flel=—e=- - Physical

Hinh 1-2: M6 hinh OSI bay ting
1.1.5.1 Cac giao thuc trong moé hinh OSI



Trong md hinh OSI cé hai loai giao thirc chinh duoc ap dung: giao thirc c6 lién két
(connection - oriented) va giao thirc khong lién két (connectionless).
v Giao thirc c6 lién két: trudc khi truyén dir liéu hai tang dong muc can thiét lap mot lién
két logic va cac goi tin dugc trao dbi théng qua lién két nay, viée c6 lién két logic s& nang cao
d6 an toan trong truyén dit liéu.
v Giao thirc khong lién két: trudce khi truyén dir liéu khong thiét 1ap lién két logic va mdi
goi tin duoc truyén doc 1ap véi cac goi tin trude hodc sau no.

Nhu vay véi giao thice c6 lién két, qua trinh truyén thong phai gom 3 giai doan phan biét:
v' Thiét lap lién két (logic): hai thuc thé dong mirc ¢ hai hé thong thwong luong v6i nhau
vé tap cac tham s s& str dung trong giai doan sau (truyén dir liéu).
v Truyén dit lidu: dir liéu dugc truyén voi cac co ché kiém soat va quan 1y kém theo (nhu
kiém soat 161, kiém soat ludng dit liéu, cat/hop dir licu...) dé ting cudng do tin cay va hiéu qua
cua viéc truyén dir liéu.
v Huy bo lién két (logic): giai phong tai nguyén hé théng da duoc cap phat cho lién két
dé dung cho lién két khac.

Déi véi giao thirc khong lién két thi chi ¢ duy nhat mot giai doan truyén dir liéu ma thoi.

Goi tin cua giao thirc: Goi tin (Packet) dugc hiéu nhur 1a mot don vi thong tin ding trong
viéc lién lac, chuyén giao dir liéu trong mang may tinh. Nhiing théng diép (message) trao d6i
giita cic may tinh trong mang, dugc tao dang thanh cic gbitin - & may ngudn. Va nhirng goi
tin nay khi dich s& duoc két hop lai thanh thong diép ban dau. Mot goi tin c6 thé chira dung
cac yéu cau phuc vu, cac thong tin diéu khién va di liéu.

Apphicarion

Presenmaon

Sessio |hd Sesgion

Transporr :-"f"%t"' TVan spov

Wernwark [ "'*'}""f" ' Nenverk

Da = kink hdy ’.!.‘:;’."zhd' o Dignciin
Phyrie Physic

Hinh 1-3: Phwong thirc xac 1ap cac géi tin trong mo hinh OSI
Trén quan diém mo hinh mang phan tang tang mdi tang chi thyc hién mot chirc ning la
nhan dir liu tir tang bén trén dé chuyén giao xubng cho ting bén dudi va nguoc lai. Chirc
nang nay thyc chit 13 gan thém va g& bo phan dau (header) dbi  véi cac goi tin trude khi

chuyén né di. Néi cach khac, timg gbi tin bao gdm phan dau (header) va phan dir liéu. Khi di



dén mot tang méi goi tin s& duge dong thém mot phan dau dé khac va duoc xem nhu 13 goi
tin cta tang moi, cong viée trén tiép dién cho t6i khi géi tin duoc truyén 1én duong day mang
dé dén bén nhan.

Tai bén nhan cac goi tin duoc g& bo phan dau trén ting tang tudng tng va diy ciing 1a
nguyén 1y cta bat cir mo hinh phan ting nao.

1152  Cdc chive néing chii yéu ciia cdc ting ciia mé hinh OSI.

>  Téang Vat 1y (Physical)

Tang vat 1y (Physical layer) 1a ting dudi ciing ctia mo hinh OSI 14. N6 mé ta cac dic trung
vat 1y ciia mang: Cac loai cap duoc dung dé ndi cac thiét bi, cac loai dau ndi duoc dung , céc
day cap cd thé dai bao nhiéu v.v... Mat khac cac tang vat Iy cung cép cac dic trung dién
ctia cac tin hiéu dugc dung dé khi chuyén dir liéu trén cap tir mot may nay dén mot may khac
ctia mang, k¥ thuat ndi mach dién, téc d6 cap truyén dan.

Tang vat 1y khong qui dinh mot ¥ nghia nao cho cac tin hiéu d6 ngoai cac gia tri nhi phan
0va 1. O cac tang cao hon ciia mo hinh OSI ¥ nghia cua cac bit duoc truyén & ting vat 1y s&
dugc xac dinh.

Vi du: Tiéu chuan Ethernet cho cap xo0an d6i 10 baseT dinh rd cac dic trung di¢n cua cap
xoan doi, kich thudc va dang ctia cac dau ndi, do dai ti da cua cap.

Khac voi cac ting khac, tang vat 1y 13 khong c6 gdi tin riéng va do vy khong c6 phan dau
(header) chira thong tin diéu khién, dit liéu duoc truyén di theo dong bit. Mot giao thirc tang
vat 1y ton tai giita cac tang vat Iy dé quy dinh vé phuong thirc truyén (d6ng bo, phi dong bd),
tdc do truyén.

>  Tang Lién két dir liéu (Data link)

Tang lién két dir liéu (data link layer) 13 tAing ma & d6 ¥ nghia duoc gan cho cac bit duoc
truyén trén mang. Tang lién két dit 1iéu phai quy dinh duogc cac dang thire, kich thudce, dia chi
may giri va nhan cia mdi goi tin dugc gui di. N6 phai x4c dinh co ché truy nhap thong tin trén
mang va phuong tién giri mdi goi tin sao cho né duoc dwa dén cho ngudi nhan da dinh.

Tang lién két dit liéu c6 hai phuong thirc lién két dua trén cach két ndi cic may tinh, d6 1a
phuong thirc "diém - diém" va phuong thirc "diém - diém". Vi phuong thirc "diém - diém"
cac duong truyén riéng biét duoc thiét 1ap dé ndi cac cip may tinh lai véi nhau. Phuong thirc
"diém - diém" tat ca cac may phan chia chung mét duong truyén vat ly.

Tang lién két dir lidu cling cung cép cach phat hién va stra 16i co ban dé dam bao cho dir
liéu nhan dugc gidng hoan toan véi dir liéu giri di. Néu mot goi tin ¢6 16i khong sira duoc,

tang lién két dit liéu phai chi ra dugc cach thong bao cho noi guri biét goi tin d6 ¢ 16i dé nd



gui lai.

Céc giao thirc tang lién két dir liéu chia 1am 2 loai chinh 1a cac giao thirc hudng ky tu va
cac giao thirc hudng bit. Cac giao thic hudng ky tu dugc xay dung dua trén cac ky tu dac biét
cia mot bo mi chuan nao d6 (nhu ASCII hay EBCDIC), trong khi d6 cac giao thirc hudng
bit lai dung céc ciu trac nhj phan (xau bit) dé xdy dung cac phan tir cua giao thirc (don vi
dit liéu, cc thil tuc.) va khi nhan, dit liéu  s& dwoc tiép nhan lan lugt timg bit mot.

>  Tang Mang (Network)

Tang mang (network layer) nhim dén viéc két ndi cac mang v6i nhau bang cach tim duong
(routing) cho cac goi tin tir mdt mang ndy dén mot mang khac. N6 xac dinh viéc chuyén
huéng, vach dudng cac géi tin trong mang, cac goi ndy c6 thé phai di qua nhiéu ching trude
khi dén dugc dich cubi cting. N6 ludn tim céc tuyén truyén thong khong tic nghén dé dua cac
g6i tin dén dich.

Tang mang cung cac cac phuong tién dé truyén cic goi tin qua mang, tham chi qua mot
mang ciia mang (network of network). Boi vdy né can phai dap ung véi nhicu kiéu mang va
nhiéu kiéu dich vu cung cap boi cac mang khac nhau. hai chitc nang chu yéu cta ting mang
1a chon duong (routing) va chuyén tiép (relaying). TAng mang 1a quan trong nhat khi lién két
hai loai mang khac nhau nhu mang Ethernet vo1 mang Token Ring khi d6 phai dung mdt bg
tim dudng (quy dinh bsi tAng mang) dé chuyén cac goi tin tir mang ndy sang mang khac va
nguoc lai.

Déi v6i mot mang chuyén mach géi (packet - switched network) - gébm tdp hop  cac nit
chuyén mach goi ndi v6i nhau béi cac lién két dix liéu. Céc g61 dit ligu  duogc truyén tr mot
hé thong md toi mot hé théng mé khac trén mang phai duoc chuyén qua mét chudi cac nit.
M&i nat nhan géi dir lidu tir mot dudng vao (incoming link) roi chuyén tiép no téi mot duong
ra (outgoing link) hudng dén dich cua dit liéu. Nhu vay & mdi ndt trung gian né phai thuc
hién cac chirc nang chon dudng va chuyén tiép.

Viéc chon duong 1a sy lya chon mgt con duong dé truyén mot don vi dir liéu (mot goi tin
chang han) tir tram ngudn t6i tram dich ctua nd. Mot k¥ thuat chon duong phai thuc hién hai
churec nang chinh sau day:

- Quyét dinh chon dudng t6i wu dua trén cic thong tin da c6 vé mang tai thoi
diém d6 thong qua nhitng tiéu chuan tbi wu nhat dinh.

- Cap nhat cac thong tin vé mang, tirc 1a thong tin dung cho viéc chon duong, trén
mang ludn c6 sy thay doi thuong xuyén nén viée cap nhat 1a viéc can thiét.

Nguoi ta c6 hai phuong thirc dap g cho viéc chon dudng la phuong thirc xtr ly tép trung



va xur 1y tai chd.

- Phuong thitc chon dudng xtr 1y tap trung dugc dac trung boi su tdn tai ctia mot
(hodc vai) trung tdm diéu khién mang, ching thyuc hién viéc 14p ra cac bang duong di tai timg
thoi diém cho cac nut va sau d6 gui cic bang chon dudng t6i timg ndt doc theo con duodng
d3 dugc chon d6. Thong tin tong thé cua mang can dung cho viéc chon dudng chi can cp
nhap va duoc cit giit tai trung tdm diéu khién mang.

- Phuong thic chon dudng xu 1y tai chd dugc dic trung boi viéc chon duong
dugc thye hién tai mdi nat cia mang. Trong ting thoi diém, mdi nut phai duy tri cac thong
tin cia mang va tu xdy dung bang chon dudng cho minh. Nhu vy cac thong tin tong thé cua
mang can dung cho viéc chon duong can cap nhap va dugc cit gifr tai mdi nat.

Thong thudng cac thong tin dugc do luong va sir dung cho viéc chon dudng bao gom:

- Trang thai ciia dudng truyén.

- Thoi gian tré khi truyén trén mdi duong dan.

- Muc d6 luu thong trén mdi dudng.

- Céc tai nguyén kha dung ctia mang.

Khi ¢6 su thay d6i trén mang (vi du thay doi vé ciu triic cia mang do su cd tai mot vai nut,
phuc hdi ciia mot nat mang, nbi thém mot nat méi... hodc thay d6i vé muc d6 luu thong) cac
thong tin trén can duoc cip nhat vao cac co s dir liéu vé trang thai ciia mang.

»  Tang Van chuyén (Transport)

Tang van chuyén cung cép cac chirc nang can thiét giita ting mang va cac ting trén. no 1a
tang cao nhat c6 lién quan dén cac giao thirc trao d6i dir liéu gitra cac hé thong mo. N6 cung
cac tang dudi cung cip cho ngudi stir dung cac phuc vu van chuyén.

Tang van chuyén (transport layer) 13 ting co sé ma & d6 mot may tinh ctia mang chia sé
thong tin véi mot may khac. Tang van chuyén dong nhat mdi tram bang mat dia chi duy nhat
va quan 1y sy két ndi giita cac tram. Tang van chuyén ciing chia cac goi tin 16n thanh cac goi
tin nho hon trudce khi gui di. Thong thuong tang van chuyén dénh sd cac géi tin va dam bao
chung chuyén theo ding tht ty.

Tang van chuyén 13 tang cudi ciing chiu trach nhiém vé mirc do an toan trong truyén dir
lidu nén giao thtrc ting van chuyén phy thudc rat nhiéu vao ban chit cta ting mang.

>  Téang giao dich (Session)

Tang giao dich (session layer) thiét 1ap "céc giao dich" gitta cac tram trén mang, né dit
tén nhat quan cho moi thanh phan muébn ddi thoai véi nhau va 14p 4nh xa giira cac tén voi dia

chi caa ching. Mot giao dich phai duoc thiét 1ap trude khi dit



liéu duoc truyén trén mang, tang giao dich dam bao cho céac giao dich dugc thiét 1ap va
duy tri theo dung qui dinh.

Tang giao dich con cung cdp cho ngudi sir dung cac chirc nang can thiét dé quan  tri cac
giao dinh tng dung cua ho, cu thé Ia:

~ Diéu phdi viée trao doi dit liéu gifta cac ing dung bang cach thiét 1ap va giai
phong (mdt cach 16gic) cac phién (hay con goi la cac hoi thoai - dialogues)

- Cung cp cac diém ddng bo dé kiém soat viéce trao d6i dit lidu.

- Ap dit céc qui tic cho cac twong tac giita cAc ing dung cta ngudi sir dung.

- Cung cép co ché "ldy luot" (nim quyén) trong qua trinh trao d6i dit liéu. Trong
truong hop mang 14 hai chiéu luan phién thi ndy sinh van dé: hai ngudi sir dung luan phién
phai "ldy luot" dé truyén dir liéu. Tang giao dich duy tri twong tac luan phién bang cach bao
cho mobi nguoi su dung khi dén luot ho duogc truyén dit liéu. Véan dé déng bo hoa trong tﬁng
giao dich cling dugc thuc hién nhu co ché kiém tra/phuc hdi, dich vu nay cho phép nguoi
sir dung xac dinh cac diém dong bo hoa trong dong dir liéu dang chuyén van va khi can thiét
c6 thé khoi phuc viéc hoi thoai bat dau tir mot trong cac diém d6

O moét thoi diém chi c6 mot nguoi s dung do quyén dac bi¢t dugc goi cac dich vu nhét
dinh cua tang giao dich, viéc phan bo cac quyén nay thong qua trao d6i thé  bai (token). Vi
du: Ai c6 dugc token s& c6 quyén truyén dit lidu, va khi nguoi gitr token trao token cho ngudi
khac thi cling c6 nghia trao quyén truyén dit liéu cho ngudi do.

Tang giao dich c6 cac ham co ban sau:

- Give Token cho phép ngudi sir dung chuyén mot token cho mot nguoi st dung
khac ciia mot lién két giao dich.

- Please Token cho phép mot ngudi sir dung chua ¢ token ¢ thé yéu cau token
do.

- Give Control ding dé chuyén tat ca cac token tir mot nguoi str dung sang mot
nguoi st dung Khac.

»  Tang Thé hién (Presentation)

Trong giao tiép giira cac tng dung thong qua mang vé&i cing mot dir lidu c6 thé co nhidu
cach biéu dién khac nhau. Thong thuong dang biéu dién dung boi Gng dung ngudn va dang
biéu dién dung bai tng dung dich c6 thé khac nhau do cac tng dung dugc chay trén cac hé
thdng hoan toan khac nhau (nhuw hé maéy Intel va hé may Motorola). Tang thé hién
(Presentation layer) phai chiu trach nhiém chuyén doi dir liéu guri di trén mang tir mét loai
biéu dién nay sang mot loai khac. bé dat duoc diéu d6 nod cung cép mot dang biéu dién chung

dung dé truyén thong va cho phép chuyén doi tir dang biéu dién cuc bo sang biéu dién chung



va nguoc lai.

T'émg thé hién cling c6 thé duge dung ki thuat ma hoa dé x40 tron cac dit liéu trude khi duoc
truyén di va giai ma & dau dén dé bao mat. Ngoai ra ting thé hién ciing c6 thé dung cac ki
thuét nén sao cho chi can mot it byte dir li¢u dé thé hién thong tin khi né duoc truyén O trén
mang, & dau nhan, t?mg trinh bay bung tr¢ lai dé duoc dit liéu ban dau.

>  Tang Ung dung (Application)

Tang tng dung (Application layer) 14 ting cao nhat ciia m6 hinh OSI, né xéac dinh giao dién
gifta ngudi sir dung va moi trudong OSI va giai quyét cac ky thuat ma cac chuong trinh Gmg
dung dung dé giao tiép v4i mang.

1153  Luédng dit liéu trong OSI
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Hinh 1-4: ludng dir li¢u trong OSI (PDU: protocol data unit)



1.1.6 Mot sb bd giao thirc két ndi mang

1.1.6.1 TCP/IP

— Ut thé chinh cta bo giao thic ndy 1a kha ning lién két hoat dong ctia nhiéu loai may
tinh khac nhau.

— TCP/IP di tré thanh tiéu chuén thuc té cho két ndi lién mang ciing nhu két nbi
Internet toan cau.

1.1.6.2 NetBEUI

— B0 giao thitc nho, nhanh va hiéu qua dugc cung cdp theo cic san pham cua hing
IBM, ciing nhu su hd trg cia Microsoft.

—  Bét loi chinh cta bo giao thirc nay 1a khong hd trg dinh tuyén va sir dung giéi han &
mang dua vao Microsoft.

1.1.6.3  IPX/SPX

— DPay la b giao thirc str dung trong mang Novell.

—  Uu thé: nho, nhanh va hiéu qua trén cac mang cuc bo déng thoi ho tro kha ning dinh
tuyén.

1.1.6.4 DECnet

—  Pay 1a bo giao thirc doc quyén cua hing Digital Equipment Corporation.

—  DECnet dinh nghia mé hinh truyén thong qua mang LAN, mang MAN va WAN. H
trg kha nang dinh tuyén.

1.2 B¢ giao thirc TCP/IP

TCP/IP - Transmission Control Protocol/ Internet Protocol

1.2.1  Téng quan vé b} giao thirc TCP/IP

TCP/IP 1a bo giao thirc cho phép két ndi cac hé thong mang khong ddng nhat véi nhau.
Ngay nay, TCP/IP dugc st dung rdng rai trong cdc mang cuc b cling nhu trén mang Internet
toan cau.

TCP/IP duoc xem la gian lugc cua mé hinh tham chiéu OSI véi bon tﬁng nhu sau:

—  Tang lién két mang (Network Access Layer)

—  Tang Internet (Internet Layer)

—  Tang giao van (Host-to-Host Transport Layer)

—  Tang tmg dung (Application Layer)
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Hinh 1-5: Kién triic TCP/IP
>  Téang lién két:



Tang lién két (con dugc goi 1a tang lién két dir liéu hay 1a ting giao tiép mang) 13 tang thip
nhat trong mo hinh TCP/IP, bao gdm céc thiét bi giao tiép mang va chuwong trinh cung cip cac
thong tin can thiét dé c6 thé hoat dong, truy nhap dudng truyén vat 1y qua thiét bi giao tiép
mang do.

> T@ing Internet:

T::ing Internet (con goi 1a téng mang) xu Iy qua trinh truyén g01 tin trén mang. Cac giao thirc
clia ting ndy bao gdm: IP (Internet Protocol), ICMP (Internet Control Message Protocol),
IGMP (Internet Group Messages Protocol).

>  Téang giao vén:

Tang giao van phu trach ludng dit lidu gitta hai tram thyc hién cic tng dung cta tang trén.
Tang nay c6 hai giao thuc chinh: TCP (Transmission Control Protocol) va UDP (User
Datagram Protocol)

TCP cung cap mot ludng di liéu tin cdy giita hai tram, né st dung céc co ché nhu chia nho
céc goi tin clia ting trén thanh cac goi tin c¢6 kich thudc thich hop cho ting mang bén dudi,
bao nhan goi tin,dat han ché thoi gian time-out dé dam bao bén nhan biét dugc cac g61 tin da
gui di. Do tang nay dam bao tinh tin cdy, ting trén s& khong can quan tdm dén nira.

UDP cung cap mét dich vu don gian hon cho ting tmg dung. N6 chi giri cac goi dit lidu tir
tram ndy toi tram kia ma khong dam bao cac goi tin dén duogc toi dich. Cac co ché dam bao
d6 tin cdy can dugc thuc hién boi tang trén.

»  Tang tng dung:

Tang Gng dung 1 ting trén cung ciia md hinh TCP/IP bao gdm céc tién trinh va cac tng
dung cung cip cho nguoi st dung dé truy cdp mang. CO rat nhiu tng dung dugc cung
cAp trong tAng nay, ma pho bién 1a: Telnet: sir dung trong viéc truy cip mang tir xa, FTP (File
Transfer Protocol): dich vu truyén tép, Email: dich vu thu tin dién tor, WWW (World Wide
Web).
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Hinh 1-6: Qua trinh déng/mé géi dir li€u trong TCP/IP

Ciing tuong ty nhu trong mo hinh OS], khi truyén dir liéu, qua trinh tién hanh tir ting trén
xudng tang dudi, qua mdi tang dit liéu duoc thém viao mot thong tin diéu khién dugc goi 1a
phan header. Khi nhan dit liéu thi qua trinh xdy ra nguoc lai, dit liéu dugc truyén tir ting dudi
1én va qua mdi tAng thi phan header twong tmg dugc lay di va khi dén tang trén cung thi di
liéu khdng con phan header nita. Hinh v&

1.7 cho ta thdy lugc dd dir lidu qua cac ting. Trong hinh v& ndy ta thiy tai cac tang khac
nhau dir liéu dugc mang nhirng thuat ngir khac nhau:

- Trong tang ing dung dir liéu 14 cac ludng duoc goi 1a stream.

- Trong tang giao van, don vi dit liéu ma TCP giri xudng tang dudi goi la TCP
segment.

- Trong ting mang, dit liéu ma IP giri toi tang dudi duoc goi 1a IP datagram.

- Trong tang lién két, dit liéu dugc truyén di goi 1a frame.
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Hinh 1-7: Céu tric di liéu trong TCP/IP
TCP/IP véi OSI: mbi tang trong TCP/IP c6 thé 1a mot hay nhiéu ting cua OSIL. Bang sau

chi rd mdi twong quan giita cac tang trong mé hinh TCP/IP vé&i OSI

oSl TCP/IP

Physical Layer va Data link Layer Data link Layer
Network Layer Internet Layer
Transport Layer Transport Layer
SessionLayer, Presentation Layer,| Application Layer
Application Layer

Su khac nhau gitra TCP/IP va OSI chi la:

- Tang g dung trong mo hinh TCP/IP bao gém ludn ca 3 tang trén ciia mo6 hinh
OSl

- Tang giao van trong md hinh TCP/IP khong phai luén dam bao do tin cdy cua
viéc truyén tin nhu & trong tang giao van ctia mo hinh OSI ma cho phép thém mét lwa chon
khac la UDP

1.2.2 Mot s6 giao thirc co ban trong bd giao thirc TCP/IP

1.2.2.1 Giao thurc lién mang IP (Internet Protocol):

»  Gioi thiéu chung

Giao thtrc lién mang IP 1a mot trong nhitng giao thirc quan trong nhat cta b giao thirc
TCP/IP. Muc dich cua giao thirc 1ién mang IP 1 cung cdp kha niang két néi cac mang con
thanh lién mang dé truyén dir liéu. IP 13 giao thirc cung cap dich vu phan phét datagram theo
kiéu khong lién két va khong tin cdy nghia 12 khong can c6 giai doan thiét 1ap lién két trudc
khi truyén dit li¢u, khong dam bao rang IP



datagram s& t6i dich va khong duy tri bat ky thong tin ndo vé nhitng datagram da gui di.
Khuén dang don vi dit liéu dung trong IP duoc thé hién trén hinh v& 1-7

Bits -
P I A
0 4 ] 2 ] ] 4 B 1
A 1 Mergion | IHL | Type of Service Total Length
3 Identification Flags l Fragmentation Offset
'g 3 Tirme to Live | Protocol Header Checksum %
= Source Address &
5 Destination Address
y & Dptions Padding

tlata beging here ...

Hinh 1-8: Khuon dang di li¢u trong IP

Y nghia cac tham sé trong IP header:

Version (4 bit): chi phién ban (version) hién hanh cua IP dugc cai dat.

IHL (4 bit): chi d6 dai phan header tinh theo don vi tir (word - 32 bit)

Type of Service (8 bit): dic ta tham sb vé yéu cau dich vu

Total length (16 bit): chi dJ dai toan bd IP datagram tinh theo byte. Dya vao truong

nay va truong header length ta tinh duoc vi tri bat dau cia dit liéu trong IP datagram.

Indentification (16 bit): 1a trudng dinh danh, ciing cic tham s6 khac nhu  dia chi

nguon (Source address) va dia chi dich (Destination address) dé dinh danh duy nhat cho mdi
datagram dugc guri di béi 1 tram. Thong thuong phan dinh danh (Indentification) dugc tang
thém 1 khi 1 datagram duogc gui di.

Flags (3 bit): cac c0, stt dung trong khi phan doan cac datagram.
01 2
0 DF MF

Bit 0: reseved (chua str dung, c6 gia tri 0) bit 1: ( DF ) = 0 (May fragment)

=1 (Don’t fragment) bit 2 : ( MF) =0 (Last fragment)

=1 (More Fragment).

Fragment Offset (13 bit): chi vi tri cua doan phan manh (Fragment) trong datagram tinh
theo don vi 64 bit.

TTL (8 bit): thiét 1ap thoi gian ton tai cta datagram dé tranh tinh trang datagram bi

quan trén mang. TTL thuong co gia tri 32 hodc 64 duoc giam di 1 khi dir liéu di qua moi
router. Khi truong nay bang 0 datagram s€ bi hiy bd va s€ khong bao lai cho tram gui.

Protocol (8 bit): chi giao thtc ting trén ké tiép

Header checksum (16 bit): dé kiém soat 15i cho ving IP header.
Source address (32 bit): dia chi IP tram ngudn

Destination address (32 bit): dia chi IP tram dich



Option (46 dai thay d6i): khai bao cac tily chon do ngudi giri yéu cau, thudng Ia:
D6 an toan va bao mat,
Bang ghi tuyén ma datagram di di qua duoc ghi trén dudng truyén,
Time stamp,
Xac dinh danh sach dia chi IP ma datagram phai qua nhung datagram khéng bat

> O O O O

budc phai truyén qua router dinh trudc,
o  Xac dinh tuyén trong d6 cac router ma IP datagram phai duoc di qua.
>  Kién tric dia chi IP (IPv4)

Dia chi IP (IPv4):
Dia chi IP (IPv4) c6 do dai 32 bit va dugc tach thanh 4 viing, mdi ving (mdi ving 1 byte)

thuong dugce biéu dién dudi dang thap phan va duoc cach nhau béi ddu cham (.). Vi du:
203.162.7.92.

bia chi IPv4 duoc chia thanh 5 16p A, B, C, D, E; trong d6 3 16p dia chi A, B, C dugc dung
dé cp phat. Cac 16p nay dugc phan biét boi cac bit dau tién trong dia chi.

L6p A (0) cho phép dinh danh t&i 126 mang véi toi da 16 triéu tram trén mdi mang. Lop
nay thuong duoc dung cho cic mang c6 so tram cuc 16n (thuong danh cho cac cong ty cung
cép dich vu 16n tai My) va rat kho duoc cép.

L6p B (10) cho phép dinh danh téi 16384 mang véi toi da 65534 tram trén mdi mang. Lop
dia chi nay phu hop véi nhiéu yéu cau nén dugc cap phat nhiéu nén hién nay da tré nén khan
hiém.

L6p C (110) cho phép dinh danh t6i 2 triéu mang voi toi da 254 tram trén mdi mang. Lép
nay dugc dung cho cac mang c6 it tram.

L6p D (1110) dung dé gui goi tin IP dén mot nhom céc tram trén mang (con dugc goi 1a
16p dia chi multicast).

L6p E (11110) dung dé dy phong

Lop Khoang dia chi
ABCDE | 0.0.0.0dén 127.255.255.255
128.0.0.0 dén 191.255.255.255
192.0.0.0 dén 223.255.255.255
224.0.0.0 dén 239.255.255.255
240.0.0.0 dén 247.255.255.255




Ngoai ra con mot s dia chi dugc quy dinh dung riéng (private address). Cac dja chi nay chi
c6 ¥ nghia trong mang cia ting t6 chirc nhit dinh ma khong duoc dinh tuyén trén Internet.
Viéc sir dung cac dia chi nay khong can phai xin cap phép.

Vidy: 192.168.0.0 — 192.168.255.255

Céch chuyén d6i dia chi IP tir dang nhi phan sang thap phan:
11001011.10100010.00000111.01011100 <©> 203.162.7.92

11001011
21+26+22+21+20=128+64+8+2+1=203
10100010

21+ 2°+21=128+32+2 =162

00000111

224+420420=4+2+1=7

01011100

26424 4+25+2°=64+16+8+4=92

Dia chi mang con:
Déi véi cac dia chi 1op A, B sd tram trong mdt mang 1a quéa 16n va trong thyc té thuong

khong c6 mot $6 lugng tram 16n nhu vay két ndi vao mét mang don 1¢. Pia chi mang con cho
phép chia mot mang 16n thanh cac mang con nho hon. Nguoi quan tri mang c¢é thé diung mot
s6 bit dau tién cua truong hostid trong dia chi IP dé dat dia chi mang con. Chéng han dbi véi
mot dia chi thudc 16p A, viéc chia dia chi mang con c6 thé duoc thue hién nhu sau:

1 2

o1 a [ 4 1

Class A i host
Subnat 0| netID subnet number D

Vi¢c chia dia chi mang con 14 hoan toan trong sudt doi vdi cac router ndm bén ngoai

mang, nhung n6 1a khong trong sudt d6i véi cac router nam bén trong mang.

Extarnal
Halworks

AT2A6.0.0

1T2161.0

17T216.5.0 17216.3.0

e




Hinh 1-9: Vi du minh hoa ciu hinh Subnet

Mt na dia chi mang con:
Bén canh dia chi IP, mot tram cling can duoc biét viée dinh dang dia chi mang con: bao

nhiéu bit trong trudng hostid dugc ding cho phan dia chi mang con (subnetid). Thong tin nay
duoc chi ra trong méat na dia chi mang con (subnet mask). Subnet mask cting 1a mot sb 32 bit
v6i cac bit twong tmg v6i phan netid va subnetid dugc dit bang 1 con cac bit con lai duge
dat bang 0.

Nhu vay, dia chi thyc cia mot tram s€ 1a hop cua dia chi IP va subnet mask. Vi du véi dia
chi 16p C: 203.162.7.92, trong do:

203.162.7 <O Dia chi mang

92 & Pia chi IP cua tram
Néu dung 3 bit dau ctia truong hostid dé danh subnet <G subnet mask s& 1a:

11111111.111111711.11111111.11100000 = 255.255.255.224
Dia chi cta subnet: 11001011.10100010.00000111.01011100
11111111.11111111.11111111.111

AND Logic 11001011.10100010.00000111.010- - - - - = 203.162.7.64

(Subnet address)

bia chi tram: tram thir 28 trong Subnet 203.162.7.64

Trong thuc té subnet mask thuong duogc viét kém voéi dia chi IP theo dang thu gon sau:

203.162.7.92/27; trong d6 27 chinh 1a s6 bit dwoc dat gié tri 1a 1 (gdm céc bit thudc dia chi
mang va céc bit ding cho Subnet). Nhu vay ¢ ddy ta c6 thé hiéu ngay duoc véi subnet mask
1a 27 thi twong tng voi 11111111 11111111 11111111111

>  Phan manh va hop nhat cac géi IP

Phan ménh dir li€u 1a mot trong nhiing chirc nang quan trong cua giao thire IP. Khi tang IP
nhan dugc IP datagram dé giri di, IP s& so sanh kich thudc ctia datagram véi kich thude cuc
dai cho phép MTU (Maximum Transfer Unit), vi tang dit liéu qui dinh kich thudc 16n nhat
ctia Frame c6 thé truyén tai duoc, va s& phan manh néu 16n hon. M6t IP datagram bi phan
manh s€ dugc ghép lai boi téng IP ctia tram nhan véi cac thong tin tur phﬁn header nhu
identification, flag va fragment offset. Tuy nhién néu mot phan cia datagram bi mat trén
duong truyén thi toan bo datagram phai dugc truyén lai.

> Mot sb giao thirc diéu khién

. Giao thuc ICMP

ICMP (Internet Control Message Protocol) 1a mét giao thirc ciia 16p IP, dugc dung dé trao

d6i cac thong tin diéu khién dong so licu, thong bao 16i va cac thong tin trang thai khac cia
TCP/IP. Vi dy:



- Diéu khién dong truyén (Flow Control): khi cac géi dir liéu dén qua nhanh, tram
dich hodc mot gateway & giita s& giri mot thong diép ICMP tré lai noi guri, yéu cau noi gui
tam thoi dung viée gui dir li€u.

- Théng béao 16i: trong trudng hop dia chi dich 1a khong téi duoc thi hé thdng s&
glri mot thong bao 16i “Destination Unreachable”.

- Pinh huéng cac tuyén duong: mot gateway s& giri mot thong diép ICMP
“Redirect Router” dé néi v6i mot tram 1a nén ding gateway khac. Thong diép nay co thé chi
duge dung khi ma tram ngudn & trén cing mdt mang véi ca hai gateway.

- Kiém tra c4c tram ¢ Xa: mot tram cO thé giri mot thong diép ICMP “Echo”

di dé biét dugc li¢u mot tram & xa c6 hoat dong hay khong.

. Giao thirc ARP

ARP (Address Resolution Protocol) 1 giao thirc giai (tra) dia chi dé tir dia chi mang xac
dinh duoc dia chi lién két dir liéu (dia chi MAC). Vi du: khi IP giri mot géi dir liéu cho mot
hé théng khac trén cting mang vat 1y Ethernet, IP can biét dia chi Ethernet ctia hé thong dich
dé tang lién két dir liéu xay dung khung. Thong thudng , c6 thé xac dinh dia chi d6 trong bang
dia chi IP — dia chi MAC & mdi hé théng. Néu khong, co thé sir dung ARP dé lam viéc nay.
Tram 1am viéc giri yéu ciu ARP (ARP_Request) dén may phuc vu ARP Server, may phuc vu
ARP tim trong bang dia chi IP — MAC cua minh va tra 1oi bing ARP Response cho tram 1am
viéc. Néu khéng, may phuc vu chuyén tiép yéu cau nhan dugc dudi dang quang ba cho tat
ca cac tram lam viéc trong mang. Tram nao c6 tring dia chi IP duoc yéu cau  sé& tra 10i voi
dia chi MAC cta minh.

. Giao thuc RARP

RARP (Reverse Address Resolution Protocol) 14 giao thic gidi nguoc (tra nguoc) tur dia
chi MAC dé xac dinh IP. Qua trinh nay nguoc lai véi qua trinh giai thuan dia chi IP — MAC
mo ta ¢ trén.

»  Chon tuyén (IP routing):

Bén canh viéc cung cap dia chi dé€ chuyén phat cac goéi tin, chon tuyén la mot chirc nang
quan trong cua 16p 1P.

Ta thay rang 16p IP nhan datagram tir TCP, UDP, ICMP hoidc IGMP dé giri di hodc nhan
datagram tir giao tiép mang dé chuyén tiép. L6p IP c6 mot bang dinh tuyén dé truy cip mdi
khi nhan dugc mdt datagram dé gui di. Khi mot datagram dugc nhan tu téng két ndi dit licu,
dau tién IP s& kiém tra xem dia chi IP dich 1a dia chi cta chinh no hay mot dia chi quang b4,
néu dung thi datagram s& dugc cp  phat cho giao thirc da duoc chi dinh trong protocol ctia

IP header. Néu datagram khong dwoc gui t6i dia chi IP nay no s& duoc chuyén tiép trong



truong hop 16p IP duoc cau hinh dong vai trd nhu mét router hodc bi huy bo trong truong hop
nguoc lai.

IP duy tri mot bang chon tuyén dé truy nhap mdi khi c6 goi tin cAn chuyén tiép. Mdi muc
trong bang chon tuyén gdm nhitng thong tin sau:
—  PDiachi IP dich: 1a dia chi dich can t&i, d6 co thé 1a dia chi IP cua mot tram hodc dia chi
IP ctia mot mang tiy thudc vao c& cua dau vao nay.
—  Piachi IP cta router ké tiép: 1a dia chi cua router duogc ndi truc tiép vG1 mang va ta co
thé guri datagram t6i d6 dé cho router ké tiép phan phat. Router ké tiép khong phai 1a dich
nhung no c6 thé nhan 13y datagram duoc giri toi va chuyén tiép datagram nay toi dich cudi
cung.
— (o xac dinh dia chi IP cta router ké tiép la mot dia chi mot tram hay 1a mdt mang,
router ké tiép l1a mot router thyc hay 1a mot tram két ndi truc tiép vao mang.

—  Giao tiép mang: xac dinh giao tiép mang nao ma datagram phai gui qua dé dé toi dich.

Source Host Destination Host

Application Application

Transpart Gateway Transpart
Destination | Gafeway | Destinaion | Gateway | Destination  Gateway
21610 G 17216.123 0 1721610 1721615 0 1721610 : 1721612
11216120 i 17216022 | 17216120 [17216123 |  default =~ :1721615
default 17248121 dafault P72 6121 i

Nebwork Access Metwork Access MNetwork Access

172.16.12.2 17216123  172.16.1.5 172.16.1.2
172.16.12.0 172.16.1.0

Hinh 1-10: Chon tuyén trong IP

Viéc chon tuyén ctia IP duoc thuc hién theo céc trinh tu sau:

- Tim kiém trong bang chon tuyén xem c6 muc nao khép véi dia chi dich (ca phan
networkID va hostID). Néu thay thi s& guri goi dit liéu tdi router ké tiép hay giao tiép mang
két ndi truc tiép da duoc chi dinh trong muc nay.

- Tim trong bang chon tuyén xem c¢6 muc nao dugc coi la mac dinh (default). Néu
thay thi giri goi dir liéu toi router ké tiép da duogc chi ra.

Néu sau cac budce trén ma datagram khong duoc gui di thi tram thyc hién viéc chuyén tiép
gri thong bao 156i “host unreachable” hoiic “network unreachable” téi tram tao ra datagram

nay.

Kha nang xac dinh mdt tuyén té61 mot mang ma khong phai la tuyén td1 mot tram 1a mot



dic trung co ban cua viée chon tuyén trong 16p giao thire IP. Pidu nay cho phép giam kich
thude cua bang chon tuyén, cho phép router trén Internet chi ¢ bang chon tuyén véi hang

ngin dau vao thay vi hang tri¢u dau vao téi cac tram.

routing ranle refriaf
dasmon ||| command cotnimand
I i JDF TCF
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Hinh 1-11: Qua trinh xir ly thwe hién ¢ 16p IP

O day ta can phan biét thém vé hai khai niém: co ché chon tuyén va chién luoc chon tuyén.
Co ché chon tuyén 1a viéc tim kiém trong bang dinh tuyén va quyét dinh xem goi tin s& dugc
gl ra ngoai theo giao dién mang nao. Co ché chon tuyén duogc thuc hién bai 16p IP. Chién
luoc chon tuyén la mét tap hop cac luat qui dinh xem céc tuyén nao s€ dugc dua vao bang
chon tuyén. Chién lugc chon tuyén dugc thuc hién bdi chuong trinh chon tuyén (chéng han
routed). Chuong trinh chon tuyén thuc hién viéc cip nhat bang chon tuyén bang cach giao
tiép voi chwong  trinh chon tuyén cta cac tram khac trong mang. Viéc giao tiép nay giira cac
chuong trinh chon tuyén tuan tha thao mot giao thirc nhét dinh. C6 thé tém tit viéc chon tuyén
thuc hién & 16p IP trong so d6 hinh 1.12.

»  Giao thirc lién mang thé hé méi (IPV6)

Giao thirc IPv4 d3 duoc coi 1 nén tang cho mang Internet v6i nhirng tinh chit wu viét cia
no, tuy nhién véi su bung nd vé Internet giao thirc IPv4 da boc 16 mot s6 yéu diém vé tinh

nang, trong d6 noi bat la:



—  Thiéu hut vé tinh ning xac thuc, an ninh ctia goi tin trén mang. Kha ning md rong han
ché.
—  Thiéu hyt khong gian dia chi. Véi su phat trién cia mang Internet, khong gian dia chi IP
co thé st dung thyc sy 1a rat nhé do céc dija chi 16p A dugc danh chu yéu cho cac cong ty cung
cép dich vu 16n tai My va rat han ché trong viéc cép phat. Céac dia chi 16p B nhanh chdng bi
stt dung hét do n6 cung cip sb dia chi vira phai. Hién nay nhiéu yéu cau chi dugc dap tng
béng cac dia chi 16p C véi s6 dija chi rit han ché.

—  Su gia ting s6 luong cac chi muc trong bang dinh tuyén do co ché dinh tuyén khong
phan cip din dén yéu cau ning cip cac router va va dinh tuyén khong hiéu qua.

—  Ngay nay, v6i cac nhu cau két ndi vao mang Internet ctia cac dich vu khac nhu dién thoai
di dong, truyén hinh sd,... doi hai giao thirc IPv4 can ¢6  céc sira doi dé dap tmg cac nhu cau
moi.

Trude nhitng nhu ciu ndy, giao thirc lién mang thé hé mai IPv6 da ra doi nham thay thé
cho IPv4, nhung cho dén nay IPv6 van chi méi chu yéu 1a dang trong qua trinh thir nghiém va
hoan thién. Trong khuon kho gido trinh ciing dé cap mot cach tong quat vé giao thuc lién mang
thé h¢ méi IPV6.

Mot sb dic diém méi cua IPV6:

—  Khuon dang header méi: Header ctia IPv6 dugc thiét ké dé giam chi phi dén muc t6i
thiéu. Piéu nay dat duoc bang cach chuyén cac truong lwa chon sang cac header mé rong
duoc dit phia sau ctia [Pv6 header. Khuon dang mai cua IPv6 tao ra sy xur Iy hiéu qua hon tai
Cac router.

—  Header ciia IPv4 va IPv6 khong thé xir Iy chung. Mot tram hay mot router phai cai dat
ca IPv4 va IPv6 dé co thé xir Iy dugc ca hai khudn dang  header nay. Header ctia IPv6 chi c6
kich thudc gép 2 1an header ctia IPv4 mic dii khdng gian dia chi cta IPV6 16n gap 4 1an khong
gian dia chi IPv4.

—  Khong gian dia chi 16n: IPv6 c6 dia chi ngudn va dich dai 128 bit. Mic du 128 bit c6 thé
tao ra hon 3.4x1038 t6 hop, khong gian dja chi cia IPv6 duoc thiét ké cho phép phan b dia
chi va mang con tir tryc xuwong song Internet dén timg mang con trong mot to chirc.

—  Hién tai chi mdt lugng nho cac dia chi hi¢n dang dugc phan bo dé sir dung boi cac tram,

van con du thira rat nhiu dia chi san sang cho viéc st dung trong tuong lai.



—  Hi¢u qua, phan cép dia chi hoa va ha t'émg dinh tuyén: Cac dia chi toan cuc cua IPv6
duoc thiét ké dé tao ra mot ha tﬁng dinh tuyén hi€u qua, phan cép va co thé téng quat hoa dya
trén sy phan cip thuong thiy cia cac nha cung cap dich vu (ISP) trén thuc té.
—  HO tro chat lwong dich vu (QoS) tét hon: Cac trudng méi trong header cia IPv6 dinh ra
cach thuc xur Iy va dinh danh trén mang. Giao thong trén mang dugc dinh danh nho truong
gan nhén ludng (Flow Label) cho phép router c6 thé nhan ra va cung cip cac xir 1y dic biét
d6i voi cac goi tin thudc vé mot ludng nhat dinh, mot chuan cac géi tin giita nguon va dich.
Do giao thong mang dugc xac dinh trong header, cac dich vu QoS c6 thé dugc thuc hién ngay
ca khi phan dit liéu dwoc ma hoa theo 1PSec.
—  Khaning mé rong: IPv6 c6 thé d& dang mé rong thém céc tinh ning méi bang viée thém
cac header moi sau header IPV6.

. Kién trac dia chi trong IPv6: Khong gian dia chi:
—  IPv6 st dung dia chi c6 d6 dai 16n hon IPv4 (128 bit so véi 32 bit) do d6 cung cp khong
gian dia chi 16n hon rat nhiéu. Trong khi khong gian dia chi 32 bit ctia IPv4 cho phép khoang
4 ty dia chi, khong gian dia chi ctia IPv6 c6 thé c6 khoang 3.4x1038 dia chi. S6 luong diac hi
nay rat 16n, ho tro khoang 6.5x1023 dia chi trén mdi mét vudng bé mat trai dat. Dia chi IPv6
128 bit duoc chia thanh cac mién phan cép theo trat tu trén Internet. N6 tao ra nhiéu mirc phan
cap va linh hoat trong dja chi hoa va dinh tuyén con dang thiéu trong IPV4.
—  Khong gian dia chi IPv6 duogc chia trén co so cac bit dau trong dia chi. Truong c6 d6 dai
thay doi bao gdm cac bit dau tién trong dia chi goi 13  tién t6 dinh dang (Format Prefix) FP.
—  Ban dau chi méi c6 15% luong dia chi duoc sir dung, 85% con lai dé dung trong twong
lai.
—  Céc tién t6 dinh dang tir 001 dén 111, ngoai trir kiéu dia chi multicast (1111 1111) déu
bat budc c6 dinh danh giao dién theo khudn dang EUI-64.
—  Céc dia chi dy trit khong 14n véi cac dia chi chua cap phat. Chiing chiém 1/256 khong
gian dia chi (FP = 0000 0000) va dung cho céac dia chi chua chi dinh, dia chi quay vong va céc
dia chi IPv6 c6 nhing IPv4

Cu phép dia chi:

Céc dia chi IPv6 dai 128 bit, khi viét moi nhom 16 bit dugce bi€u dién thanh mot s6 nguyén
khong déu dudi dang hé 16 va duoc phan tach boi dau hai cham (),

Vidu: FEDC:BA98:7654:3210:FEDC:BA98:7654:3210

Trén thuc té dia chi IPv6 thuong c6 nhiéu s6 0, vi du dia chi:

1080:0000:0000:0000:0008:0800:200C:417A. Do d6 co ché nén dia chi



dugc dung dé biéu dién dé dang hon céc loai dia chi dang nay. Ta khong can viét cac s6 0
& dau mdi nhém, vi du 0 thay cho 0000, 20 thay cho 0020. Dia chi trong vi du trén s€ tr¢ thanh
1080:0:0:0:8:800:200C:417A.

Hon nita ta c6 thé st dung ky hiéu : dé chi mot chudi sb 0. Pia chi trong vi du trén s€ tro
thanh: 1080::8:800:200C:417A. Do dia chi IPv6 ¢6 do dai c6 dinh, ta c6 thé tinh duoc s6 cac
bit 0 ma ky hiéu d6 biéu dién.

Tién té dia chi IPv6 duoc biéu dién theo ky phap CIDR nhu IPv4 nhu sau:

IPv6-address/prefix length

trong d6 IPv6-address 1a bat ky ki€u biéu dién nao, con prefix length 1a do

dai tién to theo bit.

Vi du: biéu dién mang con c6 tién t6 80 bit: 1080:0:0:0:8::/80. Vi node address:
12AB:0:0:CD30:123:4567:89AB:CDEF,

prefix: 12AB:0:0:CD30::/60 c6 thé viét tat thanh
12AB:0:0:CD30:123:4567:89AB:CDEF/60

1.2.2.2  Giao thirc UDP (User Datagram Protocol)

UDP la giao thirc khong lién két, cung cap dich vu giao van khong tin cay duge, st dung
thay thé cho TCP trong tang giao van . Khac véi TCP, UDP khong ¢6  chirc nang thiét lap va
giai phong lién két, khong c6 co ché bao nhan (ACK), khong sap xép tuan tu cac don vi dir
lidu (datagram) dén va co thé dan dén tinh trang mat hodc trung dit liéu ma khong hé c6 thong

bao 16i cho ngudi giri. Khuon dang ctia UDP datagram dugc mé ta nhu sau :

- Gits -
] |1ﬁ 3]

Source Port Destination Port

Length Checksum

data begins here ...

Hinh 1-12: Khuon dang UDP datagram

—  S6 hiéu cong ngudn (Source Port - 16 bit): s6 hidu cong noi di guri datagram
—  S6 hiéu cong dich (Destination Port - 16 bit): s6 hiéu cong noi datagram

dugc chuyén t6i
— Do dai UDP (Length - 16 bit): d6 dai téng céng ké ca phr:in header cua goi UDP datagram.
—  UDP Checksum (16 bit): dung dé kiém soat 161, néu phat hién 18i thi UDP datagram sé& bi
loai bo ma khdng c6 mot thong bao nao tra lai cho tram guri.

UDP c¢6 ché do gan va quan Iy cac s6 hiéu cong (port number) dé dinh danh duy nhat cho



cac Gmg dung chay trén mot tram cua mang. Do c6 it chtrc ning phirc tap nén UDP ¢6 xu thé
hoat dong nhanh hon so v61 TCP. N6 thuong dung cho cac ung dung khong doi hoi do tin
cdy cao trong giao van.

1.2.2.3  Giao thirc TCP (Transmission Control Protocol)

TCP va UDP la 2 giao thirc ¢ tang giao van va cung st dung giao thtrc IP trong tang mang.
Nhung khong giéng nhu UDP, TCP cung cip dich vu lién két tin cay va co lién két.

C6 lién két & day c6 nghia 1a 2 tmg dung sir dung TCP phai thiét 14p lién két voi nhau trude
khi trao d6i dit liéu. Sy tin cay trong dich vu dugc cung cép bdi TCP duoc thé hién nhu sau:
—  Dir liéu tir tAng tng dung gri dén dugc duoc TCP chia thanh cac segment c6 kich thudce
phtt hop nhit dé truyén di .

— Khi TCP giri 1 segment, n6 duy tri mot thoi lugng dé chd phuc déap tir tram nhan. Néu
trong khoang thoi gian d6 phic dap khong t6i duge tram guri thi segment d6 duge truyén lai.
— Khi TCP trén tram nhén nhan dir li€u tu tram guri n6 s€ gui téi tram gui 1 phuc dap tuy
nhién phiic dap khong duoc g lai ngay lap tirc ma thuong tré mot khoang thoi gian .

—  TCP duy tri gia tri tong kiém tra (checksum) trong phan Header ctia dit liéu dé nhén ra
bat ky su thay doi ndo trong qua trinh truyén dan. Néu 1 segment bi 16i thi TCP & phia tram
nhan sé& loai bo va khong phiic dap lai dé tram giri truyén lai segment bi 15i do.

Gidng nhu IP datagram, TCP segment c6 thé toi dich mot cach khong tuan ty. Do vay TCP
& tram nhén s& sap xép lai dit liéu va sau d6 guri 16n tang Gmg dung dam bao tinh dung dan cua
dir licu.

Khi IP datagram bi trung lap TCP tai tram nhan s€ loai bé dir li€u trung 1ap do .

Bits
’: T "

t Source Port | Destination Port Ky

_2 Sequence Number
4 _3 Acknowladgment Mumber g:“s
=, Offtset | Reserved | Flags Window £

_5 Chacksum Lrgent Pointar
¥ _ﬂ Optiong Padding R 2

fata begins hera ...

Hinh 1-13: Khuon dang TCP segment
TCP ciing cung cip kha ning diéu khién ludng. Mdi dau cua lién két TCP c6 ving dém

(buffer) giéi han do d6 TCP tai tram nhdn chi cho phép tram guri truyén mot luong dit liéu



nhat dinh (nho hon khong gian buffer con lai). Diéu nay tranh xay ra trudong hop tram c6 tde
d6 cao chiém toan bd vung dém cua tram co tdc d6 cham hon.

Khuon dang ctia TCP segment dugc md ta trong hinh 1.14 Céc tham sb trong khudn dang
trén c6 y nghia nhu sau:
—  Source Port (16 bits ) 14 s6 hi¢u cong cia tram nguon .
—  Destination Port (16 bits ) 14 s6 hiéu cong tram dich .
—  Sequence Number (32 bits) 1a sb hiéu byte dau tién cua segment trir khi bit SYN dugc
thiét 1ap. Néu bit SYN dugc thiét lap thi sequence number la s6 hiéu tuan tu khoi dau ISN
(Initial Sequence Number ) va byte dit liéu dau tién 1a ISN + 1. Thong qua truong ndy TCP
thue hién viec quan li timg byte truyén di trén mot két ndi TCP.
—  Acknowledgment Number (32 bits). S6 hiéu ciia segment tiép theo ma tram ngudn dang
chd dé nhéan va ngém dinh bao nhan tdt céc segment ma tram dich da gui cho tram nguén .
—  Header Length (4 bits). S luong tir (32 bits) trong TCP header, chira vi tri bat dau cta
vung dit liéu vi trudng Option c6 d6 dai thay doi. Header length c6 gia tri tir 20 dén 60 byte .
—  Reserved (6 bits). Danh dé dung trong twong lai .
—  Control bits : cac bit diéu khién

URG : xac dinh vung con trd khan c6 hiéu luc. ACK : vung bdo nhan ACK Number co
hiéu luc. PSH : chirc nang PUSH.

RST : khoi dong lai lién két.

SYN : dong bd hoa cac sb hiéu tuan ty (Sequence number). FIN : khong con dit liéu tir
tram nguén.
—  Window size (16 bits) : cAp phat thé dé kiém soat ludng dir lidu (co ché cira so truot).
Day chinh 14 sb luong cac byte dir liéu bat dau tir byte dugc chi ra trong ving ACK number
ma tram nguon sin sang nhan.
—  Checksum (16 bits). Mi kiém soat 16i cho toan b segment ca phan header va dir liéu.
—  Urgent Pointer (16 bits). Con tré tro t6i sb hiéu tuan tu cta byte cudi cung trong dong
dir liéu khan cho phép bén nhan biét duoc d6 dai ciia dir liéu khan. Vung nay chi ¢ hiéu luc
khi bit URG dugc thiét 1ap.
—  Option (d6 dai thay do6i ). Khai bao cac tuy chon ciia TCP trong d6 thong thuong 1a kich
thudce cuc dai cua 1 segment: MSS (Maximum Segment Size).
—  TCP data (d6 dai thay doi ). Chua dit liéu cta ting tmg dung c6 d6 dai ngdm dinh 13 536
byte . Gia tri nay c6 thé diéu chinh dugc bang cach khai bao trong ving Option.



1.3 Mét sé dich vu co bén truy cdp mang

1.3.1 Dich vu truy nhép tir xa Telnet

Telnet cho phép nguodi st dung dang nhap tir xa vao hé thong tir mot thiét bi dau cudi nao
d6 trén mang. V6i Telnet ngudi st dung hoan toan ¢ thé 1am viée voi hé thong tir xa nhu thé
ho dang ngdi lam viéc ngay truede man hinh cua hé théng. Két ndi Telnet 1a mot két ndi TCP
dung dé truyén dit li¢u véi cac thong tin diéu khién.

1.3.2  Dich vu truyén tép (FTP)

Dich vu truyén té€p (FTP) 1a mot dich vu co ban va phd bién cho phép chuyén cac tép dir
lidu giita cac may tinh khac nhau trén mang. FTP hd tro tit ca cic dang tép, trén thuc té né
khong quan tam t61 dang tép cho du doé 1a tép van ban ma ASCII hay céc tép dir li¢u dang
nhi phan. Véi cAu hinh ctia may phuc vu FTP, c¢6 thé qui dinh quyén truy nhip cua ngudi sir
dung véi tung thu myc luu trir dit li€u, tép dir li¢u cling nhu gi61 han sb lugng nguoi str dung
c¢6 kha ning cting mot liic ¢6 thé truy nhap vao cung mot noi luu trit dit lidu.

1.3.3  Dich vu Gopher

Trudc khi Web ra do1 Gopher 1a dich vu rat dugc va chudong. Gopher la mot dich vu
chuyén tép twong ty nhu FTP, nhung né hd tro ngudi dung trong viée cung cap thong tin vé
tai nguyén. Client Gopher hién thi mot thuc don, nguoi dung chi viéc lya chon cai ma minh
can. Két qua cua viéc lya chon dugc thé hién & mot thuc don khac.

Gopher bi gi6i han trong kiéu céc dit liéu. N6 chi hién thi dit liéu du6i dang ma ASCII mic
du c6 thé chuyén dit liéu dang nhi phan va hién thi n6 bang mot phan mém khéc.

1.3.4  Dich vu WAIS

WAIS (Wide Area Information Serves) 1a mot dich vu tim kiém dit liéu. WAIS thuong
xuyén bit dau viéc tim kiém dir liéu tai thu muc cua may chu, noi chira toan bd danh muc
clia cac may phuc vu khac. Sau d6 WAIS thyc hién tim kiém tai may phuc vu thich hop nhat.
WALIS ¢6 thé thuc hién cong viéc cua minh véi nhiéu loai dit liéu khac nhau nhu vin ban
ASCII, PostScript, GIF, TIFF, dién thu ...

1.3.5 Dich vu World Wide Web

World Wide Web (WWW ) 1a mét dich vu tich hop, st dung don gian va c6 hiéu qua nhat
trén Internet. Web tich hop ca FTP, WAIS, Gopher. Trinh duyét Web c6 thé cho phép truy
nhap vao tat ca cac dich vu trén.

Tai litu WWW duoc viét bang ngdén ngit HTML (HyperText Markup Language) hay con
goi 1a ngdn ngit danh diu siéu vin ban. Siéu vin ban 1a vin ban binh thuong cong thém mot
sd 1énh dinh dang. HTML ¢6 nhiéu cach lién két véi cac tai nguyén FTP, Gopher server, WAIS

server va Web server. Web Server 1a may phuc vu Web, dap tmg cac yéu cau vé truy nhap tai



litu HTML. Web Server trao ddi cac tai lieu HTML bang giao thac HTTP (HyperText
Transfer Protocol) hay con goi 14 giao thirc truyén siéu vin ban.

Trinh duyét Web (Web client) 1a chuwong trinh dé xem céc tai liéu Web. Trinh duyét Web
giri cac URL dén méy phuc vu Web sau d6 nhén trang Web tir may phuc vu Web dich va hién
thi chung. Khi giao tiép véi may phuc vu Web thi trinh duyét Web st dung giao thire HTTP.
Khi giao tiép véi mot Gopher server thi trinh duyét Web hoat dong nhu mot Gopher client
va st dung giao thic gopher, khi giao tiép véi mot FTP server thi trinh duyét Web hoat
dong nhu mot FTP client va ding giao thirc FTP. Trinh duyét Web c6 thé thuc hién cac cong
viéc khac nhu ghi trang Web vao dia, guri Email, tim kiém xau ky tu trén trang Web, hién thi
tép HTML ngudn cta trang Web, v.v... Hién nay c6 hai trinh duyét Web dugc st dung nhiéu
nhat 14 Internet Explorer va Netscape, ngoai ra con mot sb trinh duyét khac nhu Opera,
Mozila...

1.3.6  Dich vu thw dién tir (E-Mail)

Dich vu thu dién tir (hay con goi la dién thu) 1a mét dich vu thong dung nhat trong moi hé
théng mang du 16n hay nho. Thu dién tir dugc sir dung rong rii nhu mot phuong tién giao tiép
hang ngdy trén mang nho tinh linh hoat va phd bién cta né. Tl cac trao doi thu tin thong
thuong, thong tin quang cdo, tiép thi, dén nhirng cong vin, béo cdo, hay ké ca nhitng ban hop
déng thuong mai, ching t, ... tat ca déu duoc trao doi qua thu dién tu.

Mot hé théng dién thu duoc chia lam hai phﬁn, MUA (Mail User Agent) va MTA (Message
Transfer Agent). MUA thyuc chit 1a mot chuong trinh 1am nhiém vu twong tac tryc tiép véi
nguoi dung cudi, giup ho nhan thong diép, soan thao thong diép, luu cac thong diép va giri
thong diép. Nhiém vu cia MTA 1a dinh tuyén thong diép va xur 1y cac thong diép dén tir he
thng ctia ngudi dung sao cho cac thong diép do dén dugc ding hé théng dich.

>  Dia chi dién thw

Hé thong dién thu hoat dong ciling gidng nhu mot hé thong thu buu dién. Mot thong diép
dién tir mudn dén dugc dich thi dia chi nguoi nhan 1a mot yéu to khong thé thiéu. Trong mot
hé théng dién thu mdi nguoi co mot dia chi thu. Tir dja chi thu s& xac dinh duoc thong tin
clia nguoi so hitu dia chi d6 trong mang. N6i chung, khong c6 mot qui tac thdng nhat cho viéc
danh dia chi thu, bai vi mdi hé thu lai c6 thé sir dung mot qui uSe riéng vé dia chi. Bé giai
quyét van dé ndy, ngudita thuong st dung hai khudn dang dia chi 1a dia chi mién (Domain-
base address) va dia chi UUCP (UUCP address, dugc s dung nhiéu trén hé diéu hanh UNIX).
Ngoai hai dang dia chi trén, con c6 mot dang dia chi nita tao thanh béi sy két hop cuia ca hai
dang dia chi trén, goi 1a dia chi hon hop.

Dia chi mién 1a dang dia chi théng dung nhat. Khong gian dia chi mién c6 cdu trac hinh



cay. M&i nat ciia ciy ¢6 mot nhan duy nhit ciing nhue mdi ngudi dung ¢6 mot dia chi thu duy
nhét. Céc dja chi mién xé4c dinh dia chi dich tuyét ddi cua nguoi nhan. Do do, dang dia chi nay
dé str dung dbi voi ngudi dung: ho khong can biét

dich xac dudng di cia thong diép nhu thé nao. Pia chi tén mién c6 dang nhu sau:
thong_tin_ngudi_dung@thong_tin_tén mién

Phén “théng_tin tén mién” gdm c6 mot xau cac nhin cach nhau bdi mot dau chdm
““).

»  Céu triic ciia mdt thong diép

Mot thong diép dién tir gdm c6 nhirng thanh phan chinh sau day:

. Phong bi (Envelope): chira cac thong tin vé dia chi ngudi guri thong diép, dia chi
nguoi nhan thong diép. MTA s& st dung nhiing thong tin trén phong bi dé dinh tuyén thong
diép.

. Pau thong diép (Header): chira dja chi thu ctia ngudi nhan. MUA sir dung

dia chi nay dé phan thong diép vé dung hop thu ciia ngudi nhan.

. Than thong diép (Body): chtra ndi dung ciia thong diép. Phan dau thong diép bao
g6m nhitng dong chinh sau:

- To: Dia chi ciia nguoi nhan thong digp.

- From: Dia chi cia nguoi giri thong diép.

- Subject: M6 ta ngan gon vé ndi dung cuia thong diép.

- Date: Ngay va thoi gian ma thong diép bat dau duoc gui.

- Received: Puoc thém vao béi mdi MTA cé mit trén duong ma thong diép di
qua dé t6i duoc dich (thong tin dinh tuyén).

- Cc: Céc dia chi cta ngudi nhan théng diép ngoai ngudi nhan chinh ¢

truong “To:”.

1.4  Tém tit chwong 1

Trong chuong nay gidi thidu cac kién thirc va khai niém co ban vé hé thong mang nhu:

- Céc kién thirc va khai niém co ban vé LAN/WAN,

- Céc kién thirc va khai niém co ban vé mang toan cu Internet,

- Céc kién thirc tong quan vé& mé hinh OSI,

- Céc kién thuc téng quan vé b0 giao thirc TCP/IP, va dac biét gidi thi¢u sau vé
giao thuc lién mang IP (IPv4), tao co s& nén tang cho cac hoc vién trude khi di vao phan

thiét ké LAN/WAN trong cac phan sau.



- Chuong ndy ciing gidi thidu vé giao thirc lién mang thé hé méi IPv6, gitp cho
hoc vién nim bat dugc cac xu hudng méi trong viéc phat trién cac bd giao thirc mang.

- Trong chuong nay ciling gidi thi¢u mat sb cac dich vu co ban trén mang da va
dang dugc trng dung rong réi.

- Trén co sé kién thirc cua chuong 1, phn tiép theo cla gido trinh s& di sdu trinh

bay cac kién thirc va cac van dé lién quan khi thiét ké mang LAN, mang WAN.



CHUONG 2: CAC THIET BI LIEN KET MANG
2.1. B¢ lap tin hiéu (Repeater)
Repeater 1 loai thiét bj phan ctrng don gian nhét trong cac thiét bi lién két mang, no duoc
hoat dong trong tz‘ing vat 1y cua mo6 hinh OSI. Khi Repeater nhan dugc mdt tin hiéu tir mot

phia cia mang thi n6 s& phét tiép vao phia kia ctia mang.

__Repeater
Hinh 2-1: Mé hinh lién két mang sit dung Repeater
Repeater khong c6 xir 1y tin hiéu ma né chi loai bo cac tin hiéu méo, nhiéu, khuéch dai tin
hiéu di bi suy hao (vi dd dugc phat véi khoang cach xa) va khoi phuc lai tin hiéu ban dau.

Viéc str dung Repeater da 1am ting thém chiéu dai cia mang.
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Presentation Presentalion
Session Session
Transport {ranspert
Nerwork Nelwork
Datalink Batalink
Pl ysic i Physic | Physic Physic

Hinh 2-2: Hoat djng ciia Repeater trong mé hinh OSI



Hién nay co hai loai Repeater dang duoc st dung 1a Repeater dién va Repeater

dién quang.

- Repeater dién ndi véi duong day dién ¢ cd hai phia cia nd, n6 nhan tin  hi¢u di¢n
tir mot phia va phat lai vé phia kia. Khi mot mang st dung Repeater dién dé ndi cac phan cua
mang lai thi co thé lam tang khoang cach ctia mang, nhung khoang cach dé luoén bi han ché
boi mot khoang cach ti da do d6 tré cua tin hiéu. Vi du v6i mang st dung cap dong truc 50
thi khoang cach tbi da 1a 2.8 km, khoang cach d6 khong thé kéo thém cho du st dung thém
Repeater.

- Repeater dién quang lién két voi mot dau cap quang va mot dau la cap dién, né
chuyén mot tin hiéu dién tir cap dién ra tin hiéu quang dé phat trén cap quang va nguoc lai.
Viéc str dung Repeater dién quang ciing 1am ting thém chiéu dai cia mang.

Viéc str dung Repeater khong thay d6i ndi dung céc tin hién di qua nén né6 chi duoc ding
dé nbi hai mang co cing giao thirc truyén thong (nhu hai mang Ethernet hay hai mang Token
ring) va khong thé ndi hai mang co giao thirc truyén thong khac nhau. Thém nita Repeater
khong 1am thay doi khdi luong chuyén véan trén mang nén viée sir dung khong tinh toan né
trén mang 16n s& han ché hiéu ning ctua mang. Khi lua chon sir dung Repeater can chd y lia
chon loai c6 téc d6  chuyén van pht hop véi téc do ciia mang.

2.2. B¢ tap trung (Hub)

Hub 12 mét trong nhimg yéu t6 quan trong nhat ciia LAN, day la diém két ndi day trung
tAm clia mang, tat ca cac tram trén mang LAN duoc két nbi thong qua Hub. Hub thudng dugc
dung dé n6i mang, théng qua nhitng dau cam ctia n6 ngudi ta lién két voi cac may tinh dudi
dang hinh sao.

Mot hub thong thuong cé nhiéu cong ndi v6i ngudi sir dung dé gin méy tinh va  cac thiét
bi ngoai vi. Mdi céng hd trg mot bo két ndi dung cap day xo4dn 10BASET tir mdi tram cua
mang.

Khi tin hi€u duoc truyén tir mot tram to1 hub, né dugc 1dp lai trén khép cac céng khac cua.
Céc hub thong minh c6 thé dinh dang, kiém tra, cho phép hodc khong cho phép bdi ngudi
diéu hanh mang tir trung tim quan 1y hub.

Néu phén loai theo phan cimg thi ¢6 3 loai hub:

- Hub don (stand alone hub)



- Hub modun (Modular hub) rit phd bién cho cac hé théng mang vi né co thé dé
dang mé rong va ludn cé chire ning quan 1y, modular co tir 4 dén 14 khe cidm, c6 thé lap
thém cac modun Ethernet 10BASET.

- Hub phan tang (Stackable hub) 14 1y twong cho nhing co quan muén dau  tu tdi
thiéu ban dau nhung lai co ké hoach phat trién LAN sau nay.

Néu phén loai theo kha ning ta c6 2 loai:

- Hub bi dong (Passive Hub) : Hub bi dong khong chura céac linh kién dién tir va
cling khong xtt 1y cac tin hiéu dir liéu, nd c6 chitrc nang duy nhét 13 to hop céc tin hiéu tir mot
s6 doan cap mang.

- Hub chu dong (Active Hub) : Hub chu dong c6 cac linh kién dién tir co thé
khuyéch dai va xir 1y cac tin hiéu dién tir truyén giita cac thiét bi ciia mang. Qua trinh xir Iy
tin hiéu duoc goi 1a tai sinh tin hiéu, n6 lam cho tin hiéu tré nén tdt hon, it nhay cam véi 16i
do vay khoang cach giita cac thiét bi  c6 thé tang 1én. Tuy nhién nhing wu diém d6 ciing kéo
theo gi4 thanh cia Hub cha dong cao hon nhiéu so vi Hub bi dong. Cac mang Token ring c6
xu hudng dung Hub chu dong.

Vé co ban, trong mang Ethernet, hub hoat ddng nhu mot repeater ¢6 nhiéu cong.

2.3. Cau (Bridge)

Bridge 12 mot thiét bi c¢6 xtr Iy dung dé néi hai mang giéng nhau hodc khac nhau, né co
thé duoc dung véi cac mang c6 cac giao thirc khac nhau. Cau néi hoat dong trén tang lién két
dir liéu nén khong nhu bo tiép sirc phai phat lai tit ca nhimg gi  n6 nhan duoc thi cau ndi doc
dugc cac goi tin cua ting lién két dir 1iéu trong mé hinh OSI va xtr Iy chung trude khi quyét
dinh co6 chuyén di hay khéng.

Khi nhan dugc cac géi tin Bridge chon loc va chi chuyén nhitng géi tin ma no thay can
thiét. Piéu nay 1am cho Bridge trd nén c6 ich khi ndi mot vai mang voi nhau va cho phép nd

hoat dong mot cach mém déo.

Hinh 2-13: Hoat ddng ciia ciu ndi



Dé thyc hién duoc diéu nay trong Bridge & moi dau két ndi co mot bang cac dia chi cac
tram duge két ndi vao phia do, khi hoat dong cu nbi xem xét mdi g6i tin nd nhan duoc bﬁng
cach doc dia chi cua noi guri va nhan va dua trén bang dia chi phia nhan dugc goi tin n6 quyét
dinh giri goi tin hay khong va bd xung bang dia chi.

Khi doc dia chi noi giri Bridge kiém tra xem trong bang dia chi cia phdn mang nhén duoc
61 tin c¢6 dia chi d6 hay khong, néu khéng c6 thi Bridge tu dong bé xung bang dia chi (co
ché do6 duoc goi la tu hoc cua cau néi).

Khi doc dia chi noi nhan Bridge kiém tra xem trong bang dia chi cua phén mang nhan duogc
g6i tin co dia chi 6 hay khong, néu c6 thi Bridge s& cho rang dé 1a goi tin ndi bo thudc phan
mang ma goi tin dén nén khong chuyén géi tin d6 di, néu nguoc lai thi Bridge méi chuyén
sang phia bén kia. O day chung ta thay mot tram khong can thiét chuyén thong tin trén toan

mang ma chi trén phan mang c6 tram nhan ma thoi.
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Hinh 2-4 : Hoat dong ctia Bridge trong mé hinh OSI

Pé danh gia mot Bridge ngudi ta dua ra hai khai niém : Loc va chuyén van. Qua trinh xur
1y mbi goi tin duoc goi 1 qua trinh loc trong d6 téc do loc thé hién truc tiép kha ning hoat
dong cua Bridge. Toc d6 chuyén van dugc thé hién sb goi tin/gidy trong d6 thé hién kha niang
ctia Bridge chuyén céc goi tin tir mang nay sang mang Khac.

Hién nay c6 hai loai Bridge dang duoc sir dung 1 Bridge van chuyén va Bridge bién dich.
Bridge van chuyén dung dé nbi hai mang cuc bd cling str dung mot giao thirc truyén thong cia
tang lién két dir lidu, tuy nhién mdi mang c6 thé sir dung loai ddy ndi khac nhau. Bridge van
chuyén khong c6 kha ning thay dbi cdu tric cac géi tin ma nd nhan duoc ma chi quan tim
t6i viéc xem xét va chuyén van goi tin do di.

Bridge bién dich dung dé ndi hai mang cuc b co giao thirc khac nhau nd c6 kha ning

chuyén mot géi tin thudc mang niy sang goi tin thudc mang kia truéc khi chuyén qua



Vi du : Bridge bién dich ndi mot mang Ethernet va mot mang Token ring. Khi do Cau ndi
thuc hi¢én nhu mot niut token ring trén mang Token ring va mgt nit Enthernet trén mang
Ethernet. Cau ndi ¢6 thé chuyén mot géi tin theo chuan dang sir dung trén mang Enthernet
sang chuan dang sir dung trén mang Token ring.

Tuy nhién cht ¥ ¢ ddy cau ndi khong thé chia mot géi tin ra 1am nhiéu géi tin cho nén phai
han ché kich thudc tdi da cac géi tin phu hop véi ca hai mang. Vi du nhu kich thuéc t6i da
ctia g6i tin trén mang Ethernet 14 1500 bytes va trén mang Tokenring 1a 6000 bytes do vy néu
mot tram trén mang token ring giri mQt goi tin cho tram trén mang Ethernet vi kich thude 16n

hon 1500 bytes thi khi qua cau ndi s6 luong byte du s& bi chit bo.

Ethernet :

Bridge

Token ring

Hinh 2-5: Bridge bién dich

Nguoi ta st dung Bridge trong cac truong hop sau :

—  Mé rong mang hién tai khi di dat toi khoang cach tdi da do Bridge sau khi sir Iy géi tin
da phat lai goi tin trén phin mang con lai nén tin hi¢u tt hon b tiép stc.

—  Giam bét tic nghén mang khi c6 qua nhiéu tram bang cach sir dung Bridge, khi d6
chung ta chia mang ra thanh nhiéu phan bang cac Bridge, cac g6i tin trong ndi bo ting phan
mang s& khdng duoc phép qua phan mang khac.

Dé ndi cac mang c6 giao thire khac nhau.

Mot vai Bridge con c6 kha ning lua chon ddi tugng van chuyén. N6 ¢6 thé chi chuyén van
nhirng goi tin ctia nhung dia chi xac dinh. Vi du : cho phép goéi tin cia may A, B qua Bridge
1, g6i tin ciia may C, D qua Bridge 2.
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Hinh 2-6: Lién két mang sir dung 2 Bridge
Mot sb Bridge duoc ché tao thanh mot bod riéng biét, chi can ndi day va bat. Cac Bridge
khac ché tao nhu card chuyén ding ciim vao may tinh, khi d6 trén may tinh sé& str dung phan

mém Bridge. Viéc két hop phan mém vé6i phan cimg cho phép uyén chuyén hon trong hoat
dong cua Bridge.

2.4. Bé chuyén mach (Switch)

Bd chuyén mach 1a sy tién hoa cua cau, nhung cé nhiéu cong va dung cac mach tich hop
nhanh dé giam d6 tré ctia viéc chuyén khung dir lidu.

Switch giita bang dia chi MAC ctia mdi cong va thyc hién giao thitc Spanning- Tree. Switch
cling hoat dong ¢ tang data link va trong sudt véi cac giao thirc ¢ ting trén.
2.5. B¢ dinh tuyén (Router)

Router 1a mot thiét bi hoat dong trén ting mang, n6 co thé tim duoc duong di t6t nhat cho
cac gobi tin qua nhiéu két ndi dé di tir tram gt thugc mang dau dén tram nhén thudc mang

cudi. Router co thé dugc str dung trong viéc ndi nhiéu mang véi nhau va cho phép cac gai tin
c6 thé di theo nhiéu dudng khéc nhau dé toi dich




Hinh 2-7: Hoat dong ctia Router

Khac v6i Bridge hoat dong trén tang lién két dir liéu nén Bridge phai xir Iy moi géi tin trén
duong truyén thi Router ¢ dia chi riéng biét va no chi tiép nhan va xur 1y cac goi tin giri dén
n6 ma thoi. Khi mot tram mudbn giri gbi tin qua Router thi n6 phai giri goi tin véi dia chi truc
tiép ctia Router (Trong goi tin d6 phai chira cac thong tin khac vé dich dén) va khi goi tin dén
Router thi Router méi xir 1y va gui tiép.

Khi xtr Iy mot goi tin Router phai tim dugce duong di cua géi tin qua mang. Dé 1am duoc
diéu d6 Router phai im duoc dudng di t6t nhat trong mang dya trén cic thong tin nd cé vé
mang, thong thuong trén modi Router c6 mot bang chi dudng (Router table). Dya trén dit lidu
vé Router gan d6 va cac mang trong lién mang, Router tinh dugc bang chi duong (Router

table) t61 wru dua trén mot thuat toan xac dinh trude.

Nguoi ta phan chia Router thanh hai loai 1a Router c6 phu thudc giao thirc (The protocol
dependent routers) va Router khong phu thudc vao giao thirc (The protocol independent
router) dya vao phuong thirc xir ly cac goi tin khi qua Router.

Router ¢ phu thudc giao thirc: Chi thuc hién viée tim dudng va truyén gbi tin tir mang nay
sang mang khac chit khong chuyén ddi phuong cach dong goi cua goéi  tin cho nén ca hai
mang phai ding chung mét giao thirc truyén thong.

Router khong phu thudc vao giao thic: co thé lién két cic mang dung giao thirc truyén
thong khac nhau va c6 thé chuyén doi goi tin ctia giao thirc nay sang goi tin ctia giao thirc kia,
Router ciing chap nhén kich thudc cac gbi tin khac nhau (Router c6 thé chia nhd mét goi tin

16n thanh nhiéu goi tin nho trude truyén trén mang).

Applicatien Application

Presentation Preseniation
Session Session
Transport Transport
Network Netweork | Network Network
B Datalink Datalink | Datalink Datalink
Phiysie | Physic | Physic | Physic
!

Hinh 2-8: Hoat dgng ctia Router trong mo hinh OSI



bé ngan chan vi¢c méat mat sd liéu Router con nhan biét duogc duong nao céd thé chuyén
van va ngimg chuyén van khi duong bj tic.

Céc ly do str dung Router :

— Router ¢6 cac phin mém loc vu viét hon 13 Bridge do cac géi tin mudn di qua Router
can phai giri truc tiép dén n6 nén giam duoc sb lugng goi tin qua nd. Router thudng duoc st
dung trong khi ndi cic mang thong qua cac duong day thué bao dit tién do n6 khong truyén
du 1én dudng truyén.

— Router c6 thé dung trong mét lién mang c6 nhiéu ving, mdi ving c6 giao thirc riéng biét.

— Router c6 thé x4c dinh duoc dudng di an toan va tét nhit trong mang nén

dd an toan cua thong tin dugc ddm bao hon.

Trong mdt mang phuc hop khi cac goi tin luan chuyén cac dudng co thé giy nén tinh trang
tac nghén cia mang thi cac Router c6 thé duoc cai dit cic phuong thirc nham tranh duoc tac

nghén.

Bouter 37 i
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Hinh 2-9: Vi du vé bang dinh tuyén ciia Router
Céc phuong thirc hoat dong cua Router: D6 1a phuong thire ma mot Router c6 thé ndi véi
cac Router khac dé qua do6 chia sé thong tin vé& mang hién co. Cac chuong trinh chay trén
Router ludn xay dung bang chi dudng qua viéc trao doi cac thong tin vai cac Router khac.
— Phuong thirc véc to khoang cach : mdi Router ludn ludn truyén di théng  tin vé bang chi
dudng cia minh trén mang, thong qua do cac Router khac s€ cdp nhat 1én bang chi duong cua
minh.

— Phuong thirc trang thai tinh : Router chi truyén cac thong bao khi c6 phat hién c6 su thay



d6i trong mang vachi khi d6 cac Routerkhac u cap nhat lai bang chi dudng, thong tin truyén
di khi d6 thuong 1a thong tin vé dudng truyén.

Mot sb giao thurc hoat dong chinh ctia Router

o RIP(Routing Information Protocol) dugc phat trién boi Xerox Network system va su

dung SPX/IPX va TCP/IP. RIP hoat dong theo phuong thirc véc to khoang cach.

o NLSP (Netware Link Service Protocol) duoc phét trién boi Novell dung dé thay thé
RIP hoat dong theo phuwong thirc vécto khoang cach, mdi Router duoc biét cdu trac ciia mang
va viéc truyén cac bang chi duong giam di..

o OSPF (Open Shortest Path First) 14 mot phan ctia TCP/IP véi phuong thirc trang thai
tinh, trong d6 c6 xét téi vu tién, gia duong truyén, mat do truyén thong...

o IS-IS (Open System Interconnection Intermediate System to Intermediate System) la
mot phan ciia TCP/IP v&i phuong thirc trang thai tinh, trong d6 c6 xét téi wu tién, gia duong
truyén, mat do truyén thong...

2.6. B¢ chuyén mach cé dinh tuyén (Layer 3 switch)

Switch L3 ¢6 thé chay giao thic dinh tuyén ¢ ting mang, ting 3 ctia mo hinh 7 ting OSI.
Switch L3 ¢6 thé ¢ cac cong WAN dé ndi cac LAN ¢ khoang cach xa. Thyc chéat né duoc

b6 sung thém tinh nang cia router.

CHUONG 3: ROUTER VA HE PIEU HANH CISCO ROUTER
3.1. Router( Thiét bi dinh tuyén)
Router la thiét bi mang hoat dong ¢ tang thir 3 cia mo hinh OSI-tang network. Router
duoc ché tao véi hai muc dich chinh:
« Phan cach cac mang may tinh thanh cac segment rieng biét dé giam hién tuong
dung do, giam broadcast hay thuc hién chirc nang bao mat.
« Két ndi cac mang may tinh hay két néi cac user voi mang may tinh ¢ cac khoang cach xa véi
nhau thong qua cac duong truyen thong: dién thoai, ISDN, T1, X.25...
Cung vai su phat trién cua switch, chirc nang dau tien cua router ngay nay da duoc
switch dam nhan mot cach hiéu qua. Router chi con phai dam nhan viéc thuc hién cac
két ndi truy cap tir xa (remote access) hay cac két néi WAN cho hé théng mang LAN.

Do hoat dong & tang thi 3 cia mo hinh OSI, router s& hiéu duoc cac protocol quyét dinh
phuong thuc truyén di liéu.



Hinh 3.1. Router

Chtrc nang cua bo dinh tuyén 1a dinh hudng cho cac goi tin dugc truyén tai qua bo dinh tuyén.

Trén co so cac thuat toan dinh tuyén, thong tin ciu hinh va chuyén giao, cac bd dinh tuyén s&
quyét dinh hudng di tot nhat cho cac géi tin duoc truyén tai qua né.

Vai trd cta bo dinh tuyén trén mang 13 dam bao cac két ndi lién thong giira cac mang voi nhau,
tinh todn va trao doi cac thong tin lién mang lam cin ctr cho cac bd dinh tuyén ra cac quyét
dinh truyén tai thong tin pht hop véi cau hinh thyc té cia mang.

B dinh tuyén lam viéc v&i nhidu cong nghé dau ndi mang dién rong khac nhau nhu FRAME
RELAY, X.25, ATM, SONET, ISDN,xDSL... dam bao cac nhu cau két néi mang theo nhiéu
céc cong nghé va d6 chuan muc khac nhau ma néu thiéu vai tro cia bo dinh tuyén thi khong
thé thuc hién duoc.

3.2. Céc chirc niing chinh ciia bd dinh tuyén, tham chiéu mé hinh OSI

Chure nang chinh cua b dinh tuyén la:

- Dinh tuyén (routing)

- Chuyén mach cdc géi tin (packet switching)

Pinh tuyén 1a chirc nang dam bao géi tin dugc chuyén chinh xé4c t6i dia chi can dén. Chuyén
mach cdc géi tin 13 chirc ning chuyén mach sé liéu, truyén tai cac géi tin theo hudng da dinh
trén co sé cac dinh tuyén duoc dat ra.

Nhu vy, trén mdi bo dinh tuyén, ta phai xdy dung mot bang dinh tuyén, trén d6 chi 16 dia chi
can dén va dudng di cho n6. Bo dinh tuyén dua vao dia chi ciia goi tin két hop véi bang dinh
tuyén dé chuyén géi tin di dung dén dich. Cac goi tin khong c6 ding dia chi dich trén bang
dinh tuyén s& bi huy.

Chtrc nang dau tién cua bo dinh tuyén 1a chtc ning dinh tuyén nhu tén goi ctia nd ciing 13
churc nang chinh ctia bd dinh tuyén lam viéc voi cac giao thuc dinh tuyén. B0 dinh myén duoc
xép vao cac thiét bi mang lam viéc & 16p 3, 16p mang.
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Chtrc nang khac ctia bo dinh tuyén 1a cho phép st dung cac phuong thirc truyén thong khac
nhau dé du ndi dién rong. Chirc nang két ndi dién rong WAN cua bo dinh tuyén l1a khong thé
thiéu dé dam bao vai tro két ndi truyén thong gitra cic mang v6i nhau. Chic ning két ndi
mang cuc bo, bat ky bd dinh tuyén nao cling can c6 chuc nang nay dé dam bao két ndi dén
vung dich vu ctia mang. Bo dinh tuyén con c6 cac chirc ning dam bao hoat dong cho cac giao
thirc mang ma no6 quan ly.

3.3. Cau hinh co ban va chirc nang cia cac by phan cia bd dinh tuyén

Console
Interfaces

Auxiliary

Cdu triic co ban ciia Cisco Router
Céc thanh phan chinh bén trong mét thiét bi Router ciia hing Cisco bao gom:
- CPU (Central Procesing Unit)
- RAM — Random Access memory
- NVRAM — Nonvolatile Random Access Memory.
- Buses
- Plash Memory
- ROM - Read Only Memory
- Cac cong giao tiép (Interfaces)
B dinh tuyén 13 mot thiét bi may tinh duoc thiét ké dic biét dé dam duong duogc vai tro xt 1y
truyén tai thong tin trén mang. N6 duoc thiét ké bao gom céc phan tir khong thé thiéu nhu



CPU, bd nhd ROM, RAM, céc bus dir liéu, hé diéu hanh. Cac phan tir khac tiy theo nhu cau
st dung c6 thé c6 hoic khong bao gdm cac giao tiép, cac module va cac tinh ning dic biét
cua h¢ diéu hanh.

CPU: diéu khién moi hoat dong cua bo dinh tuyén trén co s cac hé
théng chuong trinh thyc thi cta hé diéu hanh.

RAM: Giit bang dinh tuyén, ARP Cache, fast-switching cache, packet buffer, va 13 noi
chay céc file cau hinh cho bd dinh tuyén. Day chinh 13 noi luu gitr file Running-Config, chia
cAu hinh dang hoat déng cua Router. Khi ngimg cip ngudn cho bd dinh tuyén, bd nhé nay s&
tu dong giai phong. Tét ca cac thong tin trong file Running-Config s& bi mat hoan toan.

NVRAM: non-volatile RAM, 14 noi giir startup/backup configure, khong bi mat thong tin
khi mét nguon vao. File Startup-Config dugc luu trong nay dé dam bao khi khoi dong lai, cau
hinh cta bo dinh tuyén s& duoc ty dong dua vé trang thai da luu giit trong file. Vi vy, phai
thuong xuyén luu file Running- Config thanh file Startup-Config.

Flash: La ROM c6 kha nang xo4a, va ghi dgc. La noi chira hé diéu hanh 10S cua b
dinh tuyén. Khi khéi dong, b dinh tuyén s€ tw doc ROM dé nap 10S trudce khi nap file Startup-
Config trong NVRAM.

ROM: Chira cac chng trinh ty dong kiém tra.

Céng Console: Duogc sir dung dé cau hinh truc tiép bd dinh tuyén. Tdc do dix lidu dung
cho cau hinh bang may tinh qua cong COM 1a 9600b/s. Giao di¢n ra ctiia cong nay la RJ45
female

Cong AUX: Duoc sir dung dé quan 1y va cdu hinh cho bo dinh tuyén
thong qua modem du phong cho cong Console. Giao dién ra ctia cong nay ciing 13 RJ45
female.
Céc giao dién:
o Cong Ethernet / Fast Ethernet
o Cong Serial
0 Cong ASYNC ...

So dd Iru trir bd nhé trén Cisco Router:



running-config ‘ -
configure terminal

Ethernet T i Cansole

-

. . ‘ ‘ Irash
startup-config

3.3.1 Cic biéu twong Cisco va cac ky hiéu

Router c Web
Server

L pC I
E

Serial Link

- - Cloud

------2-------

Laptop
Circuit-Switched Link
File Ethernet
Server
@ End Users

3.3.2 Cac buéc truy nhap ciu hinh Cisco Router
Buéc 1: Sir dung phin mém dé két noi
- Hypertermial
- SecureCRT
- Putty
- Command line (CMD)
Buéc 2: Két ndi bang cac giao thirc
- Console hoac AUX
- Telnet hoac SSH
- Qua giao dién quan tri web (http/https)



Three 10/100/1000-Mbps RJ-45 ports

are available. Management

FE

Console Aux

Compact
Flash

Three SFP Gigabit Ethernet ports are available.
SFPs are sold separately (SX, LX/LH, and ZX).

Console port (RJ-45)

RJ-45 to RJ-45
rollover cable

Laptop computer

RJ-45 to DB-9 or RJ-45 to DB-25 adapter

Két néi sir dung Console port

Budce 3 : Vao cac ché d§ cau hinh




* User EXEC mode

* Privileged EXEC mode

Router (config) ¥

* Global configuration mode

+» Specific configuration
modes

Interface — uu:(connq—itu
Subinterface " Router (config-subif)#
Controlier | Router (config-controller)d
Map-kst ' Router (config-map-list)#
Map-class . Routar (config-map-class)h

[ Line B | Router (config-1ine)#
Router Router {config-router)¥
IPX-router | Router (config-ipx-router)#
Route-map | Router (config-route-map)#

3.4. Cic giao thirc dinh tuyén ciia Cisco Router

C6 2 giao thire dinh tuyén co ban trong Router:

1. Static Route: day 1a ki thuat ma ngudi quan tri phai tu cdu hinh duong di dén mang dich
trén router. Ki thuat nay it chiém tai nguyén mang va Router, don gian, toc do xir Iy nhanh. Tuy
nhién né lai c6 mot diém yéu 13 khong hoi tu véi nhitng thay doi trén mang, dong thoi néu
nhu s6 lugng dudng route qua 16n thi lai khong thé cau hinh bang tay.

2. Dynamic Route: cic route thudng xuyén trao doi thong tin dinh tuyén cho nhau. Tir nhiing
thong tin ndy, cac route s& sir dung cac thuat toan tim dudng di khac nhau, dé tim ra duong di
dén dich tdi wu nhat theo tinh toan ctia minh, tir d6 tao ra bang dinh tuyén, luu trit thong tin
vé cac dudng di nay. Trong Dynamic Route thi lai chia 1am 2 loai 16n d6 1a IGP (Interior
Gateway Protocol) va EGP (Exterior Gateway Protocol).

a. Cac giao thirc dinh tuyén ngoai (EGP): dai dién tiéu bicu cho loai nay 1a giao thirc
BGP(Border Gateway Protocol) 14 loai giao thirc dung dé chay gitra nhitng Router thudc cac
AS khac nhau. AS- Autonomous System: tam dich 1a hé théng tu tri tap hop cac router thudc
cung su quan 1y vé k¥ thuat, s& hiru ciia mot doanh nghiép, chiu chung mot chinh sach dinh
tuyén. Thuong thi cac AS 1a ISP. Nhu vay dinh tuyén ngoai thudng dung cho cic mang
Internet todn cdu, trao ddi thong tin dinh tuyén 16n va thuong mang nhiéu policy.

b. Cac giao thirc dinh tuyén trong (IGP): gom cac giao thirc tiéu biéu nhu RIP, OSPF, IGRP,
EIGRP. Trong d6 RIP va OSPF 1a cac giao thirc chuan quéc té, con EIGRP va IGRP 1a giao
thirc dinh tuyén riéng duoc phat trién trén cac thiét bi Cisco. Vi IGP né lai chia theo cac
nhanh khac nhau. Cac giao thirc IGP dugc chia thanh 3 loai: Distance-Vector, Link-state,
Hybrid.

Distance -Vector: tiéu biéu cho hinh thirc nay 14 giao thic RIP. Hoat dong dua trén nguyén
tac neighbor, nghia 1a mdi router s& giri nguyén ca bang dinh tuyén(routing table) ctia minh
cho céc router két ndi v6i nd. Céc router s& so sanh cac tuyén dudng véi cac tuyén duong
trong bang dinh tuyén ctia minh. Tuyén duong nao tdi uru hon sé duoc gitt lai.



- Uu diém cia giao thirc nay 1a: dé& cAu hinh, router khong xir Iy nhiéu nén téc do s& nhanh
hon.

- Nhuoc diém:

+ Hé théng metric qua don gian(nhw Hop count) nén tuyén dudng duoc chon chua phai 1a t6i
vu nhat.

+ Vi cac goi tin dugc gui theo dinh ky nén mét lugng 16n bandwith s€ bi chiém, du cho mang
khong c6 gi thay doi di nita.

+ Do Router hoi tu cham, dan dén viéc sai 1éch trong bang dinh tuyén, gay ra tinh trang loop
Link —state: dai dién cho loai nay la OSPF vdi loai giao thirc nay, cac router sé khong giri
bang routing table ma gui bang co s¢ dir li€u trang thai duong link (LSDB-Link State
Database) cho moi router cung vung (area). Viéc tinh toan dinh tuyén duoc thuc hién dua theo
giai thuat Dijkstra. Mot khi mang da hoi tu, thi cac router s€ khong gtri update dinh ky ma chi
g6i khi nao c6 su thay doi trong hé thong mang(link up or link down)

- Uu diém: thich nghi duoc nhiéu hé théng, cho phép ngudi thiét ké mang linh hoat, phan tng
nhanh. Va do khong gui interval-update nén dam bao dugc bandwith ciia mang

- Nhuoc diém: Router phai xu 1y nhiéu hon, tdc 36 CPU cham hon nén cé delay. Ngoai ra
céu hinh OSPF phirc tap hon so véi RIP

Hybrid( Advanced Distance Vertor): tiéu biéu la giao thirc IGRP(hién nay da ngimg su dung)
va EIGRP. Pay 14 ho giao thirc dic trung trén cac thiét bi Cisco. La su két hop gitradistance-
vector va link-state.

Ngoai ra con co thé chia thanh 2 loai classless va classful

- Classful: khong guri kém subnet-mask trong bang dinh tuyén, nén khong hd trg VLSM
va mang gian doan

- Classless: giri kém subnet-mask trong bang dinh tuyén. HS tro VLSM va mang gian
doan(discontiguos network).
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1001024 | inartace serial 110
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I ADV Router = 43R RID
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10.10.1.0¢24 reuter capf 1

radistribute ‘ather protocalstaticicannacted
summary-address 10.10.0.0 285 258 2584.0
1

i‘p route 10.10.0.0 2565 255 2540 Null O

10 T T4 roter aspt 1 |
b areaQ rangs 10.10.0.0 255.255.254.0 | ot-advertise = MO eummany downsiream (routes suppressed)
!
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*| router bgp 65001
ddrass 10.10.0.0 255 255 264 0 as-set 51

N

10.T5.76/24". | Ip routs 10.10.0.0 255265264 0 Null 0
-1
°| router bgp 65001
netwark 10.10.0.0 mask 255.255.254.0
i network 10.10.0.0 mask 255 255.255.0
na network 10.10.1.0 mask 255 258 2850
1040.0.0024 = tion 2

OPTIONS:

Bdvertise-map = Refarance & route-map spacifying the contribuling reusas o he
summary's attribute values

a2-2e = Ramowe e need ol the ATOMIC_AGGREGATE and AGGREGATOR aribules
by causing an A5_SET 2 be added wihin the A%_PATH atribute nside updates
afiibute-map = Reterence a rouie-map specifying the aiibutes of the summeny
sUMMAary-anly = Geuse only she summary prefix 1o be advertised (no: more specific)
suppress-map = Reference & route-map specifying  black-list of prefes to be suppressed

/
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CHUONG 4: MANG LAN VA THIET KE MANG LAN

4.1. Kién thirc co bdan vé LAN



Mang cuc bo (LAN) 1a hé truyén thong tdc do cao dugc thiét ké dé két ndi cac may tinh
va céc thiét bi xtr 1y dir li¢u khac cung hoat dong v6i nhau trong mot khu vuce dia 1y nho nhu
& mot téng cua toa nha, hoac trong mdt toa nha.... Mot ) mang LAN c6 thé két nbi lai véi
nhau trong mot khu lam viéc.

Céac mang LAN trd nén thong dung vi né cho phép nhitng nguoi sir dung dung chung nhitng
tai nguyén quan trong nhu may in mau, 6 dia CD-ROM, c4c phan mém ung dung va nhitng
thong tin can thiét khac. Trudc khi phat trién cong nghé LAN cic may tinh 1a doc 1ap voi
nhau, bi han ché boi s6 lugng cac chwong trinh tién ich, sau khi két ndi mang rd rang hiéu qua
ctia chung ting 1én gip boi.

4.1.1. Ciu tric tdpd ciia mang

Céu trac topo (network topology) ciia LAN 1a kién trac hinh hoc thé hién cach bd tri cac
duong cap, sap xép cac may tinh dé két ndi thanh mang hoan chinh. Hau hét cic mang LAN
ngay nay déu duoc thiét ké dé hoat dong dua trén mat cAu trac mang dinh trudc. Dién hinh
va sit dung nhiéu nhét 13 cac ciu tric: dang hinh sao, dang hinh tuyén, dang vong cing véi
nhing cdu tric két hop cua ching.

4.1.1.1. Mang dang hinh sao (Star topology).

Mang dang hinh sao bao gdm mot bo két ndi trung tdm va cac nat . Cac nit ndy la cac tram
dau cudi, cac may tinh va cac thiét bj khac caa mang. Bo két ndi trung tam cua mang diéu
phéi moi hoat dong trong mang.

Mang dang hinh sao cho phép nbi cac may tinh vao mét bo tap trung (Hub) bang cap, giai
phép nay cho phép ndi truc tiép may tinh voi Hub khong can thong qua tryc bus, tranh duoc
cac yéu td gay ngung tré mang.

—_—

Hinh 4-1: Cau triic mang hinh sao



Mo hinh két nbi hinh sao ngay nay di tro 1én hét st phd bién. Véi viée sir dung cac bd
tap trung hodc chuyén mach, cdu tric hinh sao c6 thé duoc mo rong bang cach to chirc nhiéu
murc phan cip, do viy d& dang trong viéc quan Iy va van hanh. Céc wu diém céia mang
hinh sao:

- Hoat dong theo nguy@n Iy ndi song song nén néu cd mot thiét bi nao d6 ¢

mot nat thong tin bi hong thi mang van hoat dong binh thuodng.

- CAu tric mang don gian va cac thuat toan diéu khién 6n dinh.

- Mang c6 thé dé dang mé rong hodc thu hep.

Nhitng nhugc diém mang dang hinh sao:

- Kha ndng mo rong mang hoan toan phu thudc vao kha néng cua trung tam.

- Khi trung tdm c6 sy ¢b thi toan mang ngimg hoat dong.

- Mang yéu cau ndi doc lap riéng ré ting thiét bi & cac nat thong tin dén trung
tam. Khoang cach tir may dén trung tim rat han ché (100 m).

4.1.1.2. Mang hinh tuyén (Bus Topology).

Thue hién theo cach bd tri hanh lang, cac may tinh va cac thiét bi khac - cac nat, déu dugc
nbi vé véi nhau trén mot truc dudng day cap chinh dé chuyén tai tin hiéu. T4t ca cac nit déu
str dung chung duong day cap chinh nay.

Phia hai ddu day cap duoc bit boi mot thiét bi goi la terminator. Céc tin hiéu va dit liéu

khi truyén di ddy cap déu mang theo dia chi ctia noi dén.

Terminatar

Hinh 4-2: Céu tric mang hinh tuyén

Uu diém: Loai hinh mang nay dung day cap it nhat, d& lap dit, gia thanh re.

Nhuge diém:

- Su Uin tac giao thong khi di chuyén dir liéu v6i luu lwong 16n.

- Khi c6 su hong hoc & doan ndo do thi rat khé phét hién, mot sy ngirng trén
duong day dé stra chita s& ngirng toan b hé thong.

Céu triic ndy ngdy nay it duoc str dung.



4.1.1.3. Mang dang vong (Ring Topology).

Mang dang nay, bd tri theo dang xoay vong, duong day cap duoc thiét ké lam thanh mot
vong khép kin, tin hiéu chay quanh theo mot chiéu nao d6. Cac nit truyén tin hiéu cho nhau
mdi thoi diém chi duwoc mot nit ma théi. Dit lidu truyén  di phai c6 kém theo dia chi cu thé
ctia moi tram tiép nhan.

Uu diém:

- Mang dang vong c6 thuén loi 1a ¢ thé ndi rong ra xa, tong dudng day can thiét
it hon so véi hai kiéu trén

- Mai tram c6 thé dat duoc tde d6 tdi da khi truy nhap.

Nhuwoe diém: Pudng diy phai khép kin, néu bi ngit & mot noi nao do6 thi toan bo hé thong

cling bi ngung.

=
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Hinh 4-3: Cau tric mang dang vong

4.1.1.4. Mang dang két hop.

Keét hop hinh sao va tuyén (star/Bus Topology): Cau hinh mang dang nay c6 bo phan tach
tin hiéu (spitter) giit vai tro thiét bi trung tim, hé thong day cap mang c6 thé chon hoidc Ring
Topology hoic Linear Bus Topology. Loi diém cua cau hinh nay 1a mang c¢6 thé gdm nhiéu
nhém 1am viéc & cach xa nhau, ARCNET la mang dang két hop Star/Bus Topology. C4u hinh
dang nay dua lai su uyén chuyén trong viéc bé tri duong day tuong thich d& dang ddi véi bat
ctr toa nha nao.

Két hop hinh sao va vong (Star/Ring Topology). Cau hinh dang két hop Star/Ring Topology,
c6 mot "thé bai" lién lac (Token) dugc chuyén vong quanh mét cai HUB trung tAm. Mdi tram
lam viéc (workstation) duoc ndi vdi HUB - 1a cau ndi giita cdc tram 1am viéc va dé ting

khoang cach can thiét.



4.1.2. Cac phwong thirc truy nhip dwong truyén

Khi dugc cai dit vao trong mang, cac may tram phai tuan theo nhitng quy tic dinh trudc dé
c6 thé str dung duong truyén, d6 13 phuong thire truy nhap. Phuong thirc truy nhap dugc dinh
nghia 13 céc tha tuc diéu huéng tram 1am viéc lam thé nao va lic nao c6 thé tham nhap vao
duong day cap dé gui hay nhan cic goi thong tin. C6 3 phuong thirc co ban:
4.1.2.1. Giao thitc CSMA/CD (Carrier Sense Multiple Access with Collision Detection)

Giao thtrc nay thuong dung cho mang ¢ ciu tric hinh tuyén, cic mdy tram cung chia sé
mot kénh truyén chung, cac tram déu c6 co hdi tham nhap dudng truyén nhu nhau (Multiple
Access).

Tuy nhién tai mot thoi diém thi chi c6 mot tram dugc truyén dit lidu ma thoi. Trude khi
truyén dir liéu, mdi tram phai ling nghe dudng truyén dé chic chin rang duong truyén rdi
(Carrier Sense).

Trong truong hop hai tram thyc hién viée truyén ditr liéu déng thot, xung dot dir ligu s€
xay ra, cac tram tham gia phai phat hién dugc su xung dot va thong bo to1 cac tram khac gy
ra xung dot (Collision Detection), ddng thdi cac tram phai nging tham nhap, chd doi lan sau
trong khoang thoi gian ngau nhién nao d6 rdi méi tiép tuc truyén.

Khi Iru lugng cac goi dit lidu can di chuyén trén mang qua cao, thi viéc xung dot co thé
xay ra véi so luong 16n dan dén l1am cham téc do truyén tin cua hé thong.

Giao thirc nay con duoc trinh bay chi tiét thém trong phan cong Ethernet.
4.1.2.2. Giao thikc truyén thé bai (Token passing)

Giao thtrc nay duoc dung trong cac LAN c6 cau trac vong stir dung k§ thuat chuyén thé
bai (token) dé cap phat quyén truy nhap dudng truyén tirc 13 quyén dugce truyén dir licu di.

Thé bai ¢ day 1a mot don vi dir liéu dac biét, co kich thudc va ndi dung (g@)m cac thong tin
diéu khién) duoc quy dinh riéng cho mdi giao thirc. Trong dudng cap lién tuc c6 mot thé bai
chay quanh trong mang.

Phan dit liéu cta thé bai c6 mot bit biéu dién trang thai str dung ctia né (ban hoac r5i). Trong
thé bai c6 chira mot dia chi dich va dugc luan chuyén td1 cac tram theo mot trat tu da dinh
trude. DO v6i cAu hinh mang dang xoay vong thi trt tu cta sy truyén thé bai twong duong

Vi trat tu vat 1y cta cac tram xung quanh vong.



Mot tram mudn truyén dit liéu thi phai doi dén khi nhan dugc mot thé bai rdi. Khi d6 tram
s& d6i bit trang thai cua thé bai thanh ban, nén goi dir liéu c6 kém theo dia chi noi nhan vao
thé bai va truyén di theo chiéu cua vong, thé bai lic ndy tré thanh khung mang dir liéu. Tram
dich sau khi nhan khung dir liéu nay, s& copy dit liéu vao bd dém rdi tiép tuc truyén khung
theo vong nhung thém mot thong tin xac nhan. Tram ngudn nhan lai khung ciia minh (theo
vong) dd duoc nhan dung, d6i bit ban thanh bit rdi va truyén thé bai di.

Vi thé bai chay vong quang trong mang kin va chi c6 moét thé nén viéc dung do dir licu
khong thé xdy ra, do vay hiéu suét truyén dit liéu cia mang khong thay doi.

Trong céc giao thirc ndy can giai quyét hai van dé c6 thé ddn dén pha v hé théng. Mot 1a
viéc mat thé bai 1am cho trén vong khong con thé bai luu chuyén nita. Hai 14 mot thé bai ban
Iwu chuyén khong dirng trén vong.

Uu diém cia giao thirc 1a van hoat dong tot khi luu luong truyén thong 1én. Giao thirc
truyén thé bai tuan thti dung sy phan chia ctia méi truong mang, hoat dong dua vao sy xoay
vong to1 cac tram.

Viéc truyén thé bai s€ khong thyc hién dugc néu viée xoay vong bi dut doan. Giao thirc
phai chira cac thu tuc kiém tra thé bai dé cho phép khoi phuc lai thé bai bj mat hoic thay thé
trang thai ciia thé bai va cung cip cac phuong tién dé sira d6i logic (thém vao, b6t di hoic dinh
lai trat tu ctia cac tram).
4.1.2.3. Giao thirc FDDI.

FDDI 1a k¥ thuat dung trong cac mang cdu tric vong, chuyén thé bai téc do cao bang
phuong tién céap soi quang.

FDDI sir dung hé thong chuyén thé bai trong co ché vong kép. Luu thong trén  mang FDDI
bao gom 2 ludng giéng nhau theo hai hudng ngugc nhau.

FDDI thudng duoc st dung v6i mang truc trén d6 nhimg mang LAN cong suat thip co
thé ndi vao. Cac mang LAN doi hoi téc d6 truyén dir liéu cao va dai thong 16n ciing c6 thé st
dung FDDI.



L L

Hinh 4-4: Céu tric mang dang vong ciia FDDI

4.1.3. Cac loai dwdng truyén va cac chuan ciia chiing

»  Chuan Vién cong nghé dién va dién tir (IEEE)

Tiéu chuan IEEE LAN dugc phat trién dya vao uy ban IEEE 802.

- Tiéu chuan IEEE 802.3 lién quan t61 mang CSMA/CD bao gom ca 2 phién ban
bing tan co ban va bing tin md rong.

- Tiéu chuan IEEE 802.4 lién quan tdi sy phuong thic truyén thé bai trén mang
hinh tuyén (Token Bus)

- IEEE 802.5 lién quan dén truyén thé bai trén mang dang vong (Token Ring).

Theo chuan 802 thi tang lién két dir liéu chia thanh 2 mirc con: muc con diéu khién logic
LLC (Logical Link Control Sublayer) va mirc con diéu khién xdm nhap mang MAC
(Media Access Control Sublayer). Mtrc con LLC gitt vai trd t6 chitc  dit liéu, to chirc thong
tin dé truyén va nhan. Mtc con MAC chi 1am nhiém vu diéu khién viéc xam nhap mang.
Tht tuc mirc con LLC khong bi anh hudng khi st dung cac duong truyén dan khac nhau,
nhd vay ma linh hoat hon trong khai thac. Chuan 802.2 & mirc con LLC tuong duong véi
chuan HDLC cua ISO hodc X.25 cua CCITT.

Chuan 802.3 xac dinh phuong phap tham nhap mang tirc thdi c6 kha ning phat hién 16i
chdng chéo thong tin CSMA/CD. Phuong phap CSMA/CD dugc dua ra tir ndm 1993 nham
muc dich nang cao hiéu qua mang. Theo chuin nay cac mic dugc ghép ndi véi nhau thong
qua cac bd ghép ndi.

Chuén 802.4 thuc chét 1a phuong phap tham nhip mang theo kiéu phat tin hiéu tham do

token qua céc tram va dudng truyén bus.



Chuan 802.5 dung cho mang dang xoay vong va trén co s& dung tin hiéu thim do token.
MOi tram khi nhan dugc tin hiéu thim do token thi tiép nhén token va bt dau qua trinh truyén
thong tin dudi dang cac khung tin hiéu. Cac khung c6 ciu triic twong ty nhu cta chudn 802.4.
Phuong phap xdm nhap mang nay quy dinh nhiéu murc vu tién khac nhau cho toan mang va

cho mbi tram, viéc quy dinh nay vira cho ngudi thiét ké vira do ngudi sir dung tu quy dinh.
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Hinh 4-5: Méi quan h¢ giira cac chuan IEEE va mé hinh OSI

»  Chuin uy ban tw van qudc té vé dién bao va dién thoai(CCITT)

Pay 1a nhitng khuyén nghi vé tiéu chudn hoa hoat dong va miu mid modem (
truyén qua mang dién thoai)

Mot s chuan: V22, V28, V35...

X series bao gom cac tiéu chuan OSI. Chuén cap va chuan giao tiép EIA.

Céc tiéu chuan EIA danh cho giao dién ndi tiép giita modem va may tinh.

— RS-232

— RS-449

— RS-422



4.1.4. Hé thong cap mang dung cho LAN.
4.1.4.1. Cap xodn

Pay 14 loai cap gdbm hai dudng day din dong duoc xoan vao nhau nhim lam giam nhidu
dién tr gay ra béi moi trudong xung quanh va gitra ching véi nhau.

Hién nay c6 hai loai cap xodn 1a cap c6 boc kim loai ( STP - Shield Twisted Pair) va cap
khong boc kim loai (UTP -Unshield Twisted Pair).

Cép c6 boc kim loai (STP): L&p boc bén ngoai co tac dung chéng nhiéu dién tur, c6 loai
c6 mot doi gidy xoan vao nhau va c6 loai ¢6 nhiéu d6i gidy xoan véi nhau.

Cép khong boc kim loai (UTP): Tinh twong ty nhu STP nhung kém hon vé kha ning
chdng nhiéu va suy hao vi khéng c6 vo boc.

STP va UTP co6 céc loai (Category - Cat) thuong dung:

- Loai 1 & 2 (Cat 1 & Cat 2): Thuong ding cho truyén thoai va nhiing

duong truyén toc do thap (nhé hon 4Mb/s).

- Loai 3 (Cat 3): toc do truyén dit li¢u khoang 16 Mb/s , n6 1a chuan cho hau hét
cac mang dién thoai.

- Loai 4 (Cat 4): Thich hop cho dudng truyén 20Mb/s.

- Loai 5 (Cat 5): Thich hop cho duong truyén 100Mb/s.

- Loai 6 (Cat 6): Thich hop cho duong truyén 300Mb/s.

bay la loai cép ré, dé cai dat tuy nhién n6 dé bi &nh hudng ctia moi truong.
4.1.4.2. Cap dong truc

Cép dong truc c6 hai duong day dan va chiung cé cung mdt truc chung, mdt day dan trung
tam (thuong 1a day dong cimg) duong day con lai tao thanh dudng dng bao xung quanh diy
dan trung tam (day dan nay c6 thé 1a day bén kim loai va vi nd c6 chitc nang chéng nhiéu
nén con goi 1 16p boc kim). Giira hai day dan trén  c6 mot 16p cach ly, va bén ngoai cung 1a
16p vo plastic dé bao vé cap.

Cép dong truc c6 do suy hao it hon so vé6i cac loai cap dong khac (vi du nhu cap xoan doi)
do it bi anh huéng ctia méi truong. Cac mang cuc bd sit dung cap dong truc c6 thé co kich
thude trong pham vi vai ngan mét, cap dong truc duoc sir dung nhiéu trong cac mang dang
duong thang. Hai loai cap thudng duoc sir dung 1a cap dong truc méng va cap dong truc day
trong dudng kinh cap dong truc mong 13 0,25 inch, cap dong truc day 14 0,5 inch. Ca hai loai
cap déu 1am viéc & cung tbc  do nhung cap dong truc mong c6 d6 hao suy tin hiéu 16n hon

Hién nay c6 cap dong truc sau:

- RG -58,50 ohm: dung cho mang Thin Ethernet



- RG -59,75 ohm: dung cho truyén hinh cép

Céc mang cuc bo thudong str dung cap dong truc ¢ dai théng tir 2,5 - 10 Mb/s, cap dong
tryc c6 do suy hao it hon so véi cac loai cap ddng khac vi nd ¢6 16p vo boc bén ngoai, d6 dai
thong thuong cua mot doan cap ndi trong mang 13 200m, thudng st dung cho dang Bus.
4.1.4.3. Cap soi quang (Fiber - Optic Cable)

Cép soi quang bao gdom mot day dan trung tim (14 mot hodc mot bo soi thity tinh ¢6 thé
truyén dan tin hiéu quang) dugc boc mot 16p vo boc co tdc dung phan xa cdac tin hiu tro lai
dé giam su mat mat tin hiéu. Bén ngoai cung 13 16p vo plastic dé bao vé cap. Nhu vay cap soi
quang khong truyén dan cac tin hiéu dién ma chi truyén céac tin hiéu quang (cac tin hiéu dir
liéu phai dugc chuyén dbi thanh cac tin hiéu quang va khi nhan ching sé lai dugc chuyén doi
trd lai thanh tin hiéu dién).

Cép quang c6 duong kinh tir 8.3 - 100 micron, Do duong kinh 161 s¢i thuy tinh c6 kich
thude rat nho nén rat kho khan cho viée ddu ndi, né can cong nghé dac biét vaéi k¥ thuat cao
doi hoi chi phi cao.

Dai thong cua cap quang c6 thé 1én t6i hang Gbps va cho phép khoang cach di cap kha xa
do d6 suy hao tin hiéu trén cap rat thip. Ngoai ra, vi cap soi quang khong dung tin hiéu dién
tir dé truyén dir liéu nén né hoan toan khong bi anh huong ciia nhidu dién tir va tin hiu truyén
khong thé bi phat hién va thu trom boi cac thiét bi dién tir ciia nguoi khac.

Chi trir nhuoc diém kho lap dat va gia thanh con cao , nhin chung cap quang thich hop cho

moi mang hién nay va sau nay.

Céc loai cap Cap xodncip  Capdongtruc  Cap dong truc  Céap quang

mong day
Chi tiét Bang dong, Bang dong, 2 Bang dong, 2 Thuy tinh, 2
c64cip day  day, duong day, duong soi
(loai 3, 4, 5) kinh 5mm kinh 10mm
Chiéu dai 100m 185m 500m 1000m
doan to1 da
S6 daunditoi 2 30 100 2
da trén 1 doan
Chay 10 Puoc Puoc DPuoc Puoc

Mbit/s



Chay 100 Duoc Khdng Khdng Puoc
Mbit/s

Chéng nhidu Tt Tét RAt tot Hoan toan
Bao mat Trung binh Trung binh ~ Trung binh Hoan toan
Do tin cay Tét Trung binh  Tét Tét

Lap dat Dé dang Trung binh  Kho Kho

Khic phuc 161 Tét D& D& Tét

Quan ly Dé dang Khé Kho Trung binh
Chiphichol  Rétthip Thip Trung binh  Cao

tram

4.1.4.4. H¢ théng cdp cé céu triic theo chuin TIA/EIA 568
Vao gitta nhitng ndm 1980, TIA va EIA bat dau phat trién phuong phép di cap cho cac toa
nha, voi ¥ dinh phat trién mot hé di day gidng nhau, hd tro cac san phdm  va moi truong cla
cac nha cung cap thiét bi khac nhau. Nam 1991, TIA va EIA dua ra chudn 568 Commercial
Building Telecommunication Cabling Standard. Tir ¢6 chuan nay tiép tuc phat trién phu hop
v6i cac cong nghé truyén dan mai, hién nay né mang tén TIA/EIA 568 B.
TIA/EIA xéc dinh mét loat cac chuan lién quan dén di cap mang;:
—  TIA/EIA-568-A Xac dinh chuan cho hé di cap cho cac toa nha thuwong mai ho trg mang
dir liéu, thoai va video.
—  TIA/EIA-569 Xac dinh cach xay dung duong dan va khong gian cho cic mdi trudng
vién thong.
—  TIA/EIA-606 Xac dinh hudng din vé thiét ké cho viéc diéu co so ha tang vién thong.
- TIA/EIA-607 Xac dinh cac yéu cau vé nén va xay ghép cho cap va thiét bi vién thong.
Chuan céap c6 cau triic cua TIA/EIA 1a cac dic ta qubc té dé xac dinh cach thiét ké, xay
dung va quan 1y hé cap c6 ciu triic. Chuan nay xac dinh mang cau triic hinh sao. Theo tai lidu
TIA/EIA-568B, chuan ndi day dugc thiét ké dé cung cip cac dic tinh va chirc ning sau:
—  Hé nbi day vién thong cung loai cho céc toa nha thuong mai
—  Xac dinh méi trudng truyén thong, ciu tric topd, cac diém két ndi, diém dau cudi, va
su quan ly.
—  HGO tro cac san pham, cac phuong tién cia cac nha cung cap khac nhau.
—  Dinh huédng viéc thiét ké twong lai cho cac san pham vién thong cho cac doanh nghiép

thuong mai.



—  Kha ning 1ap ké hoach va cai dat két ndi vién thong cho toa nha thuong mai ma khong
can c6 trude kién thirc vé san pham sir dung dé di day.

-~  Piém cudi cung c6 lgi cho nguoi dung vi nd chuan hoa viéc di day va cai dat, mo ra thi
truong cho cac san phrflm va dich vu canh tranh trong cac linh vuc vé di cap, thiét ké, cai
dat, va quan tri.

Hinh sau minh hoa cau trdc hé théng cap trong mot tod nha cu thé:

. 1 +— cipugang ting
patch pane '

hub/fswitch

dubing backbone ndi
wil bén ngodl

Ehai ket noi chinh

phong thist bi trung tém _ / omasentins

Hinh 4-6: So' d6 cac thanh phan hé théng cap trong toa nha
Céc thanh phan ctia hé thdng cap gom co:

—  Hé cap khu vuc 1am viéc (work area wiring) - Gom céac hop tudng, cap, va cac dau két
nbi (connector) can thiét dé ndi cac thiét bi trong ving 1am viéc (mdy tinh, may in,...) qua
hé cap ngang ting dén phong vién thong.

—  Hé cap ngang tang (horizontal wiring) - Chay tir mdi may tram dén phong vién thong.
Khoang cach dai nhét theo chiéu ngang tir phong vién thong dén hop tuong 1a 90 mét,
khong phu thudc vao loai moi truong. Puge phép dung thém 10 m cho cac bo cdp ¢ phong
vién thong va tai may tram.



—  Hé cap xuyén tang (vertical wiring) - Két ndi cac phong vién véi phong thiét bi trung
tam cua toa nha.
—  Hé cap backbone - Két ndi toa nha véi cac toa nha khac.

Ta c6 thé thay cac phong vién thong va cac phong thiét b trung tim bdi cac ti dung thiét
bi nhung van can tuan tha kién trac phan cip dua trén top6 hinh sao ctia chuén nay.

Hinh sau ddy minh hoa r& hon két nbi may tinh v6i hub/switch thong qua hé théng cap

ngang.

Hinh 4-7: Két ndi tir may tinh t&i hub/switch
4.1.45. Cdcyéu cau cho mét hé thong cép
- An toan, thim my: tat ca cac day mang phai dugc bao boc can than, cach xa céac
nguon dién, cac may c6 kha nang phat song dé tranh trudng hop bi nhidu. Cac dau ndi phai

dam bao chat luong, tranh tinh trang hé théng mang bi chap chon.



- DPung chuin: hé thdng cap phai thyc hién dang chuan, dam bao cho kha ning
nang cip sau nay ciing nhu dé dang cho viéc két ndi cac thiét bi khac nhau cta cac nha san
xuit khac nhau. Tiéu chuan qudc té dung cho cac hé thong mang hién nay 13 EIA/TIA 568B.

- Tiét kiém va "linh hoat" (flexible): hé thdng cap phai dugc thiét ké sao cho kinh
té nhat, d& dang trong viéc di chuyén cac tram 1am viéc va c6 kha ning mé rong sau nay.
4.15. Cac hé diéu hanh mang

»  H¢ dieu hanh mang UNIX:

bay la hé diéu hanh do cac nha khoa hoc xay dung va dugc dung rat pho bién trong gioi
khoa hoc, gido duc. Hé diéu hanh mang UNIX 14 hé diéu hanh da nhiém, da nguoi st dung,
phuc vu cho truyén thong tot.

Nhuoc diém cta né 13 hién nay c6 nhiéu Version khac nhau, khong thong nhat gy kho
khin cho nguoi str dung. Ngoai ra hé diéu hanh nay kha phirc tap lai doi hoi cau hinh may
manh (trudc day chay trén may mini, gan day c6 SCO UNIX chay trén mdy vi tinh vdi cdu
hinh manh).

»  He¢ diéu hanh mang Windows NT:

Day 13 hé diéu hanh cua hing Microsoft, ciing 14 hé diéu hanh da nhiém, da ngudi st dung.
bic diém cua no 1a tuong ddi dé s dung, hd trg manh cho phﬁn mém WINDOWS.

Do hang Microsoft 1a hang phan mém 16n nhat thé gidi hién nay, hé diéu hanh nay c6 kha
ning s& duoc ngdy cang pho bién rong rii. Ngoai ra, Windows NT ¢6 thé lién két tot véi may
chu Novell Netware. Tuy nhién, dé chay c¢6 hiéu qua, Windows NT ciing doi hoi ciu hinh may
tuong d6i manh.

>  He¢ diéu hanh mang NetWare ciia Novell:

Dbay la hé diéu hanh pho bién nhat hi¢n nay & nudc ta va trén thé gidi trong thoi gian cudi,
n6 c6 thé dung cho cdc mang nho (khoang tir 5-25 may tinh) va ciing c6 thé ding cho céc
mang 16n gdm hang trim may tinh.

Trong nhitng ndm qua, Novell d cho ra nhiéu phién ban ctia Netware: Netware 2.2,

3.11. 4.0 va hi¢n c6 4.1. Netware 1a mot hé dieéu hanh mang cuc by dung cho cac may vi
tinh theo chuan ciia IBM hay cac may tinh Apple Macintosh, chay hé diéu hanh MS-DOS hoic
0S/2.

»  Hé diéu hanh mang Linux:

Linux 1a hé di€u hanh phat trién tir Unix - 32 bit x1r Iy da nhiém, da nguoi dung. H¢ diéu
hanh nay 14 mién phi va quan trong 1a ma nguén mé. Linux 1a mot san pham do nguoi sir
dung ty phat trién, c6 nghia la nhiéu thanh phan ctia né dugc ngudi sir dung trén khap thé

gidi phat trién 14y dé ty chay hé diéu hanh cho muc dich riéng cua minh.



Heé théng gdc duoc phat trién boi Linux Torvalds. Ngay nay n6 da duoc phat trién kha tot
va dugc danh gia cao, hoat dong hi€u qua véi cac ing dung mang.

Céc hé diéu hanh khac nhau thudc ho Linux dugc xay dung voi giao dién do hoa gan giii
voi nguoi st dung. Mot s6 hé diéu hanh phé bién nhu : RedHat Linux, SuSe, ManDrake,
VietKey Linux...

Véi viée cung cip ma ngudn mé mién phi, Linux dwa ra mot giai phap ré tién cho cac doanh
nghiép, cong ty va cac chinh phii. Hién nay cong dong ma ngudn mé dang rat phat trién, thic
day Linux tham nhap sdu thém vao doi song.

4.2. Cong nghé Ethernet

4.2.1.  Giéi thi¢u chung vé Ethernet

Ngay nay, Ethernet da tr¢ thanh cong ngh¢ mang cuc bd dugc st dung rong rai. Sau 30
nim ra doi, cong nghé Ethernet van dang dugc tiép tuc phat trién nhitng  kha ning méi dap
g nhig nhu cau méi va tré thanh cong nghé mang pho bién va tién dung.

Ngay 22 thang 5 nam 1973, Robert Metcalfe thudc Trung tam Nghién ctru Palto Alto ctua
hadng Xerox — PARC, bang California, di dua ra ¥ tuéng hé théng két ndi mang may tinh cho
phép cac may tinh co thé truyén di liéu voi nhau va voi mdy in lazer. Lic nay, cac hé thong
tinh toan 16n déu dugc thiét ké dua trén cac may tinh trung tdm dat tién (mainframe). Diém
khéc biét 16n ma Ethernet mang lai 1a cac may tinh c6 thé trao d6i thong tin truc tiép véi
nhau ma khong can qua may tinh trung tim. M6 hinh méi nay lam thay d6i thé gidi cong nghé
truyén thong.

Chuan Ethernet 10Mbps déu tién dugc xuit ban nam 1980 boi sy phdi hop phat trién cta 3
hang : DEC, Intel va Xerox. Chuan nay c6 tén DIX Ethernet ( 13y tén theo 3 chir cai dau cia
tén cac hang).

Uy ban 802.3 cua IEEE da lay DIX Ethernet lam nén tang dé phat trién. Nam 1985, chuan
802.3 dau tién da ra doi voi tén IEEE 802.3 Carrier Sense Multiple Access with Collition
Detection (CSMA/CD) Access Method vesus Physical Layer Specification. Mac du khong
sir dung tén Ethernet nhung hau hét moi ngudi déu hiéu d6 1 chudn cua cong nghé Ethernet.
Ngay nay chuan IEEE 802.3  1a chuan chinh thtc cua Ethernet.

IEEE di phat trién chuan Ethernet trén nhiéu cong nghé truyén din khac nhau vi thé co
nhiéu loai mang Ethernet.

4.2.2. Cac dac tinh chung cia Ethernet

4.2.2.1. Ciu triic khung tin Ethernet
Céc chuan Ethernet déu hoat dong ¢ ting Data Link trong mo hinh 7 16p OSI vi  thé don



vi dit liéu ma cac tram trao d6i véi nhau 1a cac khung (frame). Cau trac khung Ethernet nhu

Sau.:

Ly

Praamble SFD DA 54 Length| LLC Datfi+pad FCS
7 bytes 1 byta & bylas & byles 2 byles| 3 byles 43—1497 bytes 4 bytes

(L
AT

Hinh 2-8: Céu tric khung tin Ethernet
Céc truong quan trong trong phan mao dau s& dugc mé ta dudi day:

4.2.2.1.1. preamble: truong nay danh dau sy xuat hién cta khung bit, né luén mang gia

tri 10101010. Tir nhom bit nay, phia nhan cé thé tao ra xung dong hd 10 Mhz.

4.2.2.1.2. SFD (start frame delimiter): truong nay méi thuc su xac dinh sy bat dau cua 1
khung. N6 luén mang gia tri 10101011.

4.2.2.1.3. Céc truong Destination va Source: mang dia chi vat 1y cia cac tram nhan va gui
khung, xac dinh khung dugc gt tir dau va sé duoc gui to1 dau.

4.2.2.1.4. LEN: gia trj ciia trudng noi 1én do 16n cia phan dir liéu ma khung mang theo.

4.2.2.1.5. FCS mang CRC (cyclic redundancy checksum): phia gtri s tinh toan trudong
nay trude khi truyén khung. Phia nhan tinh toan lai CRC nay theo cach twong tu. Néu hai
két qua trung nhau, khung dugc xem 1a nhan ding, nguoc lai khung coi nhu 13 16i va bi loai
bo.

4.2.2.2. Céu tricc dia chi Ethernet

MBJi giao tiép mang Ethernet dugce dinh danh duy nhat boi 48 bit dia chi (6 octet). Day 1a
dia chi dugc 4n dinh khi san xuét thiét bi, goi 1a dia chi MAC ( Media Access Control Address
).

Dia chi MAC duoc biéu dién boi cac chit s6 hexa (hé cos6 16 ). Vidu :
00:60:97:8F:4F:86 hoac 00-60-97-8F-4F-86.

Khuén dang dia chi MAC duoc chia [am 2 phﬁn:

- 3 octet dau xac dinh hang san xuat, chiu sy quan 1y cta t6 chirc IEEE.

- 3 octet sau do nha san xuat an dinh.

Két hop ta s& c6 mot dia chi MAC duy nhat cho mot giao tiép mang Ethernet. Dia chi
MAC dugc sir dung lam dja chi ngudn va dia chi dich trong khung Ethernet.

4.2.2.3. Cadc loai khung Ethernet

4.2.2.3.1. Céc khung unicast
Gia st tram 1 can truyén khung t6i tram 2 (trén hinh v& ...)
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00-60-08- 00-80-08-
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Ethernet Frame Header

Destination Address Source Address ¢ ¢
00-60-08-93-AB-12 | 00-60-08-93-DB-C1 S

Khung Ethernet do tram 1 tao ra c6 dia chi: MAC nguén: 00-60-08-93-DB-C1 MAC dich:
00-60-08-93-AB-12

Pay 1a khung unicast. Khung nay duoc truyén ti mot tram xac dinh.

+ T4t ca cac tram trong phan doan mang trén s& déu nhan dugc khung nay nhung:

+ Chi c6 tram 2 thay dja chi MAC dich ctia khung tring véi dia chi MAC cua giao tiép
mang ciia minh nén tiép tuc xir 1y cac thong tin khac trong khung.

+ Céc tram khac sau khi so sanh dia chi s& bo qua khong tiép tuc xir Iy khung nita.

4.2.2.3.2. Céac khung broadcast

Céc khung broadcast c6 dia chi MAC dich la FF-FF-FF-FF-FF-FF ( 48 bit 1). Khi nhén

dugc cac khung nay, mic du khong trang véi dia chi MAC cia giao tiép mang ciia minh
nhung céc tram déu phai nhan khung va tiép tuc xir ly.

Giao thitc ARP str dung cac khung broadcast nay dé tim dija chi MAC tuong timg véi mot
dia chi IP cho trudc.

Mot sb giao thirc dinh tuyén ciing st dung cac khung broadcast dé cac router trao

d6i bang dinh tuyén.

4.2.2.3.3. Céac khung multicast

Tram nguodn gti khung téi mot sb tram nhat dinh cht khong phai 1a tat ca. Pia chi MAC
dich cua khung 13 dia chi dic biét ma chi cac tram trong cting nhdém méi chép nhan cac khung
gui toi dia chi nay.

Note: Pia chi MAC nguén ctia khung ludn 1a dia chi MAC ciia giao tiép mang tao ra khung.
Trong khi d6 dia chi MAC dich cua khung thi phu thudc vao mét trong ba loai khung néu
trén.

4.2.2.4. Hoat djng ciia Ethernet
Phuong thirc diéu khién truy nhap CSMA/CD quy dinh hoat dong ciia hé thong Ethernet.



Mot s6 khai niém co ban lién quan dén qua trinh truyén khung Ethernet:

4.2.2.4.1. Khi tin hiéu dang dugc truyén trén kénh truyén, kénh truyén luc nay ban va ta
goi trang thai nay la c6 song mang — carrier.

4.2.2.4.2. Khi duong truyén rdi: khong c6 song mang — absence carrier.

4.2.2.4.3. Neéu hai tram cung truyén khung dong thoi thi ching s€ phat hién ra sy xung
d6t va phai thuc hién lai qua trinh truyén khung.

4.2.2.4.4. Khoang thoi gian dé mot giao tiép mang khoi phuc lai sau mdi 1an nhan khung
duogc goi la khoang trong lién khung ( interframe gap) — ky hi¢u IFG. Gi4 tri ciia IFG bang 96
14n thoi gian cua mot bit.

Ethernet 10Mb/s: IFG = 9,6 us Ethernet 100Mb/s: IFG = 960 ns Ethernet 1000Mb/s: IFG
=96 ns

Céch thirc truyén khung va phat hién xung d6t dién ra nhu sau:

+ 1. Khi phét hién dudng truyén roi, may tram s€ doi thém mot khodng thoi gian bang IFG,
sau d6 no thyc hién ngay viéc truyén khung. Néu truyén nhiéu khung thi giita cdc khung phai
cach nhau khoang IFG.

+ 2. Trong truong hop duong truyén ban, may tram sé tiép tuc lang nghe

duong truyén cho dén khi dudng truyén roi thi thuc hién lai 1.

+ 3. Truong hop khi qué trinh truyén khung dang dién ra thi may tram phat hién thay su
xung dot, may tram s€ phai tiép tuc truyén 32 bit dir liu. Néu su xung dot dugc phat hién
ngay khi méi bat dau truyén khung thi may tram sé& phai truyén hét trudng preamble va thém
32 bit nita , viéc truyén ndt cac bit nay (ta xem nhu 14 céc bit bao hiéu tic nghén) dam bao tin
hiéu s& ton tai trén dudng truyén dii 1au cho phép cac tram khéc ( trong cac tram giy ra xung
dot) nhan ra dugce sy xung dot va xur 1y :

— Sau khi truyén hét cac bit bao hiéu tic nghén, may tram sé doi trong mdt khoang
thoi gian ngau nhién hy vong sau d6 sé khong gip xung dot va thyc hién lai viéc truyén
khung nhu bude 1.

- Trong lan truyén khung tiép theo ndy ma van gip xung dot, may tram budc phai
doi thém 1an nita v6i khoang thoi gian ngau nhién nhung dai hon.

Khai niém slotTime
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Hinh 4-9: Hai tram hai phia xa nhit trong mang Ethernet 10Mb/s
Trong vi du nay, tram 1 va tram 2 dugc xem nhu hai tram & hai phia xa nhét cua mang.

Tram 1 truyén khung t6i tram 2, ngay trude khi khung nay téi tram 2, tram 2 ciing quyét
dinh truyén khung ( vi né thiy dudng truyén rdi).

Pé mang Ethernet hoat dong diing, mdi may tram phai phat hién va théng bao su xung dot
t6i tram xa nhat trong mang truéc khi mot tram ngudn hoan thanh viéc truyén khung.

Khung Ethernet kich ¢& nho nhét 1a 512 bit (64 octet), do d6 khoang thdi gian nho nhat dé
phat hién va thong bao xung dot 1a 512 1an thoi gian mot bit.

Ethernet 10Mb/s : slot Time = 51,2 us Ethernet 100Mb/s : slot Time = 5,12 us Ethernet
1000Mb/s : slot Time = 512 ns

Trudng hop vi pham thoi gian slotTime, mang Ethernet s& hoat dong khong dting nita. Moi
lan truyén khung, mdy tram s& luu khung can truyén trong bo dém cho dén khi né truyén
thanh coéng. Gia st mang khong dap ng dung tham s6 slotTime. Tram 1 truyén 512 bit thanh
cong khong hé bi xung dot, lac nay khung duoc xem 14 truyén thanh cong va bi xo4 khoi bd
dém. Do sy phat hién xung dot bi tré, tram 1 lic nay mudn truyén lai khung ciing khong
duoc nita vi khung da bi xoa khoi bd dém roi. Mang s& khong hoat dong dung.

Mot mang Ethernet dugc thiét ké dung phai thoa man diéu kién sau:

“ Thoi gian tre tong cong 16n nhat dé truyén khung Ethernet tir tram nay t&i tram khac trén
mang phai nho hon mot nira slotTime”.

Thoi gian tré tong cong noi téi & day bao gom tré qua cac thanh phan truyén khung: tré
truyén tin hiéu trén cap ndi, tré qua bo repeater. Thoi gian tré cua ting thanh phan phu thudc

vao dic tinh riéng ctia chung. Cac nha san xuét thiét bi ghi



15 va khi thiét ké can lya chon va tinh toan dé thoa man diéu kién hoat dong dung cua
mang Ethernet.

2.2.3 Cac loai mang Ethernet

IEEE d4 phat trién chuan Ethernet trén nhiéu cong nghé truyén din khac nhau vi  thé c6
nhiéu loai mang Ethernet. Mbi loai mang dugc mo ta dua theo ba yéu td: tdc do, phuong thirc
tin hiéu str dung va dic tinh dudng truyén vat ly.

Cic hé thong Ethernet 10Mb/s :

. 10Base5. Pay 1a tiéu chuan Ethernet dau tién, dua trén cap dong truc loai day. Toc
d6 dat dugc 10 Mb/s, sir dung bang tan co s, chiéu dai cap t6i da cho 1 phin doan mang 1a
500m.

. 10Base2. C6 tén khac 1a “thin Ethernet” , dua trén hé thong cap dong truc mong
v6i toc do 10 Mb/s, chiéu dai cap t6i da cua phan doan 12 185 m (IEEE lam tron thanh 200m).

) 10BaseT. Chit T 1a viét tit cua “twisted”: cap X04n cap. 10BaseT hoat dong tde do

10 Mb/s dua trén hé théng cap xodn cip Cat 3 trd 1én.

. 10BaseF. F 1a viét tat cua Fiber Optic ( soi quang). Pay 1a chuan Ethernet dung
cho soi quang hoat dong ¢ toc do 10 Mb/s , ra ddi naim 1993.

Cic hé thong Ethernet 100 Mb/s — Ethernet cao toc ( Fast Ethernet )

. 100BaseT. Chuan Ethernet hoat dong vdi toc dd 100 Mb/s trén ca cdp xoan cdp
14n cap sgi quang.

o 100BaseX. Chit X néi 1én dic tinh ma hoéa dudng truyén cta hé théng nay (st
dung phuong phap mi hod 4B/5B cua chuan FDDI). Bao gom 2 chuan 100BaseFX va
100BaseTX

- 100BaseFX. Toc do 100Mb/s, sir dung cép soi quang da mode.

- 100BaseTX. Tdc d6 100Mb/s, st dung cép x04n cap.
o 100BaseT2 va 100BaseT4. Cac chuin ndy st dung 2 cip va 4 cip cap xodn cip

Cat 3 trd 1én tuy nhién hién nay hai chuin nay it duoc st dung.

Cic hé thong Giga Ethernet

. 1000BaseX. Chit X no6i 1én dic tinh ma hoa duong truyén ( chuan nay dya trén
kiéu ma hoa 8B/10B dung trong hé thdng két ndi téc d6 cao Fibre Channel duoc phét trién boi
ANSI). Chuan 1000BaseX goém 3 loai:

- 1000Base-SX: toc do 1000 Mb/s, su dung s¢1 quang véi song ngén.



- 1000Base-LX: tbc do 1000 Mb/s, st dung soi quang voi song dai.

- 1000Base-CX: toc d6 1000 Mb/s, sir dung cap dong.

. 1000BaseT. Hoat dong ¢ téc do Giga bit, bang tan co so trén cap xodn cip Cat 5
tré 1én. Str dung kiéu ma hoa duong truyén riéng dé dat duoc téc do cao trén loai cap nay.
4.3. Cdc ky thudt chuyén mach trong LAN.

4.3.1. Phan doan mang trong LAN

4.3.1.1. Muc dich ciia phin doan mang

Muc dich 12 phan chia bang thong hop 1y dap Gmg nhu cau cua cac ung dung trong mang.
Pong thoi tan dung hiéu qua nhit bang thong dang c6. Pé thuc hién tét diéu ndy can hiéu rd
khai niém: mién xung dot ( collition domain ) va mién quang ba (broadcast domain)

»  Mién xung dét (con dwoc goi la mién bing théng — bandwidth domain) Nhu da
mo ta trong hoat dong cua Ethernet, hién twgng xung dot xay ra khi hai tram trong cung
mot phan doan mang dong thoi truyén khung. Mién xung dot

dugc dinh nghia 14 viing mang ma trong d6 cac khung phat ra c6 thé gay xung dot

v6i nhau. Cang nhiéu tram trong cung mot mién xung dot thi s& lam ting su xung dot va
lam giam tdc d6 truyén, vi thé ma mién xung dot con c6 thé goi la mién bang thong (cac tram
trong cting mién nay sé& chia s¢ biang thong cia mién).

>  Mién quang ba (broadcast domain)

Mién quang ba dugc dinh nghia 14 tip hop céac thiét bi ma trong d6 khi mot thiét bi phat di
mot khung quang ba (khung broadcast) thi tat ca cac thiét bi con lai déu nhan dugc.

Khi sir dung cac thiét bi két ndi khac nhau, ta s& phan chia mang thanh cac mién xung dot
va mién quang ba khac nhau.

4.3.1.2. Phdn doan mang bang Repeater

Thuc chit repeater khong phan doan mang ma chi mé rdng doan mang vé mit vat ly. Noi
chinh x4c, repeater cho phép mé rong mién xung dot.

, | -




Hinh 4-10: Két ndi mang Ethernet 10BaseT sir dung Hub
H¢ thong 10BaseT st dung hub nhu 1a mét bd repeater nhi¢u cong. Cac may tram cung
ndi toi mot hub s& thudc cting mot mién xung dot.
Gia st 8 tram ndi cung mot hub 10BaseT tdc dd 10Mb/s, vi tai mot thdi diém chi 6 mot
tram duoc truyén khung nén bang théng trung binh mdi tram c6 duoc 1a:
10 Mb/s : 8 tram = 1,25 Mbps / 1 tram.

Hinh sau minh hoa mién xung dt va mi€n quang ba khi st dung repeater:

__________ = Collision Domain
= Broadcast Domain

Hinh 4-11: Mién xung d6t va mién quang ba khi phan doan mang bang Repeater

Mot diéu can chu ¥ khi st dung repeater dé mo rong mang, thi khoang cach xa nhét gitra
2 may tram s& bi han ché. Trong hoat dong ctia Ethernet, trong cung mién xung dot, gia tri
slotTime s& quy dinh viéc két ndi cac thiét bi. Viéc sir dung nhiéu repeater 1am ting gid tri tré

truyén khung vuot qua gia tri cho phép giy ra hoat dong khéng dang trong mang.



Host A '
00

Max Distance from Host A to Host 2
5 Segments, 4 Repeaters Host £

Hinh 4-11: Luat 5-4-3 quy dinh viéc sir dung Repeater dé lién két mang
4.3.1.3. Phdn doan mang bang cau noi
Cau noi hoat dong ¢ tang 2 trong mo hinh OSI, n6 c6 kha nang ki€ém tra phan dia chi MAC
trong khung, va dua vao dia chi ngudn, dich, n6 s& dua ra quyét dinh day khung nay toi dau.
Quan trong 1a qua d6 ta co thé lién két cac mién xung dot véi nhau trong cling mot mién quang

ba ma cac mién xung dot nay van doc lap véi nhau.

Wire A Wire B
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Hinh 4-12: Viéc truyén khung tin dién ra phia A khong xuit hién bén phia B
Khac véi truong hop stir dung repeater ¢ trén, bang thong luc nay chi bi chia sé¢ trong tung
mién xung dot, moi may tram dugce sir dung nhiéu bang thong hon.
Loi ich khéc cua viéc str dung cau 1a ta c6 hai mién xung dot riéng biét nén mdi mién ¢

riéng gia tri slot Time do vay c6 thé mé rong to1 da cho tirng mién.

T —

7777777777 = Ceoellisicon Domain
= Broadcast Domain

Hinh 4-13: Mién xung ddt va mién quang b4 khi sir dung Bridge



Tuy nhién viéc sir dung cau ciing bi gidi han boi quy tic 80/20.
Theo quy tic nay, cau chi hoat dong hiéu qua khi chi c6 20 % tai ctia phan doan di qua
cau , 80% 1a tai trong ndi bo phan doan.
20%

A

20%

i 299 229 B

Hinh 4-14: Quy tic 80/20 d6i véi viéc sir dung Bridge

Y

A
L
A

Y

Truong hop nguoc lai voi quy tic ndy, hai phan doan két ndi boi cau co thé xem nhu cing
mot phan doan mang, khong duoc loi gi vé bang thong.

4.3.1.4. Phan doan mang bang router

Router hoat dong ¢ tang 3 trong mo6 hinh OSI, n6 c6 kha nang kiém tra header cua goi IP
nén dua ra quyét dinh. Pon vi dit liéu ma cac bod dinh tuyén thao tac 1a cac goi IP (cac bd
chuyén mach va cau nbi thao tac vdi cac khung tin).

Bo dinh tuyén dong thoi tao ra cac mién xung dot va mién quang ba riéng biét.

P o o o o o o e e e =

= Broadcast Domain

Hinh 4-15: Phian doan mang biang Router



4.3.15. Phén doan mang bang bp chuyén mach
B6 chuyén mach 1a mot thiét bi phtrc tap nhiéu cong cho phép cau hinh theo nhiéu cach

khac nhau. Co thé cau hinh dé no6 trd thanh nhiéu cau ao nhu sau:

Hinh 4-16: Cé thé caAu hinh bd chuyén mach thanh nhiéu ciu ao
Bang tong két thuc hién phan doan mang bang céc thiét bi két nbi khac nhau:

Thiét bi Mién xung dot Mién quang b4

Repeater Mot Mot

Bridge Nhiéu Mot

Router Nhiéu Nhiéu

Switch Nhiéu Mot hodc nhicu
4.3.2. Ciac ché d9 chuyén mach trong LAN

Nhu phﬁn trén da trinh bay, bo chuyén mach cung cép kha nang tuong tu nhu cau ndi,
nhung c6 kha nang thich ing t6t hon trong trudong hop phai mo rdng quy mo, cling nhu trong
truong hop phai cai thién hiéu suit van hanh cta toan mang.

Bo chuyén két ndi nhiéu doan mang hodc thiét bi thuc hién chirc nang cua nd bﬁng cach
xay dung va duy tri mdt co s¢ dir liéu luu danh sach cac céng va cac phan doan mang két ndi
t6i. Khi mot khung tin giri toi, bd chuyén mach s& kiém tra dia chi dich c6 trong khung tin,
sau d6 tim s6 cong twong Ung trong co so dir liéu dé giri khung tin toi ding cong.

Céch thirc nhan va chuyén khung tin cho ta hai ché d¢ chuyén mach:

- Chuyén mach luu-va-chuyén ( store- and- forward switching )

- Chuyén mach ngay (cut-through switching)

4.3.2.1. Chuyén mach liwu-va-chuyén ( store- and- forward switching )

Cac bo chuyén mach luu va chuyén hoat dong nhu cau ndi.

Trudce hét, khi c6 khung tin giri t6i, bd chuyén mach s& nhan toan bo khung tin, kiém tra

tinh toan ven dir li€u cua khung tin, sau d6 moi chuyén tiép khung tin téi cong can chuyén.



Khung tin trudc hét phai duoc luu lai dé kiém tra tinh toan ven do d6 s& c6 mot do

tré nhat dinh tr khi dir li¢u duoc nhan tdi khi dir li¢u dugc chuyén di.

V&1 ché do chuyén mach nay, cac khung tin ddm bao tinh toan ven méi dugc chuyén mach,
cac khung tin 161 s& khong dugc chuyén tir phan doan mang ndy  sang phan doan mang khac.

4.3.2.2.  Chuyén mach ngay (cut-through switching)

Céc bo chuyén mach ngay hoat dong nhanh hon so véi cac bo chuyén mach luu- va-chuyén.
B6 chuyén mach doc dija chi dich & phan dau khung tin rdi chuyén ngay khung tin téi cong
tuong tng ma khong can kiém tra tinh toan ven.

Khung tin dugc chuyén ngay tham chi trude khi bo chuyén mach nhan da dong bit dir lidu.
Khung tin di ra khéi b chuyén mach trudc khi né duoc nhan du.

Céc bd chuyén mach doi méi c6 kha ning giam sat cac cong cta nd va quyét dinh s& st
dung phuong phap nao thich hop nhat. Ching c6 thé ty dong chuyén tir phuwong phéap chuyén
ngay sang phuong phap luu-va-chuyén néu sé 13i trén cong vuot qua mot ngudng xac dinh.

4.3.3. Mang LAN do0 (VLAN)

Nhu trong phan phan doan mang da trinh bay, cau noi va by chuyén mach c6 thé tdch moi
cong cta chung 1a mot mién xung dot riéng nhung tit ca déu thudc cing mot mién quang ba.
Céch duy nhét dé chia tach cac mién quang ba khac nhau 1a sir dung céc bo dinh tuyén.
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Hinh 4-17: Mang LAN 3o theo chirc ning cac phong ban

Tuy nhién trong phan nay chiing ta no6i t1 kha ndng khac cia cac by chuyén mach hi¢n dai,
chung c6 thé loc cac khung tin quang ba va chi giri chiing téi mién quang ba xac dinh. St dung
cac bd chuyén mach dé két hop cac thiét bi thanh cac ving quang ba logic s& tao ra cac mang
LAN ao (VLAN).

4.3.3.1. Tao mang LAN do v6i mét bg chuyén mach

M&i mang LAN a0 va cic thanh vién ctia né duoc xac dinh béi mot nhém cac cong trén
bo chuyén mach. Mdi céng cua bo chuyén mach thudc vé mot mang LAN 4o nao do, do do

céc thiét bi gan voi cong nay s& thudc vé mang LAN 4o nay. Cac khung tin quang ba chi dugc



phat t6i cac cong thude cing mot mang LAN do. Mot thiét bi c6 thé chuyén tir LAN 4o sang
LAN ao khac bang cach két n6i t6i  cong khac ciia bo chuyén mach. Mot thiét bi khi thay do6i
vi tri dia 1y van thudc vé LAN ao cii néu né van duy tri két ndi téi mot trong cac cong thude
vé LAN 4o nay.

4.3.3.2. Tao mang LAN do véi nhiéu bé chuyén mach

Trong thyc té, viéc st dung nhiéu bo chuyén mach dé xay dung cac mang LAN do dugc

thuc hién nhiéu hon.

Dermain 1 I

Hinh 4-18: Cau hinh cic b chuyén mach tgd thanh cic mién quang b4 cho cac

mang LAN ao

bé thuc hién mang LAN 4o bang nhi€u bd chuyén mach, mot so6 dinh danh dac biét —
VLAN ID dugc gan cho cac khung tin, s6 ndy xac dinh mang LAN a0 ma khung tin can
chuyén t6i.

Gia su mot may tram A gui khung tin t61 may tram B thudc cung LAN 4o v6i minh
(nhung khong ciing thuéc mot b chuyén mach). Bé chuyén mach ma may A ndi truc tiép
ti s& gan thém vao khung tin chi s6 VLAN ID va chuyén né téi bd chuyén mach ké tiép.

Mbi bod chuyén mach s€ st dung VLAN ID dé dinh tuyén khung tin, n6é s€ doc VLAN ID
va chuyén tiép khung tin cho bd chuyén mach thich hop. Khi khung tin t&i bo chuyén mach
cudi cung, b chuyén mach nay nhan ra dich toi ndi truc tiép td1 mot trong cac céng cua minh.
N6 sé& loai bo phan dau chira chi s6 VLAN ID roi giri khung ti ding cong. Khung tin khi t&i
tram dich s& duoc khoi phuc nguyén dang ban dau.

4.3.3.3. Cach xdy dung mang LAN do

beé tao ra mang LAN 4o, can phai xac dinh nhém logic. Nhom cac may tinh (thiét bi) trong

mang LAN 4o thudng duoc t6 chirc theo hai mé hinh:



4.3.3.3.1. M©b hinh nhém lam viéc.

Theo md hinh nay, c4c thanh vién trong mang LAN 4o 1a cdc may tinh cung thuc hién mot
chtrc nang, nguoi st dung trong cung mot nhom cong viéc. Cac mang LAN do thuong dugce
chia theo cic phong ban, vi du Phong ké toan, phong Ban hang, Phong nghién ciru... Cac tai
nguyén khac chung ctia mang sé& thudc vé mot hoic nhiéu mang LAN 4o.

4.3.3.3.2. M0 hinh dich vu.

Theo mé hinh nay, cac mang LAN ao duogc phan chia theo loai hinh dich vu cu thé. Vi du,
tat ca cac may tinh can truy nhap t6i dich vu dic thu ndo d6 s& 1a thanh vién cia cing mot
mang LAN 4o. C4c may tinh co thé 13 thanh vién ctia nhiéu mang LAN 4o khac nhau tuy
thudc vao cac dich vu ma no can truy nhap toi.

4.3.3.4. Uu diém va nhwoc diém ciia mang LAN do

4.3.3.4.1. Uudiém:
4.3.3.4.1.1. Co thé tao ra mang LAN 4o, tao ra caic nhom lam viéc khong phu thude

vao vi tri cta thiét b, chéng han, nhitng nguo1 thudc cung nhoém nghién ctru khong can ngéi
cing mot phong hay cling mot tang trong toa nha ma van 1a cac thanh vién trong mot mang
LAN ao.

4.3.3.4.1.2. C6 thé dé dang di chuyén thiét bi tir mang LAN ao ndy sang mang
LAN

ao khac.

4.3.3.4.1.3. Mang LAN ao cho phép kiém soat kiém soat cdc mién quang ba va kiém

soat tinh bao mat.

4.3.3.4.1.4. Uu diém khac 12 bang viéc sir dung cac bd chuyén mach thay cho cac bd
dinh tuyén, hiéu ning lam viéc dat duoc cao hon, gia thanh ré hon, kha ning quan tri tot hon.

4.3.3.4.2. Nhuoc diém:

Hién nay, chuan chinh thitc cho VLAN ( Uy ban IEEE 802.1q dang soan thdo) chua duogc
phé chuan mic du chuan nay dugc hd tro bai nhiéu nha cung cip. Do d6 cac thiét 1ap va cu
hinh VLAN phu thudc vao nha san xuat thiét bi.

4.4. Thiét ké mang LAN.

44.1. Mo hinh co ban.
4.4.1.1. Mo hinh phén cdp (Hierarchical models)
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Hinh 4-19: M6 hinh phan cip
»  Chutric

- Lép 16i (Core Layer): Pay 1a truc xuong sébng cia mang(backbone) thuong
ding cac bd chuyén mach cé téc do cao(high-speed switching), thudng cé cac dic tinh nhu
d6 tin cdy cao, co cong suit du thira, co kha ning tu khic phuc 16i, c6 kha ning thich nghi
cao, dap Gmg nhanh, d& quan 1y, c6 kha ning loc goi, hay loc cac tién trinh dang truyén trong
mang.

- L6p phan tan (Distribution Layer) Lép phén tan 14 gianh gidi gitra 16p truy nhéap
va 16p 16i ctia mang. 16p phan tan thuc hién cac chirc ning nhu dam bao giri dit liéu dén timg
phan doan mang, ddm bao an ninh-an toan, phan doan mang theo nhom cong tac, chia mién
Broadcast/multicast, dinh tuyén giita cac LAN a0 (VLAN), chuyén moi truong truyén dan,
dinh tuyén giira cdc mién, tao bién gidi giita cac mién trong dinh tuyén tinh va dong, thuc
hién cac bo loc goi(theo dia chi, theo s6 hiéu céng,...), thuc hién cac co ché dam bao chat
lugng dich vu QoS.

- Lé6p truy nhap(Access Layer) Lop truy nhap cung cép cic kha ning truy nhap
cho ngudi ding cuc bo hay tir xa truy nhap vao mang. Thuong duge thuc hién bang cac bo

chuyén mach(switch) trong méi truong campus, hay cac cong nghé WAN.



»  Danh gia mo6 hinh

- Gia thanh thap

- dé cai dat

- dé mo rong

- dé co lap 16i.

4.4.1.2. MO0 hinh an ninh-an toan(Secure models).

Hé thng tuong lira 3 phan (Three-Part Firewall System), dic biét quan trong trong thiét ké
WAN, chiing t6i s& trinh bay trong chuong 3. O day, chung t6i chi néu mét s khia canh

chung nhét cu trac cia mo hinh sir dung trong thiét ké mang LAN.

Hiddlen Corporats
Svstems
l l Advertize
Bastion Route to
|solation
Hosts
o8 LAN Only
l l T ;
-5 it
Insicle Cutsicle
Filter Filter

Hinh 4-20: M hinh twong lira 3 phin

- LAN c6 lap 1am vung dém gitra mang cong tac vdi mang bén ngoai(LAN c¢o
lap duogc goi 1a khu phi quan su hay ving DMZ)

- Thiét bi dinh tuyén trong c6 cai dat bo loc goi dugc dit gitta DMZ va mang
cong tac.

- Thiét bi dinh tuyén ngoai co cai dat bd loc gbéi duge dat gitra DMZ va mang
ngoai.

2.4.2  Cac yéu cau thiét ké

Céc yéu cau thiét ké cia LAN vé mat cau tric cling twong tuy nhu thiét ké WAN, & day
chung t6i chi néu d& muc bao gém cac yéu cau:

- Yéu cau k¥ thuat.

- Yéu cau vé hiéu ning.



- Yéu cau vé tmg dung.

- Yéu cau vé quan 1y mang.

- Yéu ciu vé an ninh-an toan mang.

- Yéu ciu rang budc v& tai chinh, thoi gian thyc hién, yéu cau vé chinh tri cta du
an, xac dinh ngudn nhan luc, xac dinh céc tai nguyén di c¢6 va co thé tai sir dung.

243  Cacbudc thiét ké.

>  Phan tich yéu ciu

- S6 lugng nat mang (rat 16n trén 1000 nut, vira trén 100 nat va nho dudi 10 nat).
Trén co s6 s6 lwong nut mang, chung ta c6 phwong thirc phan cép, chon k¥ thuat chuyén mach,
vé chon thiét bi chuyén mach.

- Dua vao md hinh phong ban dé phan doan vat Iy dam bao hai yéu ciu an ninh va
dam bao chét lugng dich vu.

- Duya vao mo hinh topo lya chon cong nghé di cép.

- Du béo cac yéu cau mé rong.

>  Luwa chon phén cting (thiét bi, cap, cong nghé két noi,...)

Dua trén céc phan tich yéu ciu va kinh phi du kién cho viéc trién khai, chung ta s& lua
chon nha cung cip thiét bi t6t nhat nhu 1a Cisco, Nortel, 3COM, Intel ...

»  Luwa chgn phz‘in mém

- Luya chon hé diéu hanh Unix (AIX, OSF, HP, Solaris, ...), Linux , Windows dya
trén yéu cau vé xir 1y s6 lwong giao dich, dép ung thoi gian thuc, kinh phi, an ninh an toan.

- Lua chon cac cong cy phat trién phan mém tng dung nhu cac phan mém quan tri

co s¢ dit liéu (Oracle, Informix, SQL, Lotusnote, ...), cac phﬁn mém portal nhu Websphere,

- Lua chon cac phan mém mang nhu thu dién tir ( Sendmail, PostOffice, Netscape,
...), Web server ( Apache, IIS, ...),

- Lua chon cac phan mém dam bao an ninh an toan mang nhu phin mém tudng
lra (PIX, Checkpoint, Netfilter, ...), phén mém chéng virut ( VirusWall, NAV, ...),
phan mém chéng dot nhap va phan mém quét 16 hong an ninh trén mang.

»  Danh gia kha nang



- Dua vao thong tin di dugc xac minh ctia cac hing c6 uy tin trén thé gi6i.

- Thyc hién thir nghi¢ém va kiém tra trong phong thi nghiém cua céc chuyén gia.

- banh gia trén mo6 hinh thir nghiém.

»  Tinh toan gia thanh

Gia thanh thap dam béo céc chi tidu k¥ thuat, cac yéu cau ctia tng dung, tinh kha mé cia
hé thong.

>  Trién Kkhai pilot.

Trién khai & quy mé nhé nhung vin minh hoa duoc toan bd cac yéu cau vé ki thuit, yéu
cau vé tmg dung 1am co s cho viéc danh gia kha ning va gia thanh ctia mang trude khi trién
khai trén dién rong.

4.5. Mpt s6 mang LAN mdu.

45.1. Xay dung mang LAN quy mé mot toa nha

X4y dung LAN trong tda nha diéu hanh khong 16n, phuc vu cho céng tic nghién ctru va
giang day.

4.5.1.1 H¢ thong mang bao gom:

<> Hé thong céc thiét bi chuyén mach (switch, switch c6 chirc ning dinh tuyén — layer
3 switch) cung cap nén tang mang cho cac may tinh c6 thé trao d6i thong tin véi nhau.
Do toan bo phan mang xdy dung tip trung trong 1 toa nha nén hé thong cap truyén
dan s& str dung bao gdm cac cap dong tiéu chuan UTP CATS5 va cap quang da mode.
Cong nghé mang cuc bg sé sir dung 1a Ethernet/ FastEthernet/GigabitEthernet tuong
g tbc do 10/100/100Mbps chay trén cap UTP hodc cap quang.

0'0

Cac may chu dich vu nhu co so dir liéu quan 1y, giang day, truyén thong. ..
Céac may tinh phuc vu cho cong tic nghién ciru khoa hoc : Cung cip céac théng tin cho

0‘0

sinh vién, gido vién, va cung cip cong cu lam viéc cho cac can bo giang day, cac bo
mon, khoa.

<> Cac may tinh phuc vu riéng cho cong tac quan 1y hanh chinh nham thwe hién muc tiéu
tin hoc hoa quan 1y hanh chinh.

4.5.1.2 Phan tich yéu cdu:

o Mang may tinh nay 1d LAN Campus Network c6 bing thong rong du dé khai thac
hiéu qua cac tmg dung, co s dit liéu dic trung cua td chirc cling nhu dép tng kha ning chay
cac ung dung da phuong tién (hinh anh, am thanh) phuc vu cho cong tac giang day tur Xa.

. Nhu vay, mang nay s& duoc xay dung trén nén tang céng nghé truyén dan tbc do
cao Ethernet/FastEthernet/GigabitEthernet va hé thong cap mang xoian UTP CAT5 va cap
quang da mode.



. Mang can c6 do 6n dinh cao va kha ning dy phong dé dam bao chat luong cho
viéc truy cap cac ing dung dir li€u quan trong cling nhu dao tao tir xa : hinh anh, am thanh...
Nhu vay, hé théng cap mang phai c¢6 kha nang du phong 1:1 cho cac két ndi switch-switch
cling nhu dam bao kha ning stra chita, cach ly su ¢6 dé dang.

. Mang c6 kha ning cung cap viéc giang day tir xa trong pham vi t6 chirc nén cac
ung dung phai dap ung thot gian thye.

. Heé théng cap mang can dugc thiét ké dam bao dap img cac yéu cau vé két ndi toc
do cao va kha ndng du phong cling nhu mé rong 1én cac cong nghé mai.

o Mang cAn dam bao an ninh an toan cho toan bd cac thiét bi ndi bo trude cac truy
nhap trai phép & mang ngoai ciing nhur tir cac truy nhap gian tiép cé6 muc dich pha hoai h¢
thdng nén can co tuong lira.

) LAN nay duogc cu thanh bai cac switch chuyén mach tdc d6 cao han ché tbi
thiéu xung dot dit liéu truyén tai (non-blocking). Cac switch c¢6 kha ning tao cac LAN ao phan
doan mang thanh céc phan nhé hon cho timg phong ban. LAN 4o 1a cong nghé ding trong
mang ndi bd cho phép str dung ciing mot nén tang mang ndi bd vat Iy bao gdm nhiéu switch
dugc phan chia vé mat logic theo cic cong trén switch thanh cac phan mang nho khac nhau
va doc lap hoat dong. Nhu vay, ngay trong mang LAN tai toa nha diéu hanh ta c6 thé thuc
hién phan chia thanh cac phan mang nho hon nita cho cac khoa, phong ban. My tinh trong 1
phan mang chia nho thudc vé mot broadcasting domain va cac phan mang nay phai lién hé
v6i nhau qua bd dinh tuyén router. Ngoai ra, mang diéu hanh ciing ap dung cong nghé dinh
tuyén méi khién viéc lién két giita cac phan mang LAN cua cac van phong, khoa c6 thé thuc
hién bang nhitng lién két tdc d6 cao trong céc switch cd tinh ning dinh tuyén (Layer 3)
thay cho mé hinh dinh tuyén truyén thong st dung b dinh tuyén router

. Viéc phén chia cac phan mang LAN 4o cho phép cac Phong ban t6 chirc co cac
phan mang mady tinh doc lap dé tién cho viéc phat trién cac ing dung ndi bo cling nhu ting
cuong tinh bdo mat gilta cac phadn mang may tinh cta cac phong ban khac nhau. Tuy nhién,
LAN 4o ciing cho phép quan 1y tip trung toan bo hé théng mang may tinh nhat 1a hé théng
may chua thay vi phat trién rat nhiéu phan mang mot cach riéng r&. Diéu ndy tao ra moi
treong lam viée tip trung cho nguoi quan tri cling nhu cat giam cac chi phi do tdp hop duoc
cac thiét bi mang ludi va may chu dich vu hoat dong 24/24 vao mdt ) phong c6 diéu kién ha
tang day di (dién nguon on dinh, diéu hoa hoat dong tot) thay vi nam rai rac trén cac phong
ban khac nhau. Cong nghé mang LAN ao giai quyét dong thoi dugc hai bai toan vé quan tri
tap trung va riéng r& cho mang mdy tinh cta té chuc.

J Mang dam bao kha nang dinh tuyén trao doi thong tin giira cac phan mang LAN



ao khac nhau, cho phép cac phan mang khac nhau cé thé két ndi dén nhau thong qua moi
truong mang dung chung. Tuy nhién, do phan cach ciac mang LAN bang switch ¢ tinh ning
dinh tuyén (hay con goi 1a switch c¢6 chtrc ning Layer 3) nén cac géi tin broadcasting trén toan
mang duoc han ché it di va 1am cho bang théng ctia mang duoc st dung hiéu qua hon so
v6i trudng hop toan bd mang cua Trudng xay dung thanh mot mang LAN khéng phan cip
(flat network). Ngoai ra, khi st dung chirc ning dinh tuyén cho phép ngudi quan tri mang
duge phép dinh nghia cac luat han ché hay cho phép cac phan mang dugc két ndi véi nhau
bang cac bo loc (access-list) ting cudng tinh bao mat cho cac phdn mang quan trong ciing nhu
kha ning quan trj hé théng d& dang hon.

4.4.1.3 Thiét ké hé théng

H¢ thong chuyén mach va dinh tuyén trung tim cho LAN

- Hé thong chuyén mach chinh bao gom cac switch c6 kha ning xir 1y toc do cao
¢6 cdu trac phan thanh 2 16p 13 16p phan tan (distribution) va 16p cung cap truy nhap (access)
cho cac dau cudi may tinh. Switch phan tan 1a switch toc do cao, bang thong 16n c6 kha ning
xur Iy dén hang trim triéu bit/gidy. Switch phan phdi con ¢ c6 chirc nang dinh tuyén cho cac
phan mang LAN ao khac nhau thiét 1ap trén mang va ting cuong bao mat cho cac phan mang
riéng r&. Switch truy cap 1am nhiém vy cung cip cong truy nhap cho cac dau cudi may tinh va
tich hop cong truy cap véi mat do cao. Cac két ndi giita switch truy cap va switch phan phoi
1a cac két ndi truyén tai dit liéu qua lai cho cac LAN 4o nén phai c6 tc do cao 100/1000Mbps.
Céc switch truy cap cung cip cic cong truy cdp cho may tinh mang c6 téc do thip hon nén
can c6 cong 10/100Mbps

- Hé théng switch phan phdi theo cdu hinh chuan s& bao gém 2 switch ¢6 cau hinh
manh dap tng duogc nhu ciu chuyén mach dit liéu tdc do cao va tap trung luu lugng dén tr
cac access switch. Switch phan phdi ciing ddm nhan chirc ning dinh tuyén. Cau hinh 2 switch
phan phdi cho phép mang ludi c6 do du phong cao (du phong néng 1:1) tuy nhién trong trudng
hop quy mo mang ban dau khong 16n va kinh phi han ché van c6 thé trién khai mang véi 1
switch phan phéi dap tng duoc yéu cau hoat dong. To chitc hoan toan c6 kha ning ning cap
1én 2 switch phan phdi trong tuong lai do thiét ké mang cap dam bao yéu cau trén.

- Hé thong cac switch truy cap cung cp cho cic may tinh duong két ndi  vao
mang dit liéu. Do phan 16n cac giao tiép mang cho may tinh dau cudi cling nhu server hién tai
c6 bang thong 10/100Mbps nén cac switch truy cép cling st dung cong ngh¢ 10/100 BaseTX
FastEthernet va dép ing dugc muc tiéu cung cp sb luong cong truy nhap 16n dé cho phép
mo rong sé luong nguoi truy cip mang trong twong lai. Cac switch truy cap s& két ndi véi

switch phan phdi dé tap trung luu lugng va thong qua switch phan phéi véi lam tac vu tap



trung va luu chuyén qua lai lvu luong dir lidu sé giup cho cic may tinh nam trén cac switch
khac nhau c¢6 thé lién lac duoc voi nhau. Cac dudng két ndi giita switch truy cap va switch
phan phéi con dugc goi 1a cac két ndi 1én (up-link) va sir dung cong nghé FastEthernet 100
BaseTX c6 bang thong 100Mbps. Trong twong lai, khi cin nang cap cac két ndi uplink thi co
thé str dung thay thé cong nghé 1000BaseT voi  tdc do Gigabit
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Hinh 4-21: M6 hinh thiét ké

- Trong céu hinh v& mang may tinh cuc bo toa nha diéu hanh c6 1 switch phan
phéi co chirc ning dinh tuyén (layer 3 switch). Switch ndy ¢6 tic dung chuyén luu luong qua
lai gitta cac switch truy cdp va mdt nhi€ém vu rat quan trong la dinh tuyén gitra cac LAN ao.
Bét ky mot switch truy cap nao duge két ndi dén switch phan phdi bang dudng két ndi uplink
100Mbps va két ndi nay dam bao cung cp bang thong cho toan bo cac  may tinh két ndi dén
switch truy cap. Switch phan phdi sir dung & day 1a thiét bi co nhiéu cong truy nhap 100Mbps
. Cac switch truy cap cung cap 24 cong 10/100 Mbps dam bao bang thong nay cho timg may
tram. Toan bo toan nha s& c6 14 switch truy cip cung cap sb cong toi da cho khoang 336
may tinh . Néu s luong may tinh trong toan bo toan nha phat trién 1én, cac switch truy cap co

thé cam xép trong dé cung cap sb luong cong truy cdp nhiéu hon hodc cac phong ban co thé



cam switch mé rong dé cung cap thém sé cong truy nhap. Tuy nhién, viéc cam thém switch
mo rong can tuan thu nguyén tac vé viéc xay dung mang tranh tinh trang cam thiét bi mang
(HUB, switch) mé rong tran lan va 1am giam dang ké t6 do truy cdp cac mdy tinh cta phan
mang & xa khi tap trung nhiéu luu luong tai ning vao 1 switch truy cap va 1am qua tai bang
thong uplink tir switch d6 1én switch phan phdi.

- Céc switch truy cap dugc chia ra thanh hai nhém (goi 1a closet) véi mdi nhom 07
switch duoc dat tai 2 phong bao gdm 1 phong thong tin va 1 phong Trung tdm diéu hanh mang
trén tang 3. Trung tdm diéu hanh mang ciing 13 noi dit cic mdy chi ndi bd va switch phan
phdi. Tir cac phong nay cé cac phién ddu cap UTP va cap duoc dua dén cic may tinh dit rai
rac trén nhidu phong. M6i mot nhom switch do d6 cung cip truy cip cho mot nira ciia toa nha
.Thiét ké nay cho phép cac switch truy cap cung cap dugc du sd cong cho cac thiét bi may tinh
clia cac khoa, phong ban thoda man diéu kién day cap tir mdi may tinh ti switch khong vuot
qua 100m, Pay la gio1 han d§ dai vat 1y khi str dung cap mang xoian UTP CATS5 hodc CATS
v6i cong nghé 10/100FastEthernet. M&i mot switch truy cap co 1 duong két ndi uplink 1én
switch.

- Khi xay dyng cac mang LAN 3o, k¥ thudt cho phép gan 1 cong trén mot switch
bat ky vao mot phan mang LAN riéng r&. Khi d6, mic du sir dung chung mét hé thong switch,
chi ¢6 cac may tinh trong ciing mot phan mang LAN méi c6 thé nhan dugc cac géi tin gui
qua lai cho nhau. C6 dugc diéu d6 1a do switch s& kiém tra thong tin vé phan mang LAN véi
mbi mot khung tin va chi giri dén cac may tinh trong ciing phan mang. Céc két ndi uplink s&
1a cac két ndi trunking cho phép moi thong tin LAN ao dugc di qua. Chinh vi chi sir dung
trong 1 moi truong mang vat ly nén cac phan mang LAN phan chia logic nhu ¢ day goi la cac
LAN 4do. Trong hinh v€ trén c6 miéu ta hoat dong cia cac phan mang LAN do. Vi du : thong
tin gita cadc may tinh trong phan mang LAN 1 s€ khong dugc nhan bdi cac may tinh trong
phan mang LAN 2 hodc phan mang méy chii ndi bo. Néu mubn di tir phan mang LAN 1 sang
phan mang LAN 2 can di qua bo dinh tuyén cua switch phan phdi. Tuong tu van dé véi viéc

trao doi thong tin gitta mang LAN 1 v&i mang may chu dich vu.



- Mang may chu dich vu ndi bd tach ro1 trong mdt phan mang LAN cho phép bao
mat t6t hon va quan tri tip trung. Vi dy : Khi c6 mot phong ban nao d6 khong can truy nhap
dén may chi dich vu ndi bo thi switch phan phdi s& ngan can khong cho lién lac giita phan
mang LAN d6 v6i phan mang LAN danh cho cac may chu ndi bo va ngudi quan tri c6 kha
ning cho phép hoat dong qua lai giira cac LAN hodc siét chit an ninh, han ché truy cap voi
cac phan mang quan trong. Nho cac wu thé vé cong nghé giup giam bot ganh ning quan tri
clia ngudi quan tri mang va tao ra duoc co  hoi phat trién manh mang ludi.

- Trong trudng hop cac khoa, phong, ban can phat trién ing dung dic thu cho nodi
bd khoa minh ciing c¢6 thé dat may chu tip trung tai Trung tim diéu hanh mang va st dung
cong nghé mang LAN 4o dé dinh nghia may chu két ndi trong phan mang nhé danh cho khoa,
phong, ban d6. Nhu thé s& dam bao quan 1y thiét bi chung nhung van mém déo trong viéc
phan chia cip d6 quan tri mot cach twong dbi doc lap va riéng ré.

- C6 thé xay dung mot phan mang trung tim may tinh tai khu may chu trung tim
dé tao diéu kién thuan loi cho cac can bd, gido vién co thiét bi may tinh dé thuc hién truy cap
mang lay thong tin trong trudng hop can thiét.

- Khi mang phat trién, dé ting cudong do tin cdy ctia mang ludi va mé rong ning
Iuc mang, s& sir dung 2 switch phan phéi va mdi switch truy cap duogc két ndi dén 02 switch
phan phdi bang 02 duong uplink. Cac switch phan phéi ciing s& dugc két ndi voi nhau theo
mot tha tuc cho phép thay thé 13n nhau hoat dong cta chirc ning dinh tuyén trén cac switch.

H¢ thong cap

Hé thdng cap duoc chia thanh 02 phan. Mdi phan phu trach cung cip truy nhap cho cac
may tinh nam trong mot nira toa nha. Do cac switch trong mot closet dit ciing v&i switch phan
phéi tai Trung tim diéu hanh mang tang 3 va cac switch trong closet con lai dit trong 1 phong
dat thiét bi trén cung tang 3 nén cac cap ndi uplink tir cac switch trong closet thir hai sang
switch phan phdi st dung cap UTP 25 d6i. Cac céap uplink tir cac switch trong closet 1 do
nam cung véi switch phan phdi s& 1a cap nhay 4 doi. Tai cac phong dat cac thiét bi switch s&

c6 cac patch panel AMP véi 24 cong RJ-45/1 patch panel dé tap trung dau nbi cho cép mang.



Cap UTP nbi giita may tinh va switch truy cap 1a cap 4 d6i kéo thing tir cac patch panel
AMP tai mét trong 2 phong dit thiét bj switch dén cac outlet riéng r& dit gan trén tudng phong
gan noi dit cac may tinh ctia nguoi sit dung. Do day cap co 4 d6i nén c6 thé s dung 2 doi
thtra [am day du phong.

Quan Iy va cip phat dia chi IP

Mang may tinh thu vién la mang may tinh dung riéng, do vay s€ dugc danh dia chi IP trong
dai dia chi IP dung cho mang dung riéng quy dinh tai RFC1918 (Bao gém céc dia chi tir
10.0.0.0 dén 10.255.255.255, 172.16.0.0 dén 172.31.255.255 va dia chi 192.168.0.0 dén
192.168.255.255). S6 lwong may tinh cho 1 segment mang déng nhat duge tinh bang mot
phan 4 sb lugng méy tinh dy tinh s& c6 trong toan nha (Khoang vai chuc may tinh). Nhu vay,
c6 thé gan cho 2 segment may tinh bang cac phan 16p class C dia chi IP tir class C 192.168.0.0
dén 192.168.255.0

Hé thdng cac may chu s& nam trong phan mang riéng va c6 dia chi IP gan trong phan 16p
dia chi 172.18.0.0. D¢ c6 thé truy cap ra Internet, mot sd cac may chu can co tinh ning che
dau dia chi nhu Firewall hay Proxy va cac may chu ndy can c6  dia chi IP that. Cac may tinh
bén trong mang sir dung dia chi ctia cac may chu khi két néi ra Internet . Néu cac may chu can
cung cap thong tin cho ngudi dung Internet thi can phai dénh lai dia chi IP cho cac may chu
nay la dia chi do IANA cung cip.

Pé két ndi v6i cac phan mang may tinh ciia trudng va mang qudc gia, can tuan thi mot qui
dinh d4nh dia chi chit ch& dé khoi st dung tring ving dia chi mang dung riéng. C6 thé st
dung cac k¥ thuat chuyén d6i dia chi NAT dé tranh xung d6t dia chi khi két ndi 2 mang.

Dé thuén tién cho cong viéc quan tri hé théng, cac thiét bi switch voi kha ning ho trg DHCP
va cung v6i viée thiét 1ap may chit DHCP, cic may tinh tram trong toa nha s& dugc cap phat
dia chi IP mot cach tu dong va tin cay.

4.5.2 Xay dung hé thong twong lira két ndi mang véi Internet

Ti€p theo, ching ta m¢ rdng quy mdé mang LAN cho nhi€u toa nha trong khudn vién cua
mdt td chire, mot truong.

Mang may tinh cuc bd s& dugc két nbi v6i phan mang truy cap Internet thong qua Firewall.
Firewall s€ lam nhiém vu ngan chan va bao mat cac may tinh thu¢c phan mang ndi bd vdi
mang Internet phia bén ngoai. Nhu vdy mot giao tiép mang cua firewall s& két ndi véi phan

mang bén trong va 1 giao tiép mang sé& két ndi voi phan mang Internet cong cong.
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Hinh 4-22: Mé hinh twong lira két ndi mang LAN véi Internet

4.6 Tém tit chuwong 4

Chuong nay trinh bay kién thirc vé LAN bao gom:

Kién triic mang:

CAu trac topd

Phuong phap truy nhap

Phan ha ting LAN:

Céc thiét bi két ndi mang, h¢ théng cap ndi.

Tap trung cha yéu vao cong nghé mang Ethernet, 13 cong nghé duoc dung phd  bién hién
nay va trong tuong lai gan.

Cong nghé Ethernet:

Nguyén 1y hoat dong va cac dic tinh quan trong cia Ethernet K§ thuat chuyén mach LAN

Phan cudi ctia chuong trinh bay phuong phap thiét ké mang LAN sir dung cong nghé
Ethernet.

Thiét ké mang LAN:

M0 hinh thiét ké co ban

Céc budc phan tich va thiét k& Minh hoa trong mé hinh thuc té.



CHUONG 5: MANG WAN VA THIET KE MANG WAN
5.1. Cdc kién thirc co bdan vé WAN.
5.1.1 Khai niém vé WAN
5.1.1.1. Mang WAN la gi ?

Wide Area Networks — WAN, 1a mang duoc thiét 1ap dé lién két cac mdy tinh cua hai
hay nhiéu khu vyc khac nhau, & khoang cach xa vé mit dia 1y, nhu gitta  cac quan trong mot
thanh phd, hay giita cac thanh phd hay cac mién trong nudc. Dic tinh nay chi ¢ tinh chat
udc 18, n6 cang trd nén kho xac dinh voi viée phat trién manh cta cac cong nghé truyén din
khong phu thudc vao khoang cach. Tuy nhién viéc két ndi v6i khoang cach dia Iy xa budc
WAN phuy thudc vao nhiéu yéu t6 nhu: giai thong va chi phi cho giai thong, chii quan cua
mang, duong di cua thong tin trén mang.

WAN c6 thé két ndi thanh mang riéng ctia mot to chirc, hay c6 thé phai két nbi qua nhiéu
ha tAng mang cong cong va clia cac cong ty vién thong khac nhau.

WAN c6 thé dung dudng truyén co giai thong thay doi trong khoang rat 16n tir 56Kbps dén
T1 véi 1.544 Mbps hay E1 véi 2.048 Mbps,....va dén Giga bit-Gbps 1a cac duong truc ndi
cac qudc gia hay chau luc. O day bps (Bit Per Second) 1a mot don vi trong truyén thong twong
duong vé6i 1 bit duoc truyén trong mot gidy, vi du nhu tdc d6 duong truyén 1a 1 Mbps tic 1a
c6 thé truyén toi da 1 Megabit trong 1 gidy trén dudng truyén do).

Do su phiic tap trong viéc xay dung, quan 1y, duy tri cac duong truyén din nén khi xay
dung mang dién rong WAN ngudi ta thuong st dung cac dudng truyén duoc thué tir ha ting
vién thong cong cong, va tir cac cong ty vién thong hay cac nha cung cap dich vu truyén sd
liéu. Tuy theo cdu tric ctia mang nhitng dudng truyén dé thudc co quan quan 1y khic nhau
nhu cac nha cung cép duodng truyén noi hat, lién tinh, lién quéc gia, chéng han ¢ Viét Nam la
cong ty Vién thong lién tinh — VTN, cong ty vién thong quéc té - VTI . Cac dudng truyén do
phai tuan thii cac quy dinh ctia chinh phu cac khu vuc c6 duong day di qua nhu: téc 4o, viée
mi hoa. V&i WAN dudng di cua thong tin c6 thé rit phuc tap do viée str dung cac dich vu
truyén dir 1iéu khac nhau, cia cac nha cung cép dich vu khac nhau. Trong qua trinh hoat dong
cac diém nut c6 thé thay doi duong di cua cac thong tin khi phét hién ra c6 truc tric trén
duong truyén hay khi phat hién c6 quéa nhiéu thong tin can truyén giira hai diém nat nao do.
Trén WAN thong tin c6 thé ¢ cac con dudng di khac nhau, diéu d6 cho phép co thé sir dung
t6i da cac nang luc ctia duong truyén va nang cao diéu kién an toan trong truyén dir liéu. Phan
16n cac WAN hién nay duoc phét trién cho viéc truyén dong thoi trén duong truyén nhiéu
dang thong tin khac nhau nhu: video, tiéng n6i, dir liéu...nham 1am giam chi phi dich vu. Cac

cong nghé két n6i WAN thuong lién quan dén 3 ting dau ctia mo hinh ISO 7 tang. P6 14 ting



vat 1y lién quan dén cac chuan giao tiép WAN, ting data link lién quan dén cac giao thirc
truyén thong cia WAN, va mot sb giao thie WAN lién quan dén taing mang. Cac quan hé nay

dugc mo ta trong hinh 3.1

OS5l layer WVWAN Layer
Peivaark
Layer a,
(=%
uy
L=
o
Crata Lenk ‘ =
Layer = Fo = = =
(=5 = =] (= e
AT == E x o3
= A
Sulbifayer e
o
0
=
(&)
ElASTIA-232
Phwsical ElATIA-445
L@ T b .24 W.35
a HSS1 Goros
ot Elf&-530
o

Hinh 5-1: Céc chuin va giao thitc WAN trong mé hinh ISO 7 ting

5.1.1.2.  Cdc loi ich va chi phi khi két n6i WAN.

X4 hoi cang phét trién, nhu cau trao doi thong tin cang doi héi viée xur 1y thong tin phai
duogc tién hanh mot cach nhanh chong va chinh xac. Su ra doi va phat trién khong ngimg cia
nganh cong nghé thong tin di gop phan quan trong vao su phat trién chung d6. Voi sy ra doi
may tinh, viéc xir 1y thong tin hon bao gio hét di trd nén dic biét nhanh chéng véi hidu suét
cao. Pac biét hon nita, nguoi ta da nhan théiy viéc thiét 1ap mot hé théng mang dién rong -
WAN va truy cdp tir xa s& lam gia tang gip boi hidu qua cong viéc nhd viée chia sé va trao
d6i thong tin dugc  thyc hién mot cach dé dang, tirc thi(thoi gian thuc). Khi d¢6 khoang cach
vé mit dia Iy giira cac ving dugc thu ngin lai. Cac giao dich duoc dién ra gan nhu tirc thi,
tham chi ta cd thé tién hanh céc hoi nghi vién dam, cac tmg dung da phuong tién...

Nho ¢6 hé thdng WAN va céac ing dung trién khai trén do, thong tin dugc chia sé va xu 1y
boi nhidu may tinh dudi sy gidm sat cia nhidu ngudi dam bao tinh chinh xac va hiéu qua cao.

Phan 16n cac co quan, cac td chirc, va ca cac ca nhan déu di nhan thirc duoc tinh wu viét
cua xu ly thong tin trong cong viéc thong qua mang may tinh so vdi cong viéc van phong dua
trén gidy to truyén théng. Do vay, sém hay mudn, cic t6 chirc, co quan déu cd ging trong kha
nang co thé, déu cb géng thiét 1ap mot mang may tinh, dac biét 1a WAN dé thuc hién cac cong
viéc khac nhau.

Véi su phat trién nhanh chong cta cong nghé thong tin, cong nghé vién thong va ki thuat



may tinh, mang WAN va truy cp tir xa dan trd thanh mot moi truong 1am viée cin ban, gan
nhu 12 bit budc khi thuc hién yéu cau vé hoi nhap quéc té. Trén WAN nguoi dung co thé trao
d6i, xur 1y dit liéu truyén théng thuan tay song song v4i thuc hién cac ki thuat méi, cho phép
trao doi dir li¢u da phuong tién nhu hinh anh, am thanh, di¢n thoai, hop hdi nghi,... qua do6
tang hiéu sudt cong viéc, va lam giam chi phi quan 1y ciing nhu chi phi san xuét khac.

Dic biét dbi véi cac giao dich Khach — Phuc vu(Client — Server), hé thong két ndi mang
dién rong tir cac LAN cuia van phong trung tam (NOC) té1 LAN cua cac chi nhanh(POP) s€ la
hé thong trao d6i thong tin chinh ciia co quan hay t6 chirc . N6 giup ting cuong va thay doi
vé chat cong tac quan 1y va trao doi thong tin, tién budc ving chic téi mot nén kinh té dién
tir (e-commerce), chinh phu dién tir(e- goverment) trong tuong lai khong xa.

5.1.1.3. Nhitng diém can chii ¥ khi thiét ké WAN

Khi thiét ké WAN chung ta can chii y dén ba yéu to:

Moéi truwdmg: cac yéu t6 lién quan dén muc tiéu thiét ké nhu mai truong cia WAN, céc yéu
cau vé nang lyc truyén théng ctia WAN(hiéu nang mang),kha nang cung cap dong va cac rang
budc vé dai thong, thod man cac dac trung cua dir liéu can trao doi trén WAN, dic biét cac
loai dir liéu can dam bao chat luong dich vu nhu dit liéu da phuong tién, dit liéu doi hoi dap
g thoi gian thye nhu giao dich vé tai chinh.

Moi truong cia WAN ¢ day dugc thé hién qua cac tham s6 nhu s6 luong céc tram lam viéc,
cac may chu chay céc dich vy, va vi tri dat chung, cac dich vy va vi¢c dam bao chét lugng
cac dich vu dang chay trén WAN. Viéc chon ) luong va vi tri dat cac may chu, cac may
tram trong WAN lién quan nhiéu dén van dé t6i wu cac ludng dir liéu truyén trén mang.
Ching han khu vuc nao cé nhiéu tram 1am viéc, chung can thuc hién nhiéu giao dich véi
mot hay nhiéu may chii nao do, thi cac may chii d6 cling can phai dat trong khu vuc d6, nham
giam thiéu dir liéu truyén trén WAN.

Yéu cau vé hiéu ning can duoc quan tam dic biét khi thiét ké cac WAN yéu cau céc dich
vu doi hoi thoi gian thue nhu VoIP, hay hoi nghi truyén hinh, giao dich tai chinh,... Khi d6
cac giéi han vé toc do duong truyén, do tré,... can duge xem xét k¥, nhat 1a khi ding cong
ngh¢ v¢€ tinh, vo tuyén,...

Céc dic trung cta dit liéu cling can dugc quan tdm dé nham giam thiéu chi phi vé giai
thong khi két nbi WAN. Céc dic trung dir lidu dé cap ¢ day la dir liéu client/ server, thong
diép, quan tri mang, ... giai thong nao dam bao chat lugng dich vu? Cac yéu ciu ky thuit:
nam yéu cau can xem xét khi thiét ké WAN d6 1a tinh kha mé rong, tinh dé trién khai, tinh

dé phat hién 15i, tinh dé quan 1y, hd trg da giao thirc.



- Tinh kha mé rong thé hién & vin dé co thé mé rong, bd sung thém dich vy,

tang s6 luong ngudi dung, ting giai thong ma khong bi anh hudng gi dén cu trac hién co
ctia WAN, va céc dich vu da trién khai trén do.

- Tinh d& trién khai thé hién bang viéc thiét ké phan cip, moé dun hoa, khdi hoa &
murc cao. Cac khdi, cac md dun cia WAN ddc 1ap mot cach twong ddi, qua trinh trién khai co
thé thue hién theo tirng khéi, tng mé dun.

- Tinh dé phat hién 15 1a mot yéu cau rt quan trong, vi ludng théng tin van chuyén
trén WAN rat nhay cam cho cac t6 chic dung WAN. Vay viéc phat hién va ¢ lap 16i can
phai thuc hién dé va nhanh ddi véi quan trj hé thng.

- Tinh dé quan ly dam bao cho nguoi quan tri mang lam chu duoc toan b hé
thdng mang trong pham vi dia 1y rong hodc rat rong.

- HO trg da giao thirc ¢ thé thyc hién dugc kha nang tich hop tat cac cac dich vu
thong tin va truyén thong cho mdt to chic trén cing ha ting cong nghé thong tin, nham giam
chi phi thiét bi va phi truyén thong, giam thiéu tai nguyén con ngudi cho viéc van hanh hé
thong.

An ninh-an toan: viéc dam bao an ninh, xay dung chinh sach an ninh,va thyc hién an
ninh thé nao? ngay tir budc thiét ké.

5.1.2 Mot so cong nghé két ndi co ban ding cho WAN

5.1.2.1 Mang chuyén mach (Circuit Swiching Network)

»  Gidi thiéu

Mang chuyén mach thuc hién viéc lién két gitra hai diém nat qua mot dudng ndi tam thoi
hay gianh riéng giita diém nat nay va diém nat kia. Puong ndi nay duoc thiét 1ap trong mang
thé hién du6i dang cudc goi thong qua cac thiét bi chuyén mach.

Mot vi du ciia mang chuyén mach la hoat dong ctia mang dién thoai, cac thué bao khi biét
s6 ctia nhau c¢6 thé goi cho nhau va c6 mot dudng ndi vat Iy tam thoi dugc thiét 1ap giita hai
thué bao.

V6i mo hinh nay moi niit mang c6 thé két ndi véi bat ky mot nit khac. Thong qua nhiing
duong ndi va cac thiét bj chuyén ding nguoi ta c6 thé tao ra mot lién két tam thoi tir noi giri
t6i noi nhan, két nbi nay duy tri trong sudt phién lam viéc va duoc giai phong ngay sau khi
phién 1am viéc két thuc. Dé thyc hién mot phién lam viéc can c6 cac tha tuc day da cho viéc
thiét lap lién két trong d6 co viéc thong  bao cho mang biét dia chi ciia nit giri va niit nhan.
Hién nay c6 2 loai mang chuyén mach la chuyén mach tuong ty (analog) va chuyén mach
s6 (digital)
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Hinh 5-2: M6 hinh két n6i WAN diing mang chuyén mach

»  Chuyén mach twong tw (Analog)

Viéc chuyén dit liéu qua mang chuyén mach twong tu dugc thyc hién qua mang dién thoai.
Cac tram trén mang st dung mot thiét bi c6 tén 12 modem ("MODulator" and
"DEModulator"), thiét bi nay s& chuyén céc tin hiéu s tir may tinh sang tin hiéu tuwong tir co
thé truyén dir liéu di trén cac kénh dién thoai va nguoc lai bién tin hiéu dang tuong ty thanh
tin hiéu sé.

M6t minh hoa két ndi dung mang chuyén mach 13 két ndi qua mang dién thoai PSTN, hay
con goi la két nbi quay sd (dial-up).

Analog line

Local Bridige/ l Bridge/ Remote
LAN “#— Router — Modem Modem— Router L LAN

ANALOG CIRCUIT-SWITCHING

Hinh 5-3: M6 hinh két n6i WAN dung mang chuyén mach twong tw
Két nbi PSTN
. Thiét bi:
Dung modem twong tu loai truyén khong dong bo, hay truyén dong bo, dé

két ndi thiét bi mang vao mang dién thoai cong cong.
. Phuong thirc két ndi:
Dung két nbi PPP tir may tram hay tir thiét bi dinh tuyén qua modem, qua mang dién thoai

cong cong.



. Két ndi don tuyén- ding 1 duong dién thoai.

Mang dién thoai CC
PSTN

Modem Modem

Gateway 1 o Gateway 2

Hinh 5-4: M6 hinh két noi dung mgt dwong dién thoai

Cac han ché¢ khi dung két n61 PSTN:

Cac két noi1 tuong tu (analog) thyc hién trén mang dién thoai cong cong va cude dugce tinh
theo phut. Pay 14 hinh thirc két ndi phd bién nhét do tinh don gian va tién loi ciia nd. Tuy
nhién chi phi cho né twong ddi cao cho cac giao dich lién tinh va chat lwong duong truyén
khong dam béo tinh 6n dinh thap, giai thong thap, t6t da 56Kbps cho 1 duong. Hinh thirc két
nbi nay chi phii hgp cho cac chi nhanh ndi téi Trung tAm mang trong cing mot thanh phé, doi
hoi bang thong thip va cho cac ngudi dung di dong, va cho cac két ndi dung khong qua 4
gio/ngay.

. Két ndi bo(multilink — da tuyén)- dung nhiéu duong dién thoai.

Gateway 1

Modemn Modem n
Hinh 5-5: M6 hinh két ndi dung nhié¢u duwong dién thoai
Két ndi bé nham ting dung luong cta duong truyén theo yéu cau cua dich vu (dial on

demand)
»  Mang chuyén mach sé (Digital)

Digital line

Loca Bridge/ CSUf l cSu Bridge/ Remote
LAN "% Router [] DSU DSU ] Router ™ | AN

DIGITAL CIRCUIT SWITCHING

Hinh 5-6: M6 hinh két n6i WAN dung mang chuyén mach s
Két n6i ISDN



. Gidi thiéu

Dich vu s6 ISDN - Intergrated Services Digital Network: ISDN la mot loai mang vién thong
s6 tich hop da dich vu cho phép st dung cting mét lic nhiéu dich vy trén cting mot duong day
dién thoai thong thuong. V61 co s& dién thoai ¢ dinh ha t?mg hién co, ISDN la giai phap cho
phép truyén dan thoai, dit liéu va hinh anh téc do cao. Nguoi dung ciing mét luc c6 thé truy
cap WAN va goi dién thoai, fax ma chi can mot duong ddy dién thoai duy nhat, thay vi 3
duong néu dung theo kiéu thong thudong. Két ndi ISDN c¢o  tdc do va chit lugng cao hon hin
dich vu két ndi theo kiéu quay sd qua mang dién thoai thuong (PSTN). Tdc do truy cip mang
WAN c6 thé 1én dén 128 Kbps néu sir dung dudng ISDN 2 kénh (2B+D) va tuong duong

2.048 Mbps néu st dung ISDN 30 kénh (30B+D).

. Céc thiét bi dung cho két n61 ISDN

ISDN Adapter: K&t noi voi may tinh thong qua cac giao tiép PCI, RS-232, USB, PCMCIA
va cho phép may tinh két ndi véi mang WAN thong qua mang da dich vu tich hgp ISDN véi
tde do 128Kbps 6n dinh da dich vu va cao hon hin so véi cac két ndi tuong tu truyén théng
ma téc do t6i da 1y thuyét 1a 56Kbps.

ISDN Router: Thiét bi nay cho phép két néi LAN vao WAN cho mét s6 luong khong giGi
han ngudi dung. Thong qua giao tiép ISDN BRI, thiét bi nay con c6 thé dong vai trd nhu mot
bo chuyén ddi dia chi mang ( Network Address Translation) hodc mdt may chu truy nhap tu
xa. Kha ning thiét 1ap két néi LAN-to-LAN qua dich vu ISDN cho phép ndi mang giita Vin
phong chinh va Chi nhanh hét sirc thuan tién. Cong két ndi Ethernet téc d6 10/100Mbps cho
phép két ndi dé dang véi mang LAN. Cac tinh ning Quay s theo yéu cau (Dial-on-Demand)
va Dai thong theo yéu cau (Bandwidth- on-Demand) ty dong t6i uru hod cac két ndi theo yéu
cau cua nguoi dung  trén mang.

o Cac dac tinh cua ISDN

ISDN duoc chia lam hai loai kénh khac nhau:

Kénh dir li¢u (Data Channel), tén k¥ thuét 1a B channel, hoat dong & tde do

64 Kbps.

Kénh kiém soéat (Control Channel), tén k¥ thuat 1a D Channel, hoat dong ¢

16 Kbps (Basic rate) va 64 Kbps (Primary rate)

Dt li€u cua nguoi dung s€é dugc truyén trén cac B channel, va dir li¢u tin hi€u (signaling
data) duoc truyén qua D channel. Bt ké mot két ndi ISDN ¢6 bao nhiéu B channel, n6 chi c6
duy nhit mot D channel. Pudng ISDN truyén thdng co hai toc d6 co ban 1a residential basic
rate v commercial primary rate. Mot vai cong ty dién thoai khong c6 dudng truyén va thiét
bj dau cudi thich hop cho dich vu téc d6 co ban nén ho cung cip mot tbec dd  co ban ¢b dinh,

c6 gia tri trong khoang tir 64 Kbps dén 56 Kbps. Nhitng bién thé nay hoat dong nhu mét B



channel riéng biét. Basic rate ISDN hoat dong v&i hai B channel 64 Kbps va mét D channel
16 Kbps qua duong dién thoai thong thudng, cung cap bing thong dir lidu 1a 128 Kbps. Toc
d6 co ban duoc cung cip phd bién ¢ hau hét cac ving & My va chiu Au, vé6i gid gan bang véi
dién thoai thudng & mot s6 ving. (& Puc, dudng ISDN hoat dong véi toc d6 co ban, véi hai
B channel 64 Kbps va mot D channel 16 Kbps).

Primary rate hoat dong véi hai muoi ba B channel 64 Kbps va mgt D channel 64 Kbps qua
mot dudng T1, cung cap bang thong 1472 Kbps.

Primary rate dua ra dudng truyén quay sb téc do cao, can thiét cho cac to chirc 16n.

Doi khi ISDN adaptor bi goi 1a "ISDN modem" vi né ¢ chirc ning quay sb va tra 161 cudce
goi trén duong day digital, nhu modem thyuc hién trén duong day analog. Tuy nhién, ISDN
adaptor khong phai 1a modem vi khong thuc hién chirc nang modulation/demodulation va vi¢c
chuyén d6i tin hiéu giira digital va analog (digital/analog conversion).

. Panh gia khi dung két ndi ISDN

ISDN gdm hai kiéu BRI va PRI, déu dat hon dién thoai thong thuong nhung bing thong
cao hon. Hién tai toc d6 cao nhét co thé cung cép tai Viét Nam la 128 Kbps. Pay la hinh thiuc
két ndi mang lién tinh twong d6i ré so véi cac loai khac. Tuy nhién n6 doi hoi tong dai dién
thoai phai hd tro két nbi ISDN (Can phai khao sat trudc).

Mang kénh thué riéng (L.eased lines Network)

T1 dedicated line

T1 l Remote

csuosy = O NA
Local Bridge/
LAN Router

T3 Remote
csUiDsy - AnB

DEDICATED SERVICES T

T2 dedicated line

1

?

Hinh 5-7: M6 hinh két néi WAN dung cac kénh thué riéng
. Gidi thiéu



Céch két ndi pho bién nhat hién nay gitta hai diém c6 khoang cach 16n van 1a Leased Line
(tam goi 1a duong thué bao).

Véi ki thuat chuyén mach giita cac niit cia mang (twong tu hodc s6) c6 mot sb lugng 16n
duong day truyén dir liéu, voi mbi duong day trong mot thoi diém chi c6 nhiéu nhat mot phién
giao dich, khi sé luong cac tram sir dung ting cao ngudi ta nhan thy viéc sir dung mang
chuyén mach tr nén khong kinh té. Bé giam bot sb lwong cac dudng day két ndi giita cac nut

mang nguoi ta dua ra mét ki thudt goi 1a ghép kénh.

Kénh don

Kénh kép

Hinh 5-8: M6 hinh ghép kénh

M6 hinh d6 dugc mo ta nhu sau: tai mot nut nguoi ta tap hop cac tin hiéu trén cua nhiéu
nguoi str dung ghép lai dé truyén trén mot kénh ndi duy nhat dén cac nit khac, tai nit cudi
nguoi ta phan kénh ghép ra thanh cac kénh riéng biét va truyén ti cic ngudi nhan.

C6 hai phuong thirc ghép kénh chinh 13 ghép kénh theo tan sd va ghép kénh theo thoi gian,
hai phuong thirc ndy tuong Gmg véi mang thué bao tudn ty  va mang thué bao k¥ thuat sé.
trong thoi gian hién nay mang thué bao k¥ thuat sb st dung k¥ thuat ghép kénh theo thoi gian
v6i duong truyén T dang duoc sir dung ngdy mot rong réi va dan dan thay thé mang thué bao
tuan tu.

. Phuong thirc ghép kénh theo tan so:

Pé st dung phuong thirc ghép kénh theo tan sé giira cac niit cuia mang duogc lién két boi
duong truyén bing tan rong. Bing tin nay duogc chia thanh nhiéu kénh con duoc phan biét
bdi tan s6 khac nhau. Khi truyén dir 1liéu, mdi kénh truyén tir nguoi st dung dén nat s& dugc
chuyén thanh mot kénh con vdi tan sé xac dinh va duoc truyén théng qua bo ghép kénh dén
nat cudi va tai day né dugc tach ra thanh kénh riéng biét dé truyén té1 nguoi nhan. Theo cac
chuan ctia CCITT c6 céc phuong thirc ghép kénh cho phép ghép 12, 60, 300 kénh don.

Nguoi ta c6 thé dung duong thué bao tudn tu (Analog) ndi gitta may cta ngudi str dung t6i
nat mang thué bao gan nhat. Khi may cta ngudi st dung gui dit liéu thi kénh dit liéu duoc

ghép v6i cac kénh khac va truyén trén duong truyén téi nit dich va duge phén ra thanh kénh



riéng biét trudc khi gl toi may cua ngudi sit dung. Pudng ndi gitta may tram cua nguoi sir
dung t&i Nt mang thué bao ciing giéng nhu mang chuyén mach tuan ty st dung dudng day
dién thoai véi cac k¥ thuat chuyén d6i tin hiéu nhu V22, V22 bis, V32, V32 bis, cac ki thuat
nen V42 bis, MNP class 5.

. Phuong thirc ghép kénh theo thoi gian:

Khac vé1 phuong thirc ghép kénh theo tan so, phuong thirc ghép kénh theo thoi gian chia
mot chu ky thoi gian hoat dong cua dudng truyén truc thanh nhiéu khoang nho va mdi kénh
tuyén dir liéu dugc mot khoang. Sau khi  ghép kénh lai thanh mot kénh chung dit liéu duoc
truyén di twong tu nhu phwong thirc ghép kénh theo tan s6. Nguoi ta dung duong thué bao 1a
duong truyén ki thuat sb ndi gitta may cta nguoi st dung t6i nat mang thué bao gan nhat.

Hé thong mang tin hiéu T-carrier dugc dung & Bic my tir 1962, dung ché  d6 phan chia
thoi gian (Time Division Multiplexing - TDM) dé cung cip tin hiéu thoai qua cac dudng
truyén sd. N6 duoc thiét ké hoat dong trén hé thdng cap ddng, cac dudng nay ciing dugc dung
dé truyén sd liéu hay cac tin hiéu video. Tai mdi dau cudi trude khi ndi vao thiét bi ciia khach
hang, phai sir dung mot thiét bi dau cudi 1a CSU/DSU (Channel Service Unit/Data Service
Unit - CSU/DSU) dé ma ho4 dir liéu truyén. Thong thudng thiét bi ctua khach hang 1a cac bo
chuyén kénh(multiplexer) hay mot cau(LAN bridge) dung cho viéc chuyén mach voi T-
carrier. N6 c6 thé mang tin hiéu giong noi dudi dang ma sd, khi d6 bang thong sir dung 1 64
Kbps, gid tri nay duoc xac dinh theo dinh luat Nyquist va diéu bién theo ma xung Pulse Code
Modulation - PCM.

Theo dinh luat Nyquist tin hiéu giong néi phai dugc lay 8000 mau trén gidy. Dung diéu
bién PCM yéu cau mdi mau phai biéu dién bang gia tri 8-bit.

mau bit bit
= 64000 —

8000 = 64 Kbps

% X 3 T
iy ny sgiay

Téc d6 64 Kbps duoc xac dinh nhu mot kénh truyén ky hiéu 1a DS-0 (Digital Signal level
0) cho hé thong T-carrier. Mdi kénh DS-0 dugc dung cho mot kénh thoai.

Khi dung hé théng T-carrier cho truyén s6, mdi khung dit liéu 1a 193 bit, 8000 mau trén
giay ta co:
bit _khung bit

¥ 8000 = 1544000 e
khung giny gy

193

= 1.544 Mbps



Tbc d6 1.544 Mbps duoc goi 1a kénh T-1, nd bang 24 kénh DS-0, duoc ky hiéu 1a DS-1
(DigitalSignal level 1).

Hién nay nguoi ta c6 cac duong truyén thué bao nhu sau :
Leased Line dugc phan lam hai 16p chinh 1 Tx (theo chuan cia My va Canada) va Ex (theo

chuén ctia chau Au, Nam M§ va Mehic), x 1a ma s§ chi bang thong (bandwidth) cua két ndi.

Thong sb k¥ thuat cta cac dudng truyén Tx va Ex duoc liét ké trong bang dudi.

Loai kénh Thong lugng Ghép kénh
T0 56 Kbps 1 duong thoai
T1 1.544 Mbps 24 duong TO
T2 6.312 Mbps 4 duong T1
T3 44.736 Mbps 28 duong T1
T4 274.176 Mbps 168 duong T1

TO/EO 1a twong duong v&i mot kénh truyén thoai don 1é, TO hoat dong ¢ toc do 56 Kbps va
EO hoat dong ¢ tbc do 64 Kbps. S& di co6 su khac biét vé tbe d0 1a vi cac hé théng vién thong
& Bic My dung giao thirc truyén tin hiéu cii hon, dam bao tao ra ché d6 sir dung luan phién
8 bit. Cac may bién ddi cam tmg dién tir (Magnetic inductance transformer) trén cong tic
chuyén mach dién thoai (phone switch) cii s& khong khoa cimg (block) cac cong tic chuyén
mach luan phién (alternating switch) hién nay. Con chuan cta chiu Au sir dung 8 bit dé truyén
tai thong tin do hé thong chuyén mach & day khong dung méy bién d6i cam tng. TO va EO tao
nén tang cho cac dich vu truyén sd liéu tbc do cao hon vi cac dudng dién thoai tim xa
(Telephone trunk line - Thyc ra trong nganh vién thong, khai niém mdi két ndi duoc chia
lam 3 loai tach biét 1a trunk, channel va line, nhung do pham vi cta bai viét va van dé thuat
ngtr khi dich ra tiéng Viét, chung t61 khong ban sau vé su khac biét cua 3 khai niém nay, va
s& c6 d6i chd dung chung cac khai niém) déu co thé truyén cudc thoai duoc s6 hoa (digitized
voice conversation). Tat ca cac cong ty dién thoai déu téi wu héa dudng truyén cua ho cho
dich vu truyén thoai (voice service).

Bén canh viéc phan chia truc tiép cac muc d6 khac nhau cua dich vu E/T,

c6 nhiéu dudng truyén cung cap dich vu phan chia nhé hon, cho phép nguoi dung dat thué
mot s6 lugng bét ky cac kénh (channel) TO trong mot dudng truyén T1 (tit nhién s6 channel
TO dit thué phai nho hon hoic bang sé channel TO ¢ trong mot duong T1), hodc dit thué cac
channel T1 trong mot duong truyén T3 (s6 channel T1 dt thué phai nho hon hoic bang s6
channel TO c6 trong mot dudng T3). Vi du néu ngudi dung chi can (hodc chi du tién dé tra)
mot dudng truyén khoang 336 Kbps, ho c6 thé thué 6 channel TO ctia mot dudng truyén T1.
Trong diéu kién d6, CSU/DSU (Channel Service Unit/Digital Service Unit) ctia ngudi ding



phai c6 kha ning hd tro cac kénh phan chia (fractional channel). Khi d6 cong ty dién thoai s&
tinh tién mot phan cua duong truyén T1 cho viéc phan chia mot phan thong lugng dudng
truyén ma nguoi dung st dung. Diéu nay thuong duoc goi 1a committed information rate. Cac
duong leased line dugc gin vao cong tuan tu (serial port) ctia mdy tinh hodc router théng qua
mdt CSU/DSU.

Cac cong nghé xDSL

. Gioi thiéu

Viéc két ndi WAN duoc thuc hién dau tién dung modem tuong ty qua mang di¢n thoai,
dén nay phuong thirc nay chi dirng lai ¢ tc do truyén tai rat thap, toi da 1a 56kbps/line , diéu
nay da dugc cha dé ctia nganh 1y thuyét thong tin Claude Shannon d3 dua ra gii han dung
lugng cho kénh truyén ¢6 nhiéu 1a 35 kbps va thuc té d3 dat duoc 33.6kbps. Han ché cua
kénh truyén dién thoai voi tdc to thong tin truyén sé lidu do d6i day cap dong nhu ngudi ta
nghi ma 13 khi qua mach ma héa PCM (Pulse Code Modulation) day tan truyén dan chi cho
qua cac tin hiéu tir 300hz dén 400hz. Sau nay Modem X2 ctia hdng US Robotics va modem
ctia hang Rockwell duoc thong nhat bai tiéu chuan V90 ctia ITU-T (lién minh vién thong qudc
té) nham muc dich lach khoi mach loc nay trong chiéu tir ISP vé dén nguoi sit dung
(downtream) dat dugc toc do 56kbps nhung téc d6 chiéu tir nguoi dung 1én ISP (uptream) van
la 33.6kbps va day la tdc d6 cao nhat c¢6 thé dat dugc cia modem. Dén nay cai tién thanh
chuan V92 thyc hién  két ndi nhanh hon. Khong dat duogc tdc 6 nhu dudng T1: 1544kbps
hay E1:2048 kbps.

Dé vuoc qua ngudng tde dd ngudi ta chuyén sang dung k¥ thuat sb xDSL.

Trén duong day dién thoai thi thuc té chi dung mot khoang tan s6 rat nho tr OKHz dén
20KHz dé truyén dir liéu &m thanh (dién thoai). Cong nghé DSL tan dung dic diém nay dé
truyén dir liéu trén cing duong day, nhung ¢ tin sb 25.875 KHz dén 1.104 MHz .

HDSL (High-speed DSL) 1a dudng truyén thué bao k¥ thuat sé toc do cao, dat 1,544-
2,048 Mbps va can dung t6i 2 hodc 3 duong cap do6i. SDSL (Symmtric DSL) tuong
ty nhu HDSL, nhung chi sit dung mét dudng cap va dung lugng truyén dir liéu hai chiéu
bang nhau, dat khoang 1,544-2,048 Mbps.

IDSL (Intergrated Service Digital Network DSL) 1a mang tich hop dich vu sd, ¢6 tdc
d6 download va upload nhu nhau, dat 128 Kbps.

RADSL (Rate Adaptive DSL) diéu chinh téc do truyén theo chat lwong tin hiéu. Tc do
download tir 640 Kbps t61 2,2 Mbps va upload tir 272 Kbps t6i 1,088 Mbps.

CDSL (Consumer DSL) 1a mét phién ban ciia DSL, téc d6 download khoang 1 Mbps va
téc do upload thi thap hon.



UDSL (Unidirectional DSL) 12 mét phién ban du kién sap dua ra ciia mot cong ty & chau
Au, twong ty nhu HDSL.

DSL Lite (con goi la G-Lite) co toc do dat 1,544-6 Mbps.

ADSL (asymmetrical DSL) 14 dudng truyén thué bao ki thuat s6 khong d6i xtng, tbe do
download dat 1,544-8 Mbps, upload dat 16-640 Kbps. VDSL (Very-high-bit-rate DSL) la
dudng truyén thué bao k¥ thuat sé téc do rat cao. Hién nay, VDSL 14 hinh thirc DSL dat tdc
d0 cao nhét véi toc 4o download c6 thé dat 12,9-52,8 Mbps va upload 1,5-2,3 Mbps.

G.SHDSL(Single pair High bit-rate DSL) 1a tiéu chuan qudc té mdi vé truyén dan trén
d6i cap don, DSL tdc d6 cao, duoc dua ra trong tiéu chuan

G.991.2 cua ITU-T. Khéng giébng nhu DSL khong d6i xtmg, duoc thiét ké cho cac ung
dung & khu vuc ma bing tin duong xudng 16n hon bang tan duong 1én. G.SHDSL la chuan
d6i xing cho phép truyén véi toe do 2,3Mbit/s cho ca hai hudng. Do d6 GSHDSL thich hop
hon cho cac ung dung thuong mai doi héi bing thong tdc d6 cao ca hai huéng. G.SHDSL
tich hop duoc ca cac tinh nang tin ciy cua cap dong hién hanh va truyén thong téc do cao
mang lai hiéu qua: nang cao tde do dir liu, cu ly dai hon va it tap am hon.

Cac dich vu kénh riéng, frame relay va Internet tai Bac M§ ngay nay cha yéu sir dung toc
d6 1,544Mbit/s. K§ thuat ma hoa ludng T1 chuyén tir phuwong phap ma hoa AMI/BSZS sang
DSL toc d6 cao (HDSL) tir nhitng nam 1990. Ludng T1 sir dung ma AMI/BS8ZS sir dung hai
doi cap (4 day) voi cu ly bi gidi han, do d6 doi hoi nhitng bo 1ap trong pham vi tir 3000- 6000
feet (xap xi 1-2km) tuy thudc vao luu lugng.

Trong khi d6 dé mua, lép dat va bao dudng cac bo lap T1 1a kha dat. HDSL dua ra phuong
phép diéu ché méi ma co sd 2 va mé co s6 4 (2 binary 1 quaternary) cho duong truyén T1 do
d6 cy ly truyén dan dugc nang lén tdi 9000 feet (3km) ma khong can bo 1ap. Vi thé cac cong
ty dién thoai Bac My da nhanh chong chuyén sang HDSL dé tiét kiém chi phi.

Tai chau Au va cac nuéc khac, cac ung dung thuong mai chu yéu tai tbc d6 E1 2,048Mbit/s.
Chau Au cling muén nim vu thé cua DSL mang lai, ti€u chuan d3 dugc Lién minh Vién thong
quéc té ITU cong nhan, tinh nang k¥ thuat cia G.SHDSL cho phép mé rong bang tan va giam
nhiéu.

Ngay nay, cic duong diy DSL & My chu yéu 1a DSL khong d6i xting (ADSL), k¥ thuét
nay chi truyén s6 liéu & tdc do 384kbit/s vé6i cac dich vu ddi xtng. Cac cong ty dién thoai vira
va nho & Bic My dang chuyén sang tmg dung G.SHDSL cho cac dich vu Internet, cho phép
truyén sb liéu véi toc do 1a 786kbit/s, 1,544Mbit/s va 2,3Mbit/s, cho phép giam cap dich vu

(service-level) ngang véi cac dich vu T1 hodc E1 v6i mirc cude hang thang thap hon.



C6 4 yéu td cho 1am cho G.SHDSL dwogc quan tim la:

Mot la duwgre tiéu chuan hoa: Nhu cau cua nén cong nghiép doi hdi tdée do truyén dan so
cao hon cho tng dung thwong mai. HDSL khong bao gio duoc chip nhan nhu mot tiéu chudn
quéc té. DSL d6i xtng duoc dua ra kinh doanh vao cudi nhirng nim 1990 nhung chua bao
gid tr thanh tiéu chudn va gy trd ngai cho dich vu ADSL vi n6 khong twong thich véi phd
ctia ADSL (rat nhidu). G.SHDSL duoc dua ra dé trién khai Internet va cac ing dung co so ha
tang T1/E1 boi vi no 1a tiéu chuan duoc qudc té hoa.

Hai 1a téc d dir liéu dwoc cai thién: Chuin G.SHDSL cho phép toc d6 truyén din 1én t6i
2,3Mbit/s (2 day) va 4,6Mbit/s (4 day) trong khi HDSL ban dau chi cho phép téc dd
1,544Mbit/s v6i 4 diy. G.SHDSL cung cap toc d6 nhanh x4p xi 3 1an, va khi so sanh véi cac
dich vu HDSL2 va HDSL4 (1,544Mbit/s qua hai ddy hoic 4 day), va s dung bing tan hiéu
quad hon.

Ba la cu ly truyén din dwoc cai thién: cy ly truyén din cia GSHDSL xa hon HDSL tir
20% dén 30% tai cung toc d6 truyén dan. Ngoai ra khi ky thuat da lién két dugc st dung,
G.SHDSL cho phép truyén xa gap hai 1an HDSL

Bon 1a bing phé twong thich: GSHDSL c6 phd tan tuong thich vdi ADSL, do d6 giam
can nhiéu va xuyén am gitta cac soi cap. Do d6 cac dich vu G.SHDSL c6 thé dung chung véi
ADSL trén cing mot doi cap ma khong cé bat ky can nhidu nao.

Vi nhitng 1y do trén ma G.SHDSL nhanh chéng trd nén pho bién & chau Au va Bic My.

. ADSL (Asymmetric Digital Subscriber Line): duong thué bao k¥ thuat s6 khong
d6i xtng 13 mot cong nghé méi nhét cung cip két ndi ti cac thué bao qua duong cap dién
thoai véi toc do cao cho phép nguoi st dung két ndi internet 24/24 ma khong anh huong dén
viéc str dung dién thoai va fax. Cong nghé nay tdn dung ha tang cap dong dién thoai hién thoi
dé cung cép két ndi, truyén dit liéu sb toc d6 cao. ASDL la mdt chuin duge Vién tiéu chuan
quéc gia Hoa Ky thong qua nam 1993 va gan dy da duoc Lién minh vién thong qudc té ITU

cong nhan va phat trién.

ADSL hoat dong nhu thé nao?

ADSL hoat dong trén d6i cap dong dién thoai truyén thdng, tin hiu duoc truyén boi 2
modem chuyén dung, mot modem phia ngudi ding va 1 modem phia nha cung cap dich vu
két ndi. Cac modem nay hoat dong trén dai tan s6 ngoai pham vi st dung ciia cic cudc goi
thoai trén cap dong va co thé cho phép téc do truyén dit liéu cao hon nhiéu so véi cic modem
56k hién nay.

Mot thiét bi loc (Spliter) dong vai trod tach tin hiéu dién thoai va tin hiéu dit liéu (data), thiét



bi ndy duoc lap dit tai ca phia nguoi sir dung va phia nha cung cap két néi. Tin hiéu dién thoai
va tin hiéu DSL dugc loc va tach riéng biét cho phép ngudi dung cing 1 lac ¢6 thé nhan va
guri dir liéu DSL ma khong hé lam gian doan cac cudc goi thoai. ADLS tan dung tdi da kha
nang cua cap déng dién thoai nhung van khong lam han ché dich vu dién thoai thong thuong.
Spliter tao nén 3 kénh thong tin: mdt kénh tai dir licu xuéng tdc d6 cao, mot kénh déy nguoc
dit liéu véi tde do trung binh va 1 kénh cho dich vu dién thoai thong thuong. Dbé dam bao dich
vu dién thoai thong thuong van dugc duy tri khi tin hiéu ADSL bi gian doan, kénh tin hiéu

thoai duoc tach riéng khoi modem k¥ thuét sb boi cac thiét bi loc.

Nhirng wu diém ciia ADSL:

o Téc d6 truy nhap cao: Tdc do Download: 1,5 - 8 Mbps. Nhanh hon Modem
dial-up 56Kbps 140 1an. Nhanh hon truy nhap ISDN 128Kbps 60 lan. Téc d6 Upload: 64-640
Kbps.

o Téi wu cho truy nhap Internet. Téc do chiéu xudng cao hon nhiéu lan so véi
tdc do chiéu lén. Vira truy nhap Internet, vira sit dung dién thoai. Tin hi¢u truyén doc 1ap so

voi tin hiéu thoai/Fax do d6 cho phép vira truy nhép Internet, vira st dung dién thoai.

o Két nbi lién tuc: Lién tuc gitt két ndi (Always on) Khong tin hiéu bén,
khong thoi gian cho.
o Khong phai quay s6 truy nhap: Khong phai thuc hién vao mang/ra mang.

Khong phai tra cude dién thoai ndi hat.
o Cudc phi tuy vao chinh sach ctia ISP: Thong thudng céu tric cude theo luu
lugng st dung, dung bao nhiéu, tra tién bay nhiéu.

o Thiét bi dau cudi ré. 100 - 150 USD cho mot may don 1é. 400- 500 USD
cho mot mang LAN (10-15 may).

Nhuoc diém:

o Su phu thudc cua tbe d6 vao khoang céach tir nha thué bao dénnoi dat téng
dai ADSL (DSLAM). Khoang cach cang dai thi téc do dat duoc cang thap. Néu khoang cach
trén SKm thi toc d9 s& xudéng dudi 1Mbps. Tuy nhién, hién tai hau hét cc tong dai vé tinh cia
nha cung cip (noi s& dit cac DSLAM) chi cach cac thué bao trong pham vi duéi 2km. Nhu
vay, su anh huong ciia khoang cach t6i téc do s& khong con 1a van dé 16n.

o Trong thoi gian dau cung cdp dich vu, nha cung cap dich vu s& khong thé
dau tu cac DSLAM tai tit ca cac tong dai dién thoai vé tinh (chi phi rat 16m) vi vy mot sd
khach hang c6 nhu ciau khdng dugc dap ung do chua dit dugc DSLAM t6i tong dai dién



thoai vé tinh gﬁn nha thué€ bao. Nhu vay, trong thoi gian dau cung cﬁp dich vu, dich vu s€ chi
dugc trién khai tai cac thanh phd 16n, cac khu vuc tap trung nhidu khach hang tiém ning. Tuy
nhién, khi s6 lwong khach hang tang thi s& ting cuong s6 luong DSLAM dé phuc vu khach
hang.

o ADSL dung k¥ thuat ghép kénh phén tang rdi rac DMT, tan dung ca 3: tan
s6, bién do, pha cua tin hiéu song mang dé truyén tai dir liéu.

Qua trinh diéu ché;

Input Data --> Serial to Parallel Input Data Buffer --> DMT Symbol Encoder --> Invert
Fast Fourier Transform (IFFT) --> A/D Tranceiver(Analog to Digital) --> Line Filter -->
Output Data.

Dir liéu vao s& qua bo dém dit lidu, tai ddy sé tién hanh 14y N mau va dua ra N duong song
song, chuyén dén bo ma hoa DMT.

B méd hoa DMT tién hanh ghép N mau vdi tin s song mang fi, tin hiéu da diéu ché nay
theo N kénh song song dén bo bién doi fourier nguoc IFFT. B IFFT thuc hi¢én ghép cac
song da diéu ché f1,£2,..fN thanh f0 sao cho f1,£2,..fN 1a cac hai cta f0. f0 lac nay la tin hi¢u
thuc sy va duy nhét di vao bo bién doi analog-->digital(A/D).

Bo A/D thuc hién bién ddi tin hiéu tuong tu sang tin hiéu sé dé phu hop véi

duong truyeén.

Tin hiéu ra dén bd loc dudng truyén dé giéi han bang thong(bandwidth), loai bo
nhiéu(noise) --> output data.

Qua trinh giai diéu ché: nguoc lai:

Input Data --> Line Filter --> D/A (Digital to Analog) --> Fast Fourier Transform (FFT) --
> DMT Symbol Encoder --> Parallel to Serial Data Buffer --> Output Data

Cin ban vé cong nghé ADSL

ADSL la mdt thanh vién ctua ho cong nghé két n61 modem toc do cao hay con goi la DSL,
viét tat cua Digital Subscriber Line.

DSL tan dung hé thong cap dién thoai bang dong co6 sin dé truyén tai dir liéu & toc do
cao, tiét kiém kinh phi 1ip dat cap quang (fibre-optic) dit tién hon. Tat ca cac dang DSL
hoat dong dwa trén thuc té 1a truyén 4m thanh qua duong cap dién thoai dong chi chiém mot
phan bing thong rit nho. DSL tach bang thong trén dudng cap dién thoai thanh hai: mot phan
nho danh cho truyén am, phan 16n danh cho truyén tai dit lidu ¢ toc do cao.

* Khoang cach cap tir thué bao dén tong dai, néu nam trong khoang cach nay thi co thé

dung cong nghé xDSL.



** Kha nang dung di¢n thoai binh thudong khi xDSL dang hoat dong trén dudng cap.

Phén nay chiing toi dé cap chu yéu vé cong nghé ADSL, 1a cong nghé méi dang duoc dung
pho bién . Dic biét 1a d6i v6i cac doanh nghiép thuong mai dién tir va nén cong nghiép thong
tin 12 nén tang twong lai ciia moi nén kinh té. ADSL ndi riéng va broadband Internet néi chung
khién thuong mai dién tur tré nén kha thi. Cac cura hang trén mang cé thé duoc thiét ké véi
tinh twong tac cao hon, cach trinh bay san pham hap din hon véi ngudi ding.

Loai cira hang nay dé thiét ké, d& bao quan, gia thanh ré, két hop véi kha ning tuong tac
tryc tiép v4i nguoi dung sé gitp cho doanh nghiép nho ¢  thé canh tranh vdi cic co s 1on
hon trén quy mé toan cau. Nén céng nghé phin mém cua Viétnam s& dat tinh canh tranh cao
hon véi Internet biang thong rong. Viéc phat trién, tham do va xam nhép thi truong ciing nhu
nhan don dit hang va giao san pham sé& tré nén dé dang hon va kinh té hon rat nhicéu.

5.1.2.2 Mang chuyén géi (Packet Switching Network)

Remote
LAN A
Packet-
; Packet- switching
LOGE] oo %rc:ﬂ?:r — switching netw ork Reimats
S csu/DsU i

PACKET-SWITCHING SERVICES

Hinh 5-9: M6 hinh két n6i WAN dung chuyén mach goéi

Mang chuyén mach goi hoat dong theo nguyén tic sau : Khi mot tram trén mang can gui
dir liéu n6 can phai dong dir liéu thanh timg géi tin, cac goi tin d6 duoc di trén mang tir niit
nay téi nut khac to1 khi dén duogc dich. Do viéc sir dung k¥ thuat trén nén khi mot tram khong
gui tin thi moi tai nguyén cua mang s€ danh cho céc tram khac, do vay mang tiét kiém duoc
cac tai nguyén va c6 thé str dung chiing mot cach tét nhat.

Nguoi ta chia cc phuong thirc chuyén mach gi ra 1am 2 phuong thic:

- Phuong thic chuyén mach goi theo so dd roi rac.

- Phuong thirc chuyén mach goi theo duong di xac dinh.

Véi phuong thie chuyén mach géi theo so dd roi rac cac goi tin duoc chuyén di trén mang
mot cach doc lap, moi g61 tin déu co mang dia chi noi giri va noi nhan. MObi nat trong mang
khi tiép nhan goi tin s& quyét dinh xem duong di ctia goi tin phu thudc vao thuit toan tim
duong tai nt va nhitng théng tin vé mang ma nat dé cé. Viée truyén theo phuong thic nay
cho ta sy mém déo nhat dinh do dudng di v6i mdi géi tin tré nén mém déo tuy nhién diéu

ndy yéu cau mot so luong tinh todn rat Ién tai moi nit nén hién nay phan 16n cic mang chuyén



sang dung phuong chuyén mach goi theo dudng di xac dinh.
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Hinh 5-10: Vi du phwong thirc so' dd roi rac
>  Phuong thitc chuyén mach goi theo dwong di xac dinh:

Trude khi truyén dir liéu mot dudng di (hay con goi 1a duong di 40) duoc thiét 1ap giita
tram guri va tram nhan thong qua cac nat ciia mang. Pudng di trén mang s6 hiéu phan biét véi
cac duong di khac, sau d6 cac géi tin dugc giri di theo dudng da thiét 1ap dé t6i dich, cac goi
tin mang s6 hiéu cit duong 4o dé c6 thé dugc nhan biét khi qua cac nat. Piéu nay khién cho

viéc tinh toan duong di cho phién lién lac chi can thuc hién mot lan.
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Hinh 5-11: Vi du phwong thirc dwong di xac dinh
»  Két ndi ding ATM
. Gidi thiéu vé cong nghé ATM
Mang ATM (Cell relay), hién nay k¥ thuat Cell Relay dua trén phuong thic truyén thong

khong dong bd (ATM) c¢6 thé cho phép thong lugng hang traim Mbps. Pon vi dit liéu dung
trong ATM duoc goi 1a té& bao (cell). cac té bao trong ATM c6 d6 dai c¢b dinh 1a 53 bytes, trong
d6 5 bytes danh cho phan chia thong tin didu khién (cell header) va 48 bytes chira dit liéu cta
tang trén.

Trong ky thuat ATM, cac té bao chura cac kiéu dir liéu khac nhau duoc ghép kénh téi mot
duong dan chung duge goi 1a dudng dan ao (virtual path). Trong duong dan ao d6 cO thé
gém nhiéu kénh ao (virtual chanell) khac nhau, mdi kénh a0 duoc sir dung boi mot (g
dung nao do6 tai mot thoi

diem.

ATM di két hop nhing dic tinh tt nhat ctia dang chuyén mach lién tuc va dang chuyén



mach goi, né c6 thé két hop dai théng linh hoat va kha ning chuyén tiép cao toc va c6 kha
ning quan 1y dong thoi di liéu sb, tiéng noi, hinh anh va multimedia twong tac.

Muc tiéu ctia k¥ thuat ATM la nhim cung cip mot mang don kénh, va chuyén mach téc do
cao, do tré nho dap Gmg cho cac dang truyén théng da phuong tién (multimedia).

Chuyén mach cell can thiét cho viéc cung cap cac két ndi doi hoéi bing thong cao, tinh
trang tt nghén thap, ho tro cho 16p dich vu tich hop luu thong dit liéu 4m thanh hinh anh. Piac
tinh tdc do cao 1a dic tinh ndi bat nhét cia ATM.

ATM str dung co ciu chuyén mach ddc biét: ma tran nhi phan cac thanh td chuyén mach (a
matrix of binary switching elements) dé van hanh luu thong. Kha nang vo hudng (scalability)
14 mot ddc tinh ciia co cau chuyén mach ATM. Pic tinh nay twong phén truc tiép véi nhiing
gi dién ra khi cac tram cudi duoc thém vao mét thiét bi lién mang nhu router. Cac router c6
nang suit téng ¢ dinh duoc chia cho cac tram cudi c¢6 két ndi véi chung. Khi s6 luong tram
cudi gia ting, ning suat cta router trong thich cho tram cudi thu nho lai. Khi co cdu ATM mé
rong, mdi thiét bi thu tram cudi, bang con duong ciia chinh né di qua b chuyén mach bang
cach cho mdi tram cudi bang thong chi dinh. Bang thong rong dugc chi dinh ciia ATM véi
dic tinh c6 thé xac nhan khién né tré thanh mot k¥ thuat tuyét hao dung cho bat ky noi nao
trong mang cuc by cia doanh nghiép.

Nhu tén goi cta n6 chi rd, ky thuat ATM sir dung phuong phép truyén khong dong bo
(asynchronouns) céc té bao tir ngudn t6i dich ctia chung. Trong khi d6, & tang vat 1y ngudi ta
c6 thé str dung cac k¥ thuat truyén thong dong bo nhu SDH (hoic SONET).

Nhan thtrc duoc vi tri chua thé thay thé duoc (it nhat cho dén nhitng nim dau cua thé ky
21) cta ky thuat ATM, hau hét cac hing khong 10 vé may tinh va truyén thong nhu IBM,
ATT, Digital, Hewlett - Packard, Cisco Systems, Cabletron, Bay Network,... déu dang quan
tam dic biét dén dong san pham hudng dén ATM cua minh dé tung ra thi truong. C6 thé ké
ra day mot sé san pham d6 nhu DEC 900 Multiwitch, IBM 8250 hub, Cisco 7000 rounter,
Cablectron, ATM module for MMAC hub.

Nhin chung thi truong ATM s6i dong do nhu cau thuc sy ciia cac tmg dung da phuong tién.
Su nhap cudc ngay mot dong clia cac hang san xuat di lam giam dang ké gia ban cua cic san
pham loai ndy, tir 46 cang mé rong thém thi truong. Ngay ¢ Viét Nam, cac dy an 16n vé mang
tin hoc déu da duoc thiét ké voi ha t?mg chép nhan dugc vdi cong nghé ATM trong tuong lai.

. Céc dac trung chinh cua cong nghé¢ ATM

Mang chuyén mach ATM la mang cho phép xur Iy toéc d0 cao, dung lugng 16n, chat luong

truy nhap cao, va viéc di€u khién qua trinh chuyén mach dé€ dang va don gian. Péc tinh ctia



chuyén mach ATM 14 & chd né thir nghiém su bién ddi cua do tré té bao thong qua viéc sur
dung k¥ thuat tu dinh tuyén cta 16p phan cing, va c6 thé dé dang hd trg cho truyén thong da
phuong tién sir dung di liéu, tiéng n6i va hinh anh. Hon thé nita, n c¢6 thé dam bao viéc diéu
khién phan tan va song song & murc dd cao. Nhugc diém cua hé théng chuyén mach ATM la
su phirc tap clia phan cimg va sy ting thém cua tré truyén dan té bao, va 1a sy diéu khién phirc
tap do viéc chirc ning sao chép va xur 1y phai duoc thuc hién dong thoi.

. Dénh gia khi dung ké néi ATM

Khi méi truong cia xi hoi thong tin dwge hoan thién, thi mang giao tiép thong tin bing
rong can thiét phai to ra thich nghi vé6i cac tinh ning nhu téc d6 cao, bing rong, da phuong
tién. Va vi vay phai tinh dén viéc thiét 1ap mang thong tin téc do siéu cao & tim qudc gia.

Mang thong tin toc do siéu cao d dwa vao sir dung cong nghé ATM (phuong thic truyén
tai khéng déng bo) dé tao ra mang ludi quéc gia rong khip véi tinh kinh té va hiéu qua cho
phép cac nha cung cap dich vu c6 thé cung cap nhiéu loai hinh dich vu thong tin khac nhau.

Cong nghé ATM 1a cong nghé dang trén qua trinh hoan thién va chuan hoa, nén viéc trién
khai n6 can dugc nghién ctru chudn bi rat day du va chi tiét, dé c6 kha nang duy tri va mo
rong.

»  Két ndi dung mang Frame Relay

Service provider

Organizational LAN

Frame Ralay
port of entry

v

Frame Relay network

PVC Frame Relay

Bridge!

0 O |

Router FRAD port of entry
FRAME RELAY ACCESS Erame Ralay —
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FRAD = Frame Relay Access Device Bl’i(lge..f
PVC = Permanent Virtual Circuit Router

Organizational LAN

Hinh 5-12: M hinh két n6i WAN diing mang Frame relay
. Gidi thiéu vé mang Frame Relay
Frame relay - mang chuyén mach khung:
Budc sang thap ky 80 va dau thap ky 90, cong nghé truyén thong cé nhirng budc tién nhay



vot dic biét 1a ché tao va sir dung cap quang vao mang truyén dan tao nén chat luong thong
tin rat cao. Viéc xtr dung thu tuc hoi dap X25 dé thyc hién truyén sd liéu trén mang cap quang
luén dat duoc chét luong rt cao, va vi thé khung truyén tor 128 byte cho X25 dugc md rong
v6i khung 16n hon, thé 13 cong nghé Frame Relay ra doi. Frame relay c6 thé chuyén nhan céc
khung 16n téi 4096 byte, va khong can thoi gian  cho viéc hoi dép, phat hién 15i va stra 16i ¢
16p 3 (No protocol at Network layer) nén Frame Relay c6 kha ning chuyén tai nhanh hon hang
chuc 1an so v6i X25 & cung tde do. Frame Relay rat thich hop cho truyén sé liéu téc d6 cao va
cho két ndi LAN to LAN va ca cho am thanh, nhung diéu kién tién quyét dé st dung cong
nghé Frame relay 1a chat lugng mang truyén din phai cao.

e Céc thiét bi dung cho két ndi Frame Relay Co s& dé tao dugc mang Frame relay la:

o Céc thiét bi truy nhap mang FRAD (Frame Relay Access Device),

o Céc thiét bi mang FRND (Frame Relay Network Device),
Puong ni giita cac thiét bi va mang truc Frame Relay, mé ta trong hinh v& dudi day.

Frame
FRALD FRNL Relay FRND FRAL
| Network | |
| FR | FR |
UNI UNI

Hinh 5-13: Mang Frame relay - mang chuyén mach khung

Thiét bi FRAD c6 thé 1a cac LAN bridge, LAN Router v.v...

Thiét bi FRND c6 thé 1a cac Tong dai chuyén mach khung (Frame) hay tong dai chuyén
mach té bao (Cell Relay - chuyén tai tong hop cac té bao cua cac dich vu khac nhau nhu am
thanh, truyén sb liéu, video v.v..., mdi té bao do dai 53 byte, day 1a phuong thirc ciia cong
nghé ATM). Pudng két ndi gitta cac thiét bi 13 giao dién chung cho FRAD va FRND, giao
thirc nguoi dung va mang hay goi F.R UNI (Frame Relay User Network Interface). Mang truc
Frame Relay ciing twong tu nhur cac mang vién thong khac c6 nhiéu tong dai két ndi v6i nhau
trén mang truyén dan, theo thu tuc riéng ctia minh. Trong OSI 7 16p, 16p 3 - 16p network,
Frame Relay khong dung thu tuc gi ca (Transparent).

. Cac déc tinh cua Frame Relay

Nguoi st dung giri mot Frame (khung) di véi giao thiee LAP-D hay LAP-F (Link Access
Protocol D hay F), chtra thong tin vé noi dén va thong tin nguoi sit dung, hé thong s& ding

thong tin nay dé dinh tuyén trén mang.



Cong nghé Frame Relay c6 mot wu diém dic trung rat 16m 1a cho phép nguoi sir dung dung
téc d6 cao hon mirc ho ding ky trong mot khoang thoi gian nhat dinh , c6 nghia 1a Frame
Relay khong c¢é dinh do rong biang thong (Bandwith) cho timg cudc goi mot ma phan phdi
bandwith mot cach linh hoat, diéu ma dich vu X25 va thué kénh riéng khong c6. Vi du nguoi
stt dung ky hop dong sir dung véi toc do 64 kb, khi ho chuyén di mot lugng thong tin qua 16,
Frame Relay cho phép truyén chiing & toc do cao hon 64 kb. Hién twong nay dugc goi 1 "bung
nd" - Bursting.

Thuec té trén mang ludi rong 16n c6 rat nhiéu ngudi st dung véi vo sd frame chuyén qua
chuyén lai, hon nita Frame Relay khong sir dung thu tuc sira 16i va diéu khién thong luong
(Flow control) ¢ 16p 3 (Network layer), nén cic Frame c6 16i déu bi loai bo thi van dé cac
frame duoc chuyén di dung dia chi, nguyén ven, nhanh chong va khong bi thira bi thiéu 1a
khong don gian. Bé dam bao dugc diéu nay Frame relay st dung mot s6 giao thirc sau: DLCI
(Data link connection identifier) - Nhan dang dudng ndi data.

Ciing nhu X25, trén mot duong ndi vat Iy frame relay c6 thé co rat nhiéu cac dudng ndi
a0, moi mot ddi tac lién lac duoc phan mot duong ndi a0 riéng dé tranh bi 14n, duoc goi tat 1a
DLCI.

CIR (Committed information rate) - Toc d6 cam két.

Dbay 1a toc dd khach hang dat mua va mang ludi phai cam két thuong xuyén

dat duogc toc do nay.

CBIR (Committed burst information rate) - Toc d§ cam két khi bung no thong tin.

Khi ¢6 luong tin truyén quéa 16n, mang ludi van cho phép khach hang truyén qué toc d6 cam
két CIR tai toc 46 CBIR trong mot khoang thoi gian (Tc) rat ngin vai ba gidy mot dot, diéu
nay tuy thudgc vao do "nghén" cia mang cling nhu CIR.

DE bit (Discard Eligibility bit) - Bit danh diu Frame c6 kha ning bi loai bo.

Vé Iy ma noi néu chuyén cac Frame vuot qua tbe do cam két, thi nhitng Frame d6 sé& bi loai
bo va bit DE duoc st dung. Tuy nhién c6 thé chuyén cac frame di voi téc d6 16n hon CIR
hay tham chi hon ca CBIR tuy thuc vao trang thai cia mang Frame relay luc d6 c6 d0 nghén
it hay nhiéu (Thyc chat ctia kha ning nay 1a muon do rong biang thong"Bandwith" ciia nhiing
nguoi str dung khac khi ho chua dung dén). Néu do nghén ctia mang cang nhiéu (khi nhiéu
nguoi cung lam viée) thi kha ndng i ro bi loai bd ctia cac Frame cang 16n. Khi Frame bi loai
b6, thiét bi dau cudi phai phat lai.

Do mang Frame relay khong c6 thii tuc diéu khién thong lwong (Flow control) nén d nghén

mang s& khong kiém soat dugc, vi vay cong nghé Frame relay sir dung hai phuong phap sau



de giam do nghén va so frame bi loai bo.

S dung FECN (Forward explicit congestion notification):
Thong bdo do nghén cho phia thu va BECN (Backward Explicit Congestion Notification)

Théng bao d6 nghén vé phia phat . Thuc chét cuia phuwong phap nay dé giam téc do phat khi

mang ludi cd qua nhiéu nguoi st dung cung ltc.

thdng tin di théng tin di

Phit Thu
A BECN FECN B
Giam phit Bio bén phit
zudng giam zulng

Hinh 5-14: Nguyén ly str dung FECN va BECN

Sir dung LMI (Local Manegment Interface): dé thong bao trang thai nghén mang cho
cac thiét bi dau cudi biét. LMI 1a chuong trinh diéu khién giam sat doan két noi giita FRAD
va FRND.

. Panh gia khi dung ké ndi Frame Relay

Hién nay nhu cdu két ndi WAN duoc dit ra va bién doi theo tirng ngay, co rat nhiéu cong
nghé duoc dua ra thao luan va thir nghiém dé xay dung nén tang mang ludi cung cip céc dich
vu truyén s liéu cho qudc gia. Theo xu thé chung, tit ca cac dich vu thoai va phi thoai dan
dan sé tién t6i dugc str dung trén nén ctia mang thong tin bang rong tich hop IBCN (Integrated
Broadband Communacation Network). Trén co s mang IBCN, ngoai cac dich vu truyén
théng vé thoai va truyén sd liéu con c6 thé cung cap rat nhiéu dich vu lién quan t6i hinh anh
dong va dich vy tir xa nhu: truyén hinh chat lugng cao, hdi thao truyén hinh, thu vién dién tu,
dao tao tir xa, kénh video theo yéu cau (video on demand),...

Qua trinh tién t&i mang IBCN hién tai co thé xem nhu c6 hai con duong: Hudng thu nhét
la tir cac mang dién thoai tién t6i xay dung mang s6 da dich vu tich hop ISDN (Integrated
Service Digital Network) rdi tién toi BISDN hay IBCN. Hudng thir hai 14 tir cac mang phi
thoai tirc 1a cac mang truyén sb liéu tién t6i xay dung cac mang chuyén khung (Frame-Relay)
r0i mang truyén dan khong dong b6 ATM (Asynchronous Transfer Mode) dé 1am nén tang
cho IBCN.

Cong nghé Frame-Relay véi nhimg wu diém ctia né nhu 1a mot cong nghé s& duoc tng
dung trén mang truyén sb liéu ctia Viét nam trong thoi gian téi. Theo sb lidu ciia dién dan

Frame-Relay thi nguyén nhan dé ngudi ding  chon Frame-Relay la:



Két ndi LAN to LAN: 31%

Tao mang truyén anh: 31%

Tbc dd cao: 29%

Gia thanh hop ly: 24%

Dé dung, d6 tin cdy cao: 16%

Xu ly giao dich phan tan: 16%

Ho1 thao video: 5%

R rang 1a cac tmg dung trén Frame-Relay déu sir dung kha ning truyén sd liéu toc do cao

0O O O O O O O

va can dén dich vu bang tan rong co tinh dén kha ning bung nd luu luong (trafic bursty) ma &
cac cong nghé cii hon nhu chuyén mach kénh hay chuyén mach goéi khong thé tao ra.

»  Két noi dung dich vu chuyén mach téc @ cao (SMDS)

. Gioi thiéu

SMDS (Switched Multimegabit Data Service) mang chuyén mach téc d6 cuc cao. Giéng
nhu mang frame relay, né cung cp cac kénh ao(virtual channels) véi tbc do thap nhat 1a
T1(gn 1.5 Mbps) dén téc dd T3(gan 45 Mbps).

SMDS dung phuong phap truy nhip mang va giao dién theo chuin IEEE

802.6. khoang cach két ndi toi da 1a 160 kilé mét(100 ddm Anh).

SMDS dung cong nghé t€ bao kich thudc c¢6 dinh gan nhu ATM, nd thudong cung cép
dich vu dung tdc dd cao trén T-1, hay T-3 thuong la 4, 10, 16, 25 and 34 Mbps.

Mang truc SMDS ¢6 tc d6 DS-3 (45 Mbps), OC-3 (155 Mbps) hd tro toc

do6 truyén SONET, va OC-12 (622 Mbps).

Dung SMDS rat ¢6 loi cho cac ing dung doi hoi toc d§ cao nhu truyén anh, thiét ké tro
gitip bang may tinh(computer-aided design -CAD),xuit ban, va cactng dung vé tai chinh .

SMDS phul hop véi céc to chite ¢6 cac dic trung sau:

o C6 nhiéu dia diém phén tan vé mat dia 1y, tai mdi dia dja diém déu c¢6
LAN

o Cén trao d6i thong tin & tdc d6 cuc cao.

o Chép nhan dung truyén s6 liéu qua mang dich vu cong cdng.

. Pénh gia khi ding ké néi SMDS

Viéc dung mang SMDS dé két ndi WAN chi gianh cho cac IXP 16n.



>  K&ét nbi dung chuin X.25
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Device X
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Device Y

%‘ X.25 link
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Device Z
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X.25 PACKET-SWITCHING

Hinh 5-15: hinh két ndi WAN diing mang X25
. Gidi thi¢u

Mang X25 dugc CCITT cong b6 1an dau tién vao 1970, lac d6 linh vuc vién thong lan
dau tién tham gia vao thé gidi truyén dir liéu véi cac dac tinh:  X25 cung cép quy trinh
kiém soét ludng gitta cac dau cudi dem lai chat lwong dudng truyén cao cho du chat lugng
mang ludi dudng day truyén thong khong cao. X25 duge thiét ké cho ca truyén thong
chuyén mach 13n truyén thong kiéu diém ndi diém. Pugc quan tim va trién khai nhanh
chéng trén toan cau.

Trong X25 ¢6 chic niang don kénh (multiplexing) d6i véi lién két logic (virtual circuits)
chi 1am nhiém vu kiém so4t 13i cho cac frame di qua. Piéu nay lam ting do phtc tap trong
viéc phdi hop cac thu tyc giita hai ting ké nhau, din dén thong lugng bi han ché do tong phi
xtr Iy mdi géi tin ting 1én. X25 kiém tra 18i tai mdi nut trudc khi truyén tiép, didu nay 1am han
ché toc do trén duong truyén co chat luong rat cao nhu mang cap quang . Tuy nhién do vay
khéi lwong tich toan tai mdi ntt kha 16m, d6i v6i nhitng dudng truyén cua nhimg nim 1970
thi diéu do 1a can thiét nhung hién nay khi ky thuat truyén dan da dat duoc nhirng tién bo rat
cao thi viéc d6 trd nén lang phi. Do vay cong nghé X25 nhanh chéng tré thanh lac hau.

. Panh gia khi dung ké ndi X.25

Hién nay khong con phu hop véi cong nghé truyén so lidu.



5.1.2.3  Két néi WAN ding VPN

»  Gié6i thiéu tong quan vé VPN

VPN (Virtual Private Network) 1a mot mang riéng dugc xdy dung trén nén tang ha tang
mang cong cong (nhu 1a mang Internet). Mang IP riéng (VPN) 1a mot dich vu mang ¢ thé
dung cho cac tng dung khac nhau, cho phép viéc trao dbi théng tin maot cach an toan véi
nhiéu Iya chon két ndi. Dich vu nay cho phép cac t6 chitc  xay dung hé thong mang WAN
riéng c6 quy mo 1on tai Viét Nam.

Giai phap VPN cho phép nguoi st dung lam viée tai nha hodc dang di cong tac & xa co
thé thuc hién mot két ndi t6i tru so chinh cia minh, bang viée sir dung ha tang mang thong
qua viéc tao 1ap mot két ndi noi hat toi mot ISP. Khi do, mot két ndi VPN s& duge thiét 1ap
gilra nguoi dung véi mang trung tdm cua ho.

Két ndi VPN ciing cho phép cac t6 chirc két ndi lién mang giita cac NOC cta ho  dat tai
cac dia diém khac nhau thong qua cac két ndi truc tiép (Leased line) tir cac dia diém do téi
mot ISP. Piéu d6 gitp giam chi phi goi dudng dai qua dial-up va chi phi thué duong Leased
line cho khoang cach xa. Dir liéu chuyén di dugc dam bao an toan vi cac géi dir liéu truyén
thong trén mang da dugc ma hoa.

> Mot s6 giai phap ky thuit hay ding trong két noéi VPN

- IPSec
- PPTP
- L2TP
» Mot s6 mé hinh WAN ding VPN
. DungVPN két néi POP vé NOC

Ket noi VPN
Puong ham

Chi nhanh Ket noi noi hat toi ISP Tong hanh dinh
POP NOC

Hinh 3-16: M hinh WAN ding VPN ndi POP véi NOC
. Dung VPN truy nhap vé POP hay NOC



> Mot vai nhéan xét khi sit dung VPN trong két néi WAN.

Han ché khi VPN dung cong nghé IPSec 1a 1am gidm hi¢u nang ctia mang vi trudce khi gui
g6i tin di. dau tién, goi tin duge ma hoa, sau d6 dong goi vao cac goi IP, hoat dong nay tiéu
tén thoi gian va gay tré cho géi tin. Tiép theo goi tin mdi duoc dua vao trong mang cia nha
cung cap dich vu.

Céac VPN gateway phai twong thich khi chung két ndi v6i nhau.

Puong ham VPN duoc tao ra trong khong gian mang khong dong nhat do dé rat kho dam
bao chét luong dich vuy.

5.1.3 Giao thirc két ndi WAN co ban trong mang TCP/IP.

51.3.1 Giao thirc PPP

Giao thitc PPP(Point-to-Point Protocol) la giao thire diing dé déng géi dir liéu cho truyén
théng diém diém. PPP 1a mot chuan dé gan va quan 1y dia chi IP, dong goéi di bo(asynchronous
start/stop), dong bd dinh hudng bit(bit-oriented synchronous), giao thirc mang phan
kénh(network protocol multiplexing), cau hinh két ndi(link configuration), kiém tra chét luong
két nbi(link quality testing),phat hién 18i(error detection), bao gdm ca giao thirc kiém soat ting
két n6i LCP(Link Control Protocol) va giao thtrc kiém soat tang mang NCP(Network Control
Protocols) phuc vu cho viéc Iyra chon dia chi ting lién két, viéc nén dit liéu truyén, cling nhu
xé4c dinh cac cau hinh tham s cho ting lién két. PPP hd tro trong nhiéu bo giao thirc khac
nhau nhu: by giao thirc Intranet/Internet IP, bd giao thirc IPX - Novell's Internetwork Packet
Exchange, bo giao thirc DECnet,...

>  Céc thanh phan ciia PPP

PPP cung cap phuong phap dé truyén cac khung dir li¢u(datagrams) trén céac lién két tuan
tu diém - diém(serial point-to-point links). PPP ¢6 3 thanh phan chinh:

- HDLC - Phuong phap dong goi cac khung dit liéu trén céac lién két diém - diém..
PPP dung giao thite HDLC(High-Level Data Link Control protocol) l1a co sé cho viéc dong
goi nay

- LCP - d¢ 1ap cu hinh va kiém tra két n6i - data link connection.

- NCP - d¢ lap cau hinh céc giao thuc tang mang(network layer protocols). PPP
dugc thiét ké dung cho nhiéu bo giao thirc mang khac nhau.

>  Nguyén tic lam viéc ciia PPP

. Gioi thiéu



Dé lap két ndi qua lién két PPP, dau tién PPP giri khung LCP dé cdu hinh va kiém tra lién
két dir ligu(data link). Sau d6 lién két dugc lap, PPP giri khung NCP dé chon va cu hinh cac
giao thirc tang mang(network layer).

. Yéu ciu cua tang vat ly

PPP c¢6 kha nang lam viéc véi nhi€u loai giao dién DTE/DCE,chang han nhu EIA/TIA-
232-C (RS-232-C cii), EIA/TIA-422 (RS-422 cii), EIA/TIA-

423 (RS-423 cii), V.35. Yén cau tuyét d6i ctia PPP 1a mach song cong (duplex circuit), hodc
mach chuyén dung(dedicated), hay chuyén mach (switched), Cac mach nay co thé 1am viéc &
ché d6 tuan ty bit di bo (asynchronous) hay déng bd (synchronous bit-serial mode), trong sudt
v6i cac khung PPP tang lién két (link layer). PPP khong bat budc mot han ché gi vé toc do
truyén trén DTE/DCE interface.

. Yéu ciu cua tang PPP link

PPP dung cic nguyén tic, thuat ngit, cau trac khung ctia ISO(the International Organization
for Standardization) HDLC thu tuc (ISO 3309- 1979), duoc thay bang ISO 3309:1984/PDAD1

“Addendum 1: Start/Stop Transmission.” ISO 3309-1979 xac dinh c4u triic khung HDLC
ding cho méi trudng dong bd. ISO 3309:1984/PDAD] thay cho ISO 3309-1979 ding cho
moi trudng di bo. Tha tuc diéu khién PPP dung dé xac dinh ma hoa trudng diéu khién duogc
chuan ho4 trong ISO 4335-1979 and 1SO 4335-1979/ Addendum 1-1979. Qui cach khung dir
liéu PPP gom 6 trudng dugc mo ta dudi day:

Fizld length,
L | | 1 z Variable 2ard

Flag |Address| Contral Protocol Diata FCS

Céc truong trong khung PPP gom:

o Flag - Truong cd 1 byte xac dinh bat ddu hay két thuc cua 1 khung, gdbm
mot chudi nhi phan 01111110.

o Address - Truong dia chi 1 byte gdm m6t chudi nhi phan 11111111,

dia chi broadcast chuan, PPP khong géan dia chi tram riéng.

o Control - Trudng diéu khién 1 byte gdbm mot chudi nhi phan 00000011, ma

n6 diéu khién viéc truyén cac khung dir liéu khong tudn ty.



o Protocol - Truong giao thirc 2 byte xac dinh giao thirc dong gobi ctia
khung.

o Data - ¢6 thé 1 0 hodc nhiéu byte, gia tri mic dinh 1a 1500 byte.

o Frame check sequence (FCS) - Chudi kiém tra khung 16 bit (2 byte).
Cho phép PPP phat hién 16i

. Giao thirc diéu khién PPP link LCP

PPP LCP cung cip phuong phép lap, cdu hinh, duy tri va két thuc két ndi

diém-diém(point-to-point). LCP trai qua 4 pha khéac nhau:

Pha dau lap va cdu hinh két ndi, trudc khi truyén dir liéu LCP mé két ndi dé cau hinh, xac
1ap cac tham s6 két ndi . Khi pha nay két thuc khung xac lap c4u hinh d3 dugc guri va nhan,
do d6 ciing xac dinh luon duoc chét luong két nbi .

Pha xac dinh chat lugng két ndi.

Pha cdu hinh ting mang NCP lam viéc khi chat luong két ndi xac nhén la

dam bao

Pha cubi 1a két thiic, khi chat lugng két n6i khong dam bao hay két thic truyén.

. PPP trong két n6i WAN

Céc két ndi WAN trong mang IP, IPX hay DECnet déu ding PPP.

5.14  Caéc thiét bi dung cho két noi WAN

5.1.4.1  Router (Bj dinh tuyén)

ba duogc trinh bay trong muc 2.1.2.

5.1.4.2  Chuyén mach WAN

»  Khéi niém

Phuong phap chuyén mach WAN 13 qua nha cung cp dich vu vién thong thiét 1ap va duy
tri mach dung riéng cho mdi phién truyén thong. Mot minh hoa cho chuyén mach WAN la
mang chuyén mach s6 da dich vu ISDN(Integrated Services Digital Network).

Thiét bi chuyén mach WAN(WAN switch) 14 thiét bi nhiéu céng lién mang (multiport
internetworking device) dung trong cac mang vién thong nhu Frame Relay, X.25, va SMDS,
n6 hoat dong & tng data link. Chang han chuyén mach WAN da dich vu B-STDX cua Lucent
st dung cong nghé Fram Relay, IP va cac dich vu ATM. Hay bd chuyén mach DSLAM dung
trong cong nghé ADSL, G.SHDSL.



WAN Switch WAN Switch

Router

WN Svitch WAE\J Switch
Hinh 5-17: B§ chuyén mach WAN

» Ly do dung chuyén mach WAN

Chuyén mach WAN duoc dung dé cung mdt luc duy tri nhi€u cau ndi gitra cac  thiét bi
mang, do vay tic thoi tao dugc loai duong truyén xuong séng (backbone) ndi tai toc do cao
theo yéu cau. Chuyén mach WAN c6 nhiéu cong, mdi cong c¢6 thé hd trg mot tuyén thué bao
riéng voi toe do theo yéu cau.

5.1.4.3  Access Server

>  Khai niém

Access server 1a diém tap trung cho phép két ndi WAN qua cac mang dién thoai cong cong
cong(PSTN), mang da dich vu sd(ISDN), hay mang dit liéu cong cong (PDN).

Nguoi dung tir xa, hay mang LAN xa qua modem ndi vao mot trong cic mang trén

deu co thé truy nhdp vao mang cia minh qua access server.

Access server c¢0 nhiéu loai, va c6 thé phan nhiéu cap nhu cé kha nang tich hop nhiéu
modem trong cting mot thiét bi, c6 kha nang tich hop nhiéu trung ké, c¢6 kha ning ghép nhiéu
kénh truyén dan,...

Chang han thiét bi CVX 1800 cua hang Nortel c¢6 thé cung cip 2688 modem trén mot thiét
bi do vy co thé cung luc két ndi 2688 duong. Co giao tiép WAN dé 1am nhiém vu chuyén
mach WAN khi két ndi véi cac mang dir liéu cong cong PDN. Két ndi vai mang dién thoai
cong cong PSTN no dung giao tiép DS1, DS3 hay E1. Két ndi voi cac tong dai TANDEM no
¢6 bd chuyén mach ghép kénh theo thoi gian (TDMS - time division multiplexing switch).

Dung linux box va 1 vi multiport ciing c6 thé tao ra 1 access server dung cho truy nhap qua

mang dién thoai cong cong.
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Hinh 5-18: Access server hd trg truy nhép tong hop

> Hoat dong ctia Access Server

Access server lam nhiém vu chod két ndi tir xa dén, va ty no c6 thé quay sé dé két ndi véi
access server khac. Khi ngudi dung tir xa, hay mang xa két ndi vao access server , néu dugc
phép thi co thé dung cac tai nguyén mang dang két ndi véi access server nay, hay access
server nay 1a mot tram chuyén tiép dé két ndi di tiép.

» Ly do phai dung Access Server:

Két n6i WAN, truy nhap tir xa ding access server 1 giai phap don gian, tiét kiém chi phi
nhat.

Remote usars'walog g

Internet users CEYay

Web server

Mang Intemet/
Intranet = Acounting
server

ISDN DVV

Telecommuter

Access Server

Mail server

Hinh 5-19: Access server hd tro truy nhip vao internet/intranet
5.14.4 Modem
Modem 1a tir ghép ctia MOdulator/DEModulator (Piéu ché/giai diéu ché), chuyén tin hiéu
digital tir may tinh thanh tin hiéu analog dé co thé truyén qua, dudng dién thoai. Con modem
& d4u nhan thi chuyén tin hi¢u analog trd lai thanh tin hi¢u digital cho may tinh tiép nhan co

thé hiéu duoc.



Modem truyén sb liéu theo toc d6 chuin, biéu hién bang don vi bit truyén trong mot gidy
(bits per second - bps) hoic do bang bdt (baud rate). V& mit ki thuat thi bps va baud khac
nhau, nhung viéc dung baud thay cho bps di qua phd bién nén hai don vi nay c6 thé thay thé
cho nhau.

Néu xét vé toc do thi cang nhanh cang tét. Vi du truyén mot file 300K qua modem c6 tdc
d6 13 2400 bps thi mat khoang 22 phut, con v6i modem 9600 bps chi mat 5,5 phat. Uu thé
vé toe do cang thé hién ro khi truyén hodc nhan thong tin khoang cach xa. Tai Viét Nam, nhét
13 & cac thanh phd 16n chét luong dudng truyén rat tét nén thuong dat duoc toc dd cao nhat
upload la 33.6 Kbps, download la 56 Kbps.

Vao thoi diém hién nay, modem co6 kha nhiéu thuong hi€u nhu Origo, Pine, Intel, Acorp,
Vern, GVC, Creative, Prolink, Creative va US Robotics, phé bién nhit 1a hai chuan V90 va
V92.

Modem loai gan trong (Internal) 1a mot vi ding dé cam vao mot khe(slot) trong may PC.

Loai dung cho modem tich hop trén mainboard, 1a ban mach dugc thiét ké tich hop luon
trén PC, do d6 PC co céng cam line dién thoai vao.

Loai modem gin ngoai (External) théng qua cong COM hoic USB kha phong phu vé ching
loai, cac thuong hiéu c6 tiéng nhu US Robotics (56K, V90,Voice, dung chip 3COM), Creative
(USB, V90/92), Hayes Accura 56Kbps V92 - External (Com Port).

Modem loai PCMCIA (3COM, CNET, XIRCOM) dung cho mdy tinh xach tay cim qua
cong PCMCIA.

Theo kinh nghiém sir dung chit luong cac loai modem trong(internal) khong dam bao, chi
dung duoc trong khoang thoi gian bao hanh (12 thang), sau khi hét bao hanh vai tudn hay tham
chi s6m hon 1a bt dau c¢6 truc tric. Loai modem ngoai (Ext) chat lugng dam bao hon, c6 kha
ning két nbi v6i tbe d6 cao, nhét 1a nhitng loai modem ctia cac hing ndi tiéng nhu US Robotics,
Creative (USB, VV90/92), Hayes Accura 56Kbps V92.

>  Gi6i thiéu mét s6 chuin pho bién ma cic modem dang dung: V42, X2,
K56Flex,V90 va chuin V92

. Chuan V90:

Trudce khi cong nghé V90 ra doi thi cong ngh¢ KS6Flex va x2 1a hai cong ngh¢ ma hai nha
san xuat modem hang dau dua ra. Cong nghé K56Flex 1a do cong ty Lucent Technologies va

Rockwell Semiconductor Systems phéi



hop. x2 1a cong nghé do 3Com Coporation/US Robotics. Ngoai hai cong nghé K56Flex va
x2 thi loai modem nao ¢6 hai chuin nay thi cé thé dat duoc tdc do két ndi nhanh hon toc dod
33.6Kbps. Modem st dung cong nghé K56Flex hoac x2 khong thé dat duge toc do tai nhanh
tir nhitng nha cung cép dich vu khi modem ta dang sir dung mot cong nghé khac ngoai
K56Flex va x2. Diéu nay c6 nghia 13 nha cung cip dich vu ma ta két ndi  vao ciing phai hd
trg chudn K56Flex va x2. V90 trude dy dugc biét dudi dang V.pcm, nd 1a k¥ thuét diéu ché
xung. Sau nay hai chuin nay duogc thiét lap lai thanh mot chuin ma tit ca cic modem khac
c6 thé hiéu duoc va tuong thich trén toan cau.

. Chuén V92:

Sau khi cho ra doi chuan V90 dugc hai nidm, t6 chitc ITU-T cho ra doi chudn V92. Day la
thé hé tiép theo ctia modem twong tu. Chudn nay sé  duoc thong qua mot chinh thirc tir nim
2000.

Chuan V92 c6 thém 3 chitc nang so voi chuan V90 nhu: két néi nhanh, chiing ta chi can
mot nira thoi gian so véi trude dé dial-up; nhé duge nhirng cude dién thoai goi dén, chirc ning
nay cho phép nhian mét cudc dién thoai goi dén trong khi modem dang str dung; kha ning diéu
ché xung nguogc c6 thé day manh lién két nguoc chiéu 1én t6i 48kbit/s.

Két ndi nhanh 13 mot uu diém dic biét véi nguoi ding, thoi gian két ndi rat ngan xudng
con 10 gidy, diéu nay rat c6 y nghia khi chuan V90can t&i 20 gidy. Tinh nang két ndi nhanh,
duy tri cac tham sé dudng truyén cho nhitng diém truy nhap chung, nhu 1a ty 1€ tin hiéu va
nhiéu, tin s6 xuat hién cau tra 10i dé ma giam di duoc nhiing thoi gian tham do vi vay tiét
kiém duogc thoi gian. Cong ty Conexant néi rang s& nghién ciru dé giam thoi gian két nbi xudéng
con 5 giay. Nhé dugc nhiing cudc dién thoai goi dén. Chtrc nang nay cé thé bao vé su két ndi
modem Ién t4i 16 phut, trong khoang thoi gian d6 mot cudc dién thoai goi dén s& duoc phat
hién khi modem dang dugc st dung. Chirc ndng nay dugc dua trén mot phién ban modem cua
hing NTT véi chirc ning "Bit cudc goi". Chirc ning nay duoc ngudi ding quan tim nhiéu,
dac biét la & My, & do trong toan bd thoi gian két ndi thi co thé xdy ra nhiing cudc goi voi
mot ty 16 ¢d dinh, & Nhat thi vAn dé ndy con phu thudc vao cac nha cung cap dich vy, va

phan mém chuyén ddi k¥ thuat s6



dic biét phai dugc cai dat boi mot hing truyén thong. Lién két nguoc chiéu 1én t6i 48kbit/s

Céc cai tién d3 1am cho dir liéu dugc truyén véi toe d6 cao trén lién két nguoc chiéu tir nha
toi tong dai. Nguoi ta sir dung k¥ thuat giong nhu sy diéu ché ma hoa xung (PCM) d¢ cho
tang toc do tir 33.6 kbit/s trong modem 56k 1én 48 kbit/s.

. Chuan V42:

Giao thirc V42 c6 thém LAPM ( Link Access Protocol) va MNP 1-4. Khi hai modem bit
tay & ché d6 V42 thi né st dung giao thie LAPM dé diéu khién nhitng dit liéu bi 15i va s& yéu
cAu modem phat truyén lai nhitng khdi dit liéu bi 15i. Néu mot trong hai modem hd tro chuin
V42 va modem con lai chi hd trg MNP thi modem kia s& thuong luong dé sir dung MNP. Ca
hai trudng hop trén thi qua trinh sira 18i trén dudng truyén hoan toan ti dong va khong yéu
cAu bat ctr phan mém nao hay chuyén gia méi sir dung duoc.

. Chuan V42BIS:

Giao thtrc nay sé st dung MNP Level 5 dé twong ximg dir liéu, diém khac biét 1a khoi lugng
dir liéu dugc nén bao nhiéu. Giao thirc V42 thuong nén dit li€u 6 ti I¢ 4:1 phu thudc vao loai
tap tin dugc giri. Nhitng tap tin hay dit liéu d duoc nén sin nhu 1a PKZIP, GIF hay JPG thi ti
1¢ nén khong biét s& dugc modem nén nira hay khong, né s& phu thudc vao hé thong nén cua
modem.

NTU - Thiét bi két cudi mang (Network Terminal Unit) 14 thiét bi dat tai cac diém két cudi
mang, thuc hién chtrc nang két ndi tin hiéu va chuyén doi giao dién giita kénh truyén dan truy
nhap mang véi thiét bi dau cudi thué bao.

5145 CSU/DSU

CSU/DSU (Channel Service Unit/Data Service Unit) 1a thiét bi phan cting tai cac diém dau
cudi cia cac kénh thué riéng. N6 lam nhiém vu chuyén dit liéu trén dudng truyén thong WAN
sang dit liéu trén LAN va nguoc lai. Thiét bi nay dung dé két ndi WAN khi dung cac kénh
thué riéng.

CSU/DSU dung cac giao dién chuin RS-232C, RS-449, hay V.xx

5.1.4.6 ISDN terminal Adaptor

La thiét bi dau cuoi dé két noi PC hay LAN vao WAN qua mang ISDN.



5.1.5 Panh gia va so sinh mt sé cong nghé dung cho két néi WAN.

Véinhu cau doi héi ngdy cang cao cua xa hoi nén van dé xem xét danh gia k§  thuat trong
mang 13 mbi quan tAm hang dau cua cac nha phan tich va thiét ké mang. Chiang han mot yéu
cau pho bién nhu lam thé nao dé truy xuat thong tin mot cach nhanh chéng va tdi wu nhat,
trong khi viéc xir 1y thong tin trén mang qua nhiéu doi khi c6 thé lam tic nghén trén mang va
gdy ra gian doan thong tin mot cach dang tiée.

Hién nay viéc lam sao c6 dugc mot hé théng mang chay that tdt, that an toan voi chi phi
hop 1y, va mang lai loi ich kinh té cao, dang rat duoc quan tam. Mot van dé dit ra c6 rat nhidu
giai phap vé cong nghé, mdi giai phap c6 rat nhiéu yéu to cdu thanh, trong mdi yéu td c6 nhiéu
cach Iya chon. Nhu vay dé dua ra mot giai phap hoan chinh, phi hop thi phai trai qua mot qué
trinh chon loc dya trén nhitng wvu diém cua timg yéu t6, timg chi tiét rat nho. Trong thiét ké
WAN thi cong nghé két ndi 1a vin dé co ban nhat can duoc xem xét, danh gia va lua chon hop
ly.

Dé giai quyét mot van dé phai dua trén nhitng yéu cau dit ra va dua trén cong nghé dé
giai quyét. Nhung cong nghé cao nhat chua chic 14 cong nghé tot nhat, ma cong nghé tt nhat
1a cong nghé phu hop nhat vai yéu cau dit ra va diéu kién thuc té.

»  Két néi PSTN(mang dién thoai cong cong)

Két n6i WAN qua mang dién thoai cong cong c6 uu diém 1a don gian, d& thuc hién, nhung
nhugc diém 16n nhit 13 han ché vé toc d9, va do tin cdy thip. Chi dung hiéu qua cho cac thué
bao co thoi gian két ndi dudi 4 gid/ngay.

»  Két ndéi ISDN(mang dich vu tong hop)

Két ndi WAN qua mang da dich vu s6 ISDN ¢6 wu diém 1a 6n dinh hon qua mang dién
thoai cong cdng, nhung lai chiu chi phi cao hon, va la loai két ndi khong phé bién. Chi thuc
hién duoc tai cac dia phuong ma téng dai ho tro dich vu ISDN.

> Kétnéi FRAME RELAY

Hién nay & Viét nam, voi mot mang ludi truyén dan chua tét dong déu, cac truc chinh dung
cap quang, con lai nhiéu phan van dung viba vdi cac kénh dung cho thoai 14 chinh, it c6 cac
kénh dung cho truyén sb liéu, chat luong truyén dan chua hoan toan tét. Do vay buu dién chua
trién khai cong nghé Frame Relay trén toan qudc, nhu trén da trinh bay diéu kién tién quyét
dé str dung Frame Relay 14 chat lugng mang truyén dan phai cao. Tuy nhién, & nhit noi ma

buu dién di trién khai



cong nghé Frame Relay thi viéc xem xét chon giai phap két ndi WAN dung Frame relay 13
hoan toan chip nhan duoc, can dugc xem xét va trién khai.

>  K&ét noi sir dung cong nghé xDSL

Nhu phan 16n cong ngh¢ khéc, tiém ndng trén 1y thuyét cia cong nghé DSL c6 su khac biét
dang ké d6i voi tée do két ndi WAN cho céc to chirc va giéi doanh nghiép hién nay. Dic
biét, cong nghé VDSL c6 thé cung cip tdc do truy cap 1én  dén 52 Mbps tuy nhién phan 16n
cac két nbi van ding tdc 6 dudng truyén thap hon nhiéu ¢ 128 Kbps.

Céc chuyén gia cong nghé cho biét da c6 nhitng hoan thién dang ké trong chét lugng duong
truyén theo cong nghé xDSL. Vi thé luong khach hang thué bao sir dung dich vu xDSL vén
khong ngung tang Ién.,

Viéc két ndi sir dung xDSL ¢ nhitng doanh nghiép tir khoang 1999 1a budc hau thuin cho
viéc str dung cong nghé ADSL hién nay (cong nghé DSL khong ddi xtmg) véi toe do truy cap
tir 512 Kbps dén 8 Mbps.

Chuyén gia phan tich cap cao ctia Gartner Dataquest 6ng Charles Carr néi téc do cta cong
nghé xDSL c6 kha ning thay d6i cao vi nhiéu 1y do k¥ thuat khac nhau nhu chat lvong dudng
truyén va khoang cach giita cac van phong trung tim. Du cong nghé véi toe do truy cap nhanh
hon binh thuong c6 thé duoc trién khai tai mot sé khu vuc nhung phan 16n cac doanh nghiép
va khach hang st dung dich vu két ndi DSL 14 nhitng nguoi lam viée tir xa va cam thay hai
10ng vé6i téc d6 hién hanh.

Trong nhitng nim t6i cong nghé nhu VDSL c6 thé phan phdi téc d6 két ndi hoan thién dang
ké tir 26 Mbps dén 52 Mbps. Ong Carr ciing chi ra rang chi c6 Qwest 1a cong ty duy nhat hién
nay c6 thé cung cap cong nghé nay. Ong cho biét so véi toc do dat duoc trén 1y thuyét, cong
nghé VDSL thuc s& c¢6 toc do két ndi trung binh ¢ murc thdp gdm hai chit sé megabit.

Ngay nay cong nghé két ndi xDSL duoc xem 14 cong nghé co toc do truy cdp nhanh hon,
ré hon, va tin cdy, n6 sé& 1a lwa chon dau tién cua c4c nha thiét ké WAN.

5.2 Thiét ké mang WAN.

521 Cac md hinh WAN

5.2.1.1  Md hinh phan cdp
»  Khai niém mé hinh phén cép



Mo hinh phan cp dé hd tro thiét ké WAN thuong 1a mé hinh phan cip ba tang: Tang 1 1a
tang 16i(xuwong sdng cia WAN — backbone), ting 2 phan tan, ting 3 14 tng truy nhdp, goi tit
la mo6 hinh phan cép phuc vu cho viéc khao sat va thiét ké WAN.

Tang loi WAN Backbone
> S~

Tang phan tan

‘oh“ ”
Tang truy M
&y &
Dial-In Branch Workgroups Telecommuter
Dffice

Hinh 5-20: M6 hinh phan cip dé hd tro thiét ké WAN

Tang 16i 13 phan két nbi mang truc(WAN backbone) két ndi cac trung tim mang (NOC)
clia timg vung, théng thuong khoang cach giita cac NOC 1a xa hay rat xa, do vay chi phi két
ndi va do tin cay can phai dugc xem xét ky. Hon nua van dé& dam bao chat luong dich vu
QoS ciing duoc dit ra, din dén phan loai, phan cap wu tién dich vu.

Tang phan tan 13 phan két ndi cac diém dai dién POP, hay cc nhanh mang vao NOC.

Tang truy nhap tir xa 1 phan két ndi ctia ngudi dung di dong, hay cac chi nhanh nhé vao
POP hay vao NOC.

»  Cac wu diém ciia mé hinh phan cap:

Nho mé hinh phan cip ngudi thiét két WAN dé t6 chirc khao sat, dé Iya chon cac phuong
an, va cong nghé két ndi, d& t6 chirc trién khai, cling nhu danh gia két qua.

»  Céc tang trong md hinh phan cap

v Tang I6i

v Tang phan tan

v Tang truy nhap



5.2.1.2 Cac mo hinh top6.

Mo hinh topd (Topology) ciia WAN goi tat 1a mo hinh t6p6 thuc chét 1a mé ta ciu tric, va
cach bb tri phan tir cia WAN ciing nhu phuong thirc két ndi giita chiing véi nhau. Phan tir
cua WAN ¢ day la NOC — trung tam mang, POP - diém dai dién ctia mot vung, hay cac LAN,
va PC, Laptop,...

Céac NOC, hay POP c6 thé 1a cac campus LAN, hay 1a mét WAN.

Mo hinh t6p6 giup cac nha thiét ké WAN thuc hién viée t6 chirc khao sat, phan tich va
quan 1y trong qua trinh thiét ké, cling nhu thi céng hiéu qua.

Céu trtc, dja phuong hoa mang can trién khai

Céc mo hinh chtrc ning cta hé thong, phan tich cac chirc ning cta hé thong dé du bao, va
xéc dinh cac yéu cau trao doi thong tin.

5.2.2  Cac mo6 hinh an ninh mang.

52.2.1 Anninh-an toan mang la gi ?

Khai niém: Theo mot nghia rng thi an ninh-an toan mang dung riéng, hay mang nd1 bo
la gitr khong cho ai 1am cai ma mang noi bo d6 khdng mudn cho 1am.

Vay khi két nbi WAN phai trién khai co ché nao dé thuc hién yéu cau an ninh-an toan,
chung ta goi d6 14 co ché an ninh-an toan mang.

Tai nguyén ma chung ta mubn bao vé 1a gi ?

- La cac dich vu ma mang dang trién khai

- La cac théng tin quan trong ma mang d6 dang luu giir, hay can luu chuyén;

- LA c4c tai nguyén phan cimg va phan mém ma hé thong mang dé co, dé

cung ung cho nhiing ngud1 dung ma no6 cho phép, ...

Nhin tir mot phia khéc thi van dé an ninh - an toan khi thyuc hién két ni WAN con dugc
thé hién qua tinh bao mat (confidentiality), tinh toan ven (integrity) va tinh sin dung
(availability) ctia cac tai nguyén vé phan cimg, phan mém, dit liéu va cac dich vu cia hé thong
mang.

Vian dé an ninh - an toan con thé hién qua mdi quan hé giira ngudi dung véi hé thong mang
va tai nguyén trén mang. Cac quan hé nay dugc xac dinh, dugc ddm bao qua phuong thirc xac
thuc (authentication), xac dinh duoc phép (authorization) dung, va bi tir chdi (repudiation).
Chung ta s& xem xét chi tiét:

Tinh biao mit: Bio dam tai nguyén mang khong bi tiép xtc, bi sir dung boi nhitng nguoi

khong co tham quyén. Chéng han dir liéu truyén trén mang dugc dam bao



khong bi ldy trom can dugc ma hoa trude khi truyén. Cac tai nguyén d6 déu co6 chi va dugc
bao vé bang cac cong cu va cac co ché an ninh-an toan.

Tinh toan ven: Dam bao khong co6 viéc sir dung, va stra ddi néu khong dugc phép, vi du
nhu 14y hay sira doi dit liéu, cling nhu thay d6i cdu hinh hé thong bai nhitng ngudi khong duge
phép hoic khong c6 quyén. Thong tin lvu hay truyén trén mang va cac tép cau hinh hé thong
ludn duge dam bao gitlt toan ven. Chung chi dugc sir dung va dugc stra ddi bai nhiing nguoi
chu cta n6 hay dugc cho phép.

Cac tai nguyen diang cho
2) an ninh=an toan mang
Secure Resources
Tudng Iifa, ma mat, xac thuc, kigm toan
Flrewall, Encryption, Authentication, Audit

]
! 3) Theo ddi & phan ung
Quan Iy va hoan thién
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Fost Mortam, Analyze the e i Incldance,
Incident, modify the Security
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Hinh 5-21: M6 hinh an ninh-an toan

Tinh san dung: Tai nguyén trén mang luon dugc bao dam khong thé bi chiém gitr boi
ngudi khong c6 quyén. Céc tai nguyén d6 ludn san sang phuc vu nhitng nguoi duoc phép st
dung. Nhitng nguoi c¢6 quyén co thé dung bat ctr khi ndo, bat ¢l luc ndo. Thudc tinh nay rat
quan trong, nhat 1a trong cac dich vu mang phuc vu céng cong (ngan hang, tu van, chinh phi
dién tu,...).

Viéc xdc thwe: Thuc hién xac dinh nguoi dung duge quyén dung mot tai nguyén nao do
nhu thong tin hay tai nguyén phan mém va phan ctng trén mang. Viéc xac thyc thuong két
hop vai su cho phép, hay tir chdi phuc vu. Xéc thuc thuong dung 14 mat khau (password),
hay can cudc ciia ngudi dung nhu vén tay hay cac ddu hiéu dic dung. Su cho phép xac dinh
nguoi ding duoc quyén thyc hién mot hanh dong nao d6 nhu doc/ghi mot tép (lay thong tin),
hay chay chuong trinh (ding tai nguyén phan mém), truy nhap vao mot doan mang (dung tai
nguyén phan ctng), gti hay nhin thu dién tir, tra ctru co s& dit liéu - dich vu mang,... Ngudi
dung thudng phai qua giai doan xac thyc bang mat khiu (password, RADIUS,...) trudc khi
dugc phép khai thac thong tin hay mot tai nguyén nao dé trén mang.

Tin tic tin cong mang khi két ndi WAN thé niao?



O day chung ta ciing phai dé cap dén cac hanh dong tin tic khac nhau c6 thé gip phai khi
két ndi WAN, thir liét ké mot s loai hanh dong tin tic sau:

Hanh dong tham do (probe), hanh dong quét (scan), hanh dong thir vao mot tai khoan
(account compromise), hanh dong thir vao 1am quéan tri hé thdng (root compromise), hanh
dong thu lugm céc goi tin (packet sniffer), hanh dong tin cong tir chdi dich vu (denial of
service), hanh dong khai thac quyén (exploitation of trust), hanh dong 1am ma gia (malicious
code),...

Hanh dgng tham do (Probe).

Hanh dong thiam do dugc dic trung bang viée thir truy nhép tir xa vao mot hé théng hay
sau khi vao duogc hé théng thir tim cac thong tin ciia mot hé théng ma khong duoce phép. Tham
do thuong 1 két qua cua sy to mo hay sy nham 13n khi truy nhap mang. Hau qua ctia su thim
do c6 khi rat 16n, nhat 1a khi truy nhap duoc vao mang véi quyén 16n, hay mo ra cac thong tin
guan trong.

Hanh dong quét (Scan).

Hanh dong quét 1a viéc dung mot cong cu tu dong dé thyc hién tham do tim 16 héng an
ninh cua hé théng véi mot sé lwong 16n. Hanh dong quét doi khi 13 két qua cuia mot 161 hé
théng nhu hong hay mat cdu hinh cia mot dich vu. Nhung ciing ¢6 thé 1a giai doan dau ma tin
tac dung dé tim cac 16 hong an ninh mang chudn bi cho mot cudc tan céng. Quan tri hé thong
cling c6 thé dung phuong phap quét dé phat hién cac diém yéu vé an ninh - an toan trong hé
théng mang ctia minh.

Hanh dong vao mt tai khoian (Account Compromise).

Hanh dong vao mot tai khodn la hanh dong dung mdt tai khoan khong dugc phép. Hanh
dong nay co thé gdy mat dit lidu quan trong, hay 13 hanh dong dung trom dich vy, ldy cap dir
liéu. Nguoi dung mang bi tin tac léy cép mat khau. Cach vao mét may tinh dé nhét 1a c6 duge
mat khau va vao may bﬁng Iénh login; rao can tin tac dau tién 1a mat khau. Néu mat khau bi
mat, thi tin tic c6 thé 1am moi th ma ngudi dung dé duoc phép.

Hanh ddng vao quyén quan tri (Root Compromise).

Hanh dong vao quyén quan tri 12 hanh dong vao mot tai khoan co quyén 16n nhit ciia hé
thdng, do vay c6 thé gay ra nhimg hau qua rt nghiém trong cho hé théng. Tu viéc thay dbi
toan bo cau hinh ciia hé thong, dén viéc cai dit cac cong cu pha hoai, 1y cap thong tin, cho
dén viéc t6 chirc cac cudc tin cong 1on.

Hanh dong thu lwgm cac géi tin (Packet Sniffer).



Hanh dong thu lwom cac goi tin 1a viéc thuc hién chuong trinh bét cac goi dir liéu dang
truyén trén mang do vay bit duoc ca thong tin ngudi dung, mat khau va ca cac thong tin
riéng tu ¢ dang van ban. Dya vao cac thong tin thu luom duogc tin tac co thé thuc hién tn cong
hé thong.

Hanh déng tin cong tir chdi dich vu (Denial of Service).

Muc dich ctia hanh dong tn cong tir chdi dich vu 1a ngin can khong cho ngudi dung hop
phap st dung dich vu. Tén cong tur chdi dich vu ¢6 thé thue hién béng nhiéu cach, nhu tao tim
cach sir dung bat hop phap tit ca cac tai nguyén mang nhu treo cac két ndi, tao ludng dir liéu
16n, gy tic nghén tai cac cong két ndi,...

Lam thé nao dé dam bao an toan-an ninh khi két n6i WAN?

Céac van dé vé an ninh-an toan khi két nbi WAN can duoc xem xét va thuc hién  sau khi
da chon giai phap két noi, nhat 1a khi két n6i WAN cho cic mang cong tac, ma sir dung cic
mang dir liéu cong cong, hay mang internet.

5.2.2.2  Xdy dwng mé hinh an ninh-an toan khi két néi WAN

»  Cac buéce xay dung :

— Xac dinh can bao vé cai gi?

- Xac dinh bao vé khéi céc loai tAn cong nao ?

- Xéc dinh cac mbi de doa an ninh c6 thé ?

- Xac dinh cac cong cu dé bao dam an ninh ?

- Xay duyng mo6 hinh an ninh-an toan

Thudng xuyén kiém tra cac budc trén, nang cap, cap nhat va va hé thong khi c6 mot 15
hong an ninh - an toan dugc canh bao.

Muc dich cta viéc xay dung moé hinh an ninh - an toan khi két ndi WAN la xay dung céc
phuong an dé trién khai vn dé an ninh - an toan khi két ndi va dua WAN vao hoat dong.

Pau tién, muc dich va yéu cau vé an ninh-an toan hé théng ung dung phai duoc vach ra rd
rang. Chang han muc tiéu va yéu cau an ninh-an toan khi két ni WAN cho cic co quan hanh
chinh nha nuéc s& khac vai viee két ndi WAN cho céc truong dai hoc.

Thir hai, md hinh an ninh-an toan phai phut hgp véi cac chinh sach, nguyén tic va luat 1¢
hién hanh.

Thi ba, phai giai quyét cac van dé lién quan dén an ninh-an toan mot cach toan cyc. C6

nghia 13 phai dam bao ca vé phuong tién k¥ thuat va con ngudi trién khai.



5.2.2.3  Mpt sé cong cu trién khai mé hinh an todn-an ninh

»  Hé thong twong lira 3 phan(Three-Part Firewall System)

. Tuong Itra 1a gi?

Tuong Itra 14 mot cong cu phuc vu cho viéc thuc hién an ninh - an toan mang tir vong
ngoai, nhiém vu cta n6 nhu 1a hé théng hang rio vong ngoai cua co sd can bao vé. Khi két
ndi hai hay nhiéu phan tir cia WAN, ching han két néi mét NOC vé6i vé6i nhiéu POP, khi do
nguy co mét an ninh tai céc dién két ndi la rat 1om, tuong Itra 1a cong cu dugc chon dét tai cac
diém két ni do.

Tuong lira trong tiéng Anh 1a Firewall, 1a ghép cta 2 tir fireproof va wall nghia 1a ngin
khong cho lira chay lan. Trong xay dung, tuong lira duge  thiét ké dé gitr khong cho lira lan
tir phan nay cla toa nha sang phan khac cta toa nha khi c6 hoa hoan. Trong cong nghé mang,
tuong lira dugce xay dung véi muc dich tuong tw, né ngin ngira cac hiém hoa tir phia cong
dong cac mang cong cong hay mang INTERNET, hay tin cong vao mdét mang ndi bd
(internal network) ciia mot cong ty, hay mot to chirc khi mang ndy két ndi qua mang cong
cong, hay INTERNET.

. Chtic ning cua hé thong tuong lia:

Tuong lira dat & cong vao/ra ciia mang, kiém soat viéc truy nhap vao/ra mang ndi bo dé
ngan ngira tin cong tlr phia ngoai vao mang ndi bo.

Tuong lira phai kiém tra, phat hién, do tim dau vét tat ca cac dir liéu di qua né dé lam co so
cho cac quyét dinh (cho phép, loai bo, xac thuc, ma hoa, ghi nhat ky,..) kiém soét cac dich
vu cia mang n6 bao vé.

Pé dam bao muc do an ninh - an toan cao, tudng ltra phai c6 kha nang truy nhép, phan tich
va str dung cac thong tin vé truyén thong trong ca 7 ting va cac trang thai ciia cac phién truyén
thong va cac tng dung. Tuong lta ciing phai c6 kha ning thao tac cac cac dir lidu bang cac
phép toan logic, s6 hoc nham thyc hién cac yéu cau vé an ninh - an toan. Tudng lira bao gdm

cac thanh phan: cac bd loc hay sang loc.
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Hinh 5-22: M6 hinh logic cta twong lira



Tuong ltra chinh 13 cong (gateway) vao/ra ciia mot mang ndi bd (mang trong), trén d6 co
dit 2 bo loc vao/ra dé kiém soat dit liéu vao/ra mang ndi ba.

Xéc dinh vi tri dat tuong ltra trong hé théng mang hién dai.

Theo truyén théng thi tuong Itra dugce dat tai vi tri vao/ra mang néi bd (mang dugc bao
v8) voi mang céng cong(mang ngoai), hay mang internet ( internet, khi két ndi voi internet).

Ngay nay trong mot to chirc khi két ndi WAN c6 thé két nbi doan mang khac nhau, va do
yéu cau vé an ninh - an toan cta cac doan mang do khac nhau. Khi d6 tuong lira s€ dugc dat
O vi tri vao/ra cia cac doan mang cAn bao vé. Duéi day cac doan mang 1, 5, 7 can bao veé.

Dit liéu vao/ra mang ndi bd véi mang ngoai déu di qua tuong lira, do d6 tudng lia cb thé
kiém soat va dam bao dir liéu ndo 1a c6 thé dugc chip nhan (acceptable) cho phép vao/ra mang
noi bo.

Vé mit logic thi tudong ltra 14 bo tach, bo han ché va bo phan tich. Tuong  lira 1a diém
that(choke point). Co ché nay bét budc nhirng ké tin cong tir phia ngoai chi ¢ thé tham nhap
vao hé théng qua mot kénh rat hep (noi nay thé giam sat va diéu khién dugc). Co ché nay hoat
dong ciling tuong ty nhu cac tram thu phi giao thong dit tai cac dau cau, hay cac diém kiém
soat vé vao cong & mot san van dong. Tuy nhién co ché nay c6 mot yéu diém 1a n6 khong thé
ngin chin duoc nhitng ké tin cong xam nhap vao hé théng bang cach di vong qua nd, hay tin
cong tur bén trong.

Cég mbi de doa ma tuong lra co thé chéng lai dU‘,’(_)'C la:

Chong lai cac cudce tham nhap tir xa dén cac ngudn thong tin khi khong

duoc phép.

Tu chéi cac dich vu dua thong tin tr mang ngoai vao mang ndi by véi muc

dich 1am rdi loan hé théng.

Quan 1y dugc truy nhap ra mang ngoai, do d6 cAm duoc truy nhép tir mang ndi bd ra ngoai
khi can thiét.

Biang co ché xac thuc chdng lai sy gia danh dé truy nhip mang tir mang ngoai vao.

Ngoai ra tuong lira con ¢6 kha nang trg gitip cho ngudi quan tri hé thdng nhu ghi nhat ky,
diéu khién truy nhap, phat hién cac tham nhap dang ngd, c6 phan Gng khi ¢6 cac trang thai
kha nghi, ...

Ngoai nhing uu diém da liét ké o trén, thi tuong lira ciing ¢6 nhuge diém nhu tudng lira

khong chdng duoc virtt, khong chong lai dugc tin tic tin cdong tir cong sau (backdoor)
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Hinh 3-23: M6 hinh h¢ théng twong lira 3 phin

»  H¢ thong phat hién dot nhap mang Gidi thi¢u

Nhu da trinh bay & phan trén cong nghé tuong lira khong thé bao vé an ninh - an

toan mang day du, no chi 1a mot phan trong mo6 hinh an ninh-an toan khi két n6i WAN.
Tuong ltra khong tu nhan ra dugc cac cudc tAn cong va cling khong tu ngan chan dugc cac
cudc tan cong d6. Co thé xem hé thdng tudng ltra nhu hang rao va hé théng gac cong vao/ra,
khong c6 kha ning phat hién tin tic tin cong, ciing khong ty phan tmg duoc véi cac cudc tin
cong ma no chua biét trudc.

Trong phan nay ching ta trinh by mot cong cu phuc vu an ninh - an toan mang thu hai,
d6 13 cong nghé phat hién dot nhap, né 1a cong cu b sung cho cong cu tudng lira. Néu tudng
Ira 1a cac tram gac, thi h¢ théng phat hién dot nhap dugc xem nhu h¢ théng cac camera/video
theo doi, gidam sat va 1a hé théng bao dong. Né thuong dugc dit & ngay trong tram gic
"tuong ltra", hay dat & cac vi tri quan trong bén trong ctia mang, nham chii dong phat hién ra
d4u hiéu mét an ninh-an toan, hay phat hién ra cac cudc tan cong khong biét trudc.

Hg¢ phat hién dot nhap mang la gi?

La h¢ thong nham phat hién ra viéc st dung khong hop phép tai nguyén h¢ thong, phat hién
nhiing hoat dong lam dung, tin cong vao hé théng may tinh hodc mang may tinh. Hé phat hién
dot nhap IDS (intrusion detection system) 1a hé théng bao gdm phan mém va phan cimg thuc
hién viéc theo ddi, giam sat, thu nhan thong tin tir cic ngudn khac nhau, sau d6 phan tich dé
phat hién ra du hiéu (“signature”) cua su dot nhap (dau hiéu cua cic hoat dong tin cong hay
lam dung hé théng), canh bao cho quan trj hé thdng, hay ra cac quyét dinh phan tmg dé phong
vé. N6i mét cach tong quat IDS 1a hé thdng cho phép phat hién cac dau hiéu 1am hai dén tinh
bao mat, tinh toan ven, va tinh sn dung cua hé thong may tinh hay hé théng mang may tinh

lam co s& cho viéc phan ung lai, bdo ddm an ninh - an toan hé thdong.



bé phat hi¢n ra nhirng dAu hiéu cua sy dot nhap, IDS can phan tich cac hoat dong cia hé
théng, déng thoi n6 phai c6 kha nang chi ra hoat dong nao 1a hoat dong tan cong hodc lam
dung hé théng. Doi khi dé phat hién sy dot nhap can phai két hop nhiéu phuong phap phan
tich va qué trinh phén tich ciing chia ra lam nhiéu budc dé phat hién viéc dot nhap da vao
chua va & mirc d6 nao (truwde khi, trong khi, hay sau khi da dot nhap thanh cong vao hé théng?).
Chéng han mogt cudc dot nhap bi phat hién trude khi  xay ra thi nguoi quan tri hé théng sé dé
dang ngin chin hodc 14 co s& dé giing biy dé bt ké dot nhap khi ching dot nhap va tan
cong vao hé théng (thu thap chimg cr cho viée truy td sau nay). Néu viéc dot nhap duoc phat
hién trong khi dang xay ra, hay tham chi sau khi né dd hoan thanh, thi diéu phai 1am dau tién
clia ngudi quan tri hé thong 1a danh gia mirc do gay hai va ¢6 14p  doan mang bj tin cong.

Co s& dé thyc hién phan tng lai voi nhitng hoat dong gay hai thuong 13 ghi cac su kién ra
mot hay nhiéu nhat ky hé théng thuan tién cho viéc phan tich sau nay. H¢ théng phat hién dot
nhap ciing c6 thé dugc ciu hinh dé bao dong khi c6 dau hiéu tan cong duoc phat hién (dau
hiéu nay dugc Iuu trong co s¢ dit li¢u cac dau hiéu vé cac cudc tan cong da duoc biét). Phan
g lai v6i cac hoat dong gay hai ciing  c6 thé 1 ngan chian tin tic truy nhap vao hé théng
hoic cho phép truy nhap kém theo giam sat chit, hodc kich hoat hé thdng tudng ltra ngin
chan cac tac nhan gay hai.

Nhitng hoat dong dot nhap 13 nhimg hoat dong xam nhap vao hé thdng mot cach co y thic
ma khong duoc phép ciia cht hé théng, nham myc dich:

- Truy cép cac thong tin khong duoc phép.

- Pha hoai thong tin.

— Pha hoai an ninh- an toan hé théng, lam cho hé théng tréd nén khong tin cay

Cosadiieu

He tharg cd n bao ve

hoac khong hoat dong duoc,....

Hinh 5-24: @6 cau tric ciia mot hé thong phat hién dot nhap
Nguoi dot nhap trong cudc xam nhap vao mot hé thdng mot cach co y thirc duge phan lam



hai dang: tir bén trong va tir bén ngoai. Nhitng ké dot nhdp tir bén ngoai 1a nhiing nguodi
khong c6 quyén truy nhip vao may hay mang. Nhitng ké xdm nhdp tir bén trong 1a nhiing
ngudi dung hop phap nhung chi dugc cip quyén han ché trong hé thdng. Ho hoat dong bang
cach ¢ gang truy cap t6i nhitng phan ma ho khong dugc phép truy nhap ciia hé thong. Ho
truy nhap vi to mo hoic dé 1iy trom thong tin khong duoc phép.

H¢ phat hién dot nhap 1a mot hé théng co cac churc nang sau:

- Theo doi, giam sat toan mang, thu nhan thong tin tir nhi€u nguén khac nhau
ctia hé thong.

- Phén tich nhitng thong tin di nhan duoc, dé phat hién nhitng ddu hiéu phan 4nh
su lam dung h¢ théng hodc nhirng d4u hiéu phan anh nhitng hoat dong bat thuong xay ra trong
hé thong.

- Quan 1y, phan tich hoat dong ctia ngudi sir dung hé thong.

- Kiém tra cau hinh h¢ thong va phat hién kha nang hé thong c6 thé bi tan cong.

- Phan tich bang thong ké dé phat hién nhitng dau hiéu thé hién hoat dong bat
thudng cua hé thong.

- Quan 1y nhat ky cta hé diéu hanh dé phat hién cac hoat dong vi pham quyén
cua cac nguoi dung.

- T6 chtc ty dong phan tng lai nhitng hanh dong dot nhap hay giy hai ma né

phat hién ra, ghi nhan nhiing két qua cua né.
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Hinh 5-25: Cac vi tri diat hé phat hién dot nhap
>  Heé thong phat hién 16 hong an ninh
Hé thong phat hién 15 ho an ninh 13 hé théng gom cac cong cu quét, va thir thaim  do tin
cong mang. N6 duoc nguoi quan tri mang dung dé phat hién ra cac 16 hong vé an ninh an toan
trudc khi dua mang vao hoat dong, va thuong xuyén theo ddi dé nang cap, va cac 16 hong

an ninh.

5.2.2.4  Bdo mdt thong tin trén mang
Cong nghé ma mét (cryptography)

Mot trong nhitng nguyén nhan so dang ma tin tic c6 thé thanh cong 1a hau hét cac thong

tin ching ta truyén trén mang déu ¢ dang d& doc, d& hiéu. Khi ching ta két n6i WAN bang



cong nghé IP thi tin tic d& dang thiy co thé bit cic goi tin bang cong cu bét goi (network
sniffer), c6 thé khai thac cac thong tin nay dé thyc hién tin cong mang. Mot giai phap dé giai
quyét van dé nay 1a dung méat ma dé ngan tin tic c6 thé khai thac cac thong tin chiing bat duoc
khi n6 dang dugc truyén trén mang.

M3 hoa (Encryption) 1a quéa trinh dich thong tin tir dang ngudn dé doc sang dang ma kho
hiéu.Giai ma (Decryption) 1a qua trinh ngugc lai. Viéc ding mat ma s& dam bao tinh bao mat
ctia thong tin truyén trén mang, ciing nhu bao vé tinh toan ven, tinh xac thuc cta thong tin khi
luu trir.

M3 mit duoc xay dung dé dam bao tinh bao mat (confidentiality), khi dit liéu luu chuyén
trén mang. Khi dir liéu d3 duoc ma hoa thi chi khi biét cach giai ma méi c6 kha ning sir dung
dir liéu do. Hién nay céac k¥ thuat ma hoa da phat trién rat manh véi rat nhiéu thuat toan ma
hoa khac nhau. Cac hé ma khoa dugc chia lam hai 16p chinh: M4 khoa ddi xtng hay con goi
12 ma khoa bi mat. Ma khoa bat d6i xing hay con goi 1a ma khoé cong khai.

Hé mé d6i xirng — Khoa ma bi mt.

H¢ ma doi xting 1a hé st dung mdt khoa bi mat cho cac tac vu ma hoa va giai ma. Co nhiéu
thuat toan khoa bi mat khac nhau nhung giai thuat duoc ding nhiéu nhat trong loai nay la:

DES (Data Encryption Standard). DES ma hoa khéi dit liéu 64 bit dung khoa 56 bit. Hién
nay trong mot s6 hé théng sir dung DES3 (st dung 168bit khod thyc chat 13 3 khoa 56 bit)

IDEA (International Data Encryption Standard).IDEA trai v6i DES, n6 dugc thiét ké dé s
dung hiéu qua hon bang phan mém. Thay vi bién ddi dit liéu trén cac khdi c6 d6 dai 64 bit,
IDEA str dung khoa 128 bit dé chuyén doi khéi dir liéu co6 d6 dai 64 bit tao ra khdi ma ciing
c6 dai 64 bit. Thuat toan niy di dugc chimg minh 13 kha an toan va rd rang 1a hon han DES.

Céc hé ma hoa ddi xtng thuong duoc st dung trong quan déi, ndi vy, ngan hang,... va mot
s6 hé théng yéu cau an toan cao.

Vén dé kho khin khi str dung khod bi mét 1a vin dé trao ddi khoa. Trao d6i khoa bi mat
ludn phai truyén trén mot kénh truyén riéng dic biét an toan, tuyét doi khéng sir dung kénh
truyén 1a kénh truyén dir liéu.

Hé mi bat ddi xirng — Khoa ma cong khai.

Ma khoa cong khai da duoc tao ra dé gidi quyét hai van dé kho khan nhat trong khoé quy
wdc d6 1a sy phan bd khoa va chir ky sé.

Hoat dong cta hé théng mang st dung ma khod cong khai nhu sau: Khéi tao hé thé)ng dau
cuoi:

MGdi hé thong dau cudi trong mang tao ra mot cap khoa dé ding mi hoa va giai mi thong



tin s& nhan. Khoa tht nhat K1 1a khoa bi mat; Kho4 thir hai K2 13 khoa cong khai.

Céc hé théng cong bd rong rai khoa K2 ctia minh trén mang. Khoa K1 duoc giit bi mat.

Ma ho4 va gidi ma thong tin:

Khi mot nguoi dung A mudn gui thong tin cho ngudi ding B

Nguoi dung A s€ ma hod thong tin bang khoa cong khai cua nguoi dung B (K2B). Khi
nguoi dung B nhan dugc thong tin n6 sé gidi ma thong tin b::ing khoa bi mat cua minh
(K1B).

Chir ky s6

Khi nguoi dung A guri chit ky cho nguoi dung B

Nguoi dung A ma hoa chir ky cia minh bang khoa bi mat cua chinh minh (K1A). Nguoi
dung B nhan dugc chir ky cua nguoi dung A, nguodi dung B s€ gidi ma chit ky ciia nguoi
dung A bang khod cong khai ctia nguoi ding A (K2A).

Chuyén do6i kho4

Khi nguoi dung A gui thong tin khoa cho ngudi dung B.

Nguoi dung A ma hod thong tin khoé 2 1an. Lan dau bang khoé bi mat cua ban than
(K1A); Lan hai bang ma cong khai ctia nguoi nhan (K2B).

Nguoi ding B nhin dugc thong tin khoa s& giai ma thong tin khoa hai 1an. Lan dau bang
khod bi mét ciia ban than (K1B). Lan 2 bing khoé cong khai ciia ngudi giri (K2A).

Mot s6 giai thuat cho ma khoé cong khai dugc st dung nhu: Diffie Hellman, RSA, ECC,
LUC, DSS,...

» Mo hinh &rng dung

Mo hinh tng dung 1a m6 hinh xay dung trén céac ting dung yéu cau két n6i WAN Phan
tich két ndi dua trén cic yéu cau Gmg dung

Tach, gop cac ung dung, danh gid yéu cau giai thong, danh gia yéu cau chat kuong dich
vu, danh gia yéu cau do tin cdy cua cac két ndi,...

Trén co sé cac md hinh phan cdp, mo hinh topd, mé hinh Gng dung, va mé hinh an ninh
cia WAN can thiét ké da dugc xay dung, chiing ta tién hanh cac budc phan tich cic yéu cau
cua WAN.

. Phén tich yéu cu vé hiéu ning mang

Ttr m6 hinh topd ching ta c6 thé tinh khoang cach két n6i, moé hinh ing dung dé du tinh
giai thong, phdi hgp mo hinh an ninh dé lya chon thiét bi khi da chon cong nghé két néi &
phan trén. Panh gia thoi gian dap ung gita cac tram hay céc thiét bi trén mang, Danh gia do
tré d6i v6i cac ung dung khi ngudi dung truy nhip hay yéu cau . Panh gia yéu ciu cac doi

héi vé bang thong cta cac ung dung trén mang,



Dénh gia cong sudt mang dap tng khi ngudi st dung ting dot bién tai cac diém co chai.
Toan bd cac yéu cau nay can dugc tdi wu chon giai phap hop 1y thoa mén cac chi tiéu: dich
vu tin cdy, chi phi truyén thong t6i thiéu, bang thong st dung téi wu.

. Phén tich cac yéu cau vé qua ly mang:

Tir mé hinh t6pd, mo hinh timg dung, va mé hinh an ninh c6 thé du bao qui mé do phirc tap
ctia WAN, dé dua ra céc yéu cau vé quan ly mang, va ddm bao dich vy, cling nhu dam bao vé
an ninh mang. Cac yéu cau vé quan 1y mang can xac dinh nhu: phuong thirc-k¥ thuat quan 1y
mang, phuong thirc quan sat hi¢u nang mang,

phuong thirc phat hién 15i ctia mang, va phuong thitc quan 1y ciu hinh mang.

. Phén tich cic yéu cau vé an ninh-an toan mang: X4c dinh cac kiéu an ninh-an
toan,

Xéc dinh cac yéu cau can bao vé khi két nbi voi mang ngoai, va két ndi véi internet,...

. Phén tich cac yéu cau vé ung dung:

Tir m6 hinh t6pd, md hinh ing dung, mé hinh phong ban xéac dinh cac tmg dung can trién
khai ngay trén mang, du béo cac ing dung c6 kha ning trién khai trong tuwong lai, dy tinh s
ngudi sir dung trén ting tng dung , giai thong can thiét cho ting tng dung, cac giao thirc
mang trién khai ngay, va cac giao thirc s& ding trong twong lai gan, twong lai xa,... tinh toan
phan bb t6i wu thoi gian dung mang,...

Xéc dinh cac yéu cau vé ung dung va cac rang budc vé tai chinh, thoi gian thuc hién, yéu
cau vé chinh tri cta du an, xac dinh nguén nhan luc, xac  dinh cac tai nguyén da co va co thé
tai sir dung.

Tu cac yéu cu ching ta tién hanh budc lya chon cong nghé két nbi:

e Chon cong nghé két ndi theo céc chi tiéu:

Gia thanh, va toc do truyén 1a 2 yéu t6 quan trong nhét khi lya chon cong nghé két ndi

WAN, sau d6 1 db tin cdy, va kha ning dap tng yéu cau dai thong cua cac ing dung.

e Chi phi cho két nbi bao gdom chi phi thiét bi, chi phi cai dit ban dau, va

dic biét phai xem xét 1a chi phi hang thang, va chi phi duy tri hé théng.



o O Viét Nam hién nay da c6 nhiéu nha cung cap dich vu vién thong, van dé chon nha
cung cap dich vu vién thong nao, hay ty dau tu la van dé can can nhac trong thiét ké dua ra

cac giai phap két n6i kha thi.

. Xac dinh cong nghé két ndi, nha cung cip dich vu vién thdng
o Thuc hién lya chon cac thiét bi phﬁn cung:

o Chon router, chon gateway,

o Chon modem, NTU,...

o Chon Access server

o Chon bo chuyén mach WAN

o Chon cac Server ung dung(Web, mail, CSDL,....)

. Luya chon phan mém tng dung, cic bd phan mém tich hop,...
o Lua chon hé diéu hanh mang

o Lua chon cac hé quan tri co s¢ dir li¢u

. Lya chon cac phuong thirc giao tac trén mang

. Panh gia kha ning: Dé kiém tra thiét ké di dwa ra chung ta phai danh gia duoc tat

ca cac mo hinh, cac phan tich, va cac lua chon. Mt trong phuong phap danh gia sat véi thuc
té nhat 13 xay dung Pilot thir nghiém, hay thuc hién trién khai pha thir nghiém véi viéc thé

hién céc y€u to co ban nhat cua thiét ké.

o Trién khai thir nghiém:
o Lua chon mot phén cia dy an dé dua vao trién khai thir nghiém.
o Lap hoi dong dénh gia sau pha thir nghiém.

5.3 Phdn tich mét sé6 mang WAN méu

Phan nay dua ra mot s6 WAN minh hoa:

Xay dung WAN cho trung tam thong tin cua mot b nganh.

>  Phén tich yéu cau:

Muc tiéu ciia hé thong: hé théng WAN va truy cép tir xa, cho trung tdm thong tin cia
mot bd dugce thiét ké nham dam bao cac muc tiéu sau day:

—  Haé thong nay dugc xay dung trén cac thanh phd Ha Noi, Ho Chi Minh, Pa Nang va
Can Tho;

—  Tai mdi thanh phd, cac chi nhanh duoc két ndi téi tru s¢ chinh;

— Tru sé chinh dat tai Trung tdm thong tin mang



—  Tai cc Tru s& chinh, hé théng mang duoc thiét ké md, cho phép dé dang két ndi toi
chi nhanh va try s& khac qua nhiéu cach thic két ndi mang dién rong khac nhau hién c6 tai
Viét Nam nhu Leased line, vo tuyén trai phd, ISDN, Frame Relay, VPN, Dialup...;

—  Céc hé thong déu c6 do 6n dinh, chinh x4c cao;

—  Phai bao toan dugc dau tu ban dau cho hé thdng ctiia Khach hang.

Cic yéu cau ciia h¢ thong:

—  Kétndi duge véi Internet;

—  CO6 thé truy cap vao trung tim mang (NOC) qua mang dién thoai cong cong PSTN

- Hé théng duoc duge thiét ké nhuw mot ISP ¢& nhd;

- Hé¢ théng két ndi va truy cép phai co tdc d6 cao, hoat dong on dinh, dam bao céc yéu
cau vé bao mat thong tin, an toan tuy¢t ddi cho dit liéu va céc thong tin quan trong;

—  Hé thong mang duoc thiét ké va xdy dung dé dam bao c6 thé dap tmg mot cach day
du nhu ciu khai thac thong tin, ciing nhu téc do truy xuat thong tin tlr trung tim mang téi
cac chi nhanh va té1 Internet;

—  Hé théng mang phuc vu cong tac nghiép vu va khai thac Internet cho khoang 100 nit
mang trong Trung tam mang;

—  HOJ tro céac céach thuc két ndi mang dién rdng voi cac chi nhanh hién ¢6 tai Viét Nam
va tuong lai nhu Leased line, ISDN, Frame Relay, xDSL, dialup qua mang dién thoai cong
cong...

— (6 kha nang mo rong va dap tmg dugc yéu cau cia cac tng dung doi hoi tée do cao
hién nay va trong twong lai s€ trién khai thu vién dién tir, cac ung dung da phuong tién, hoi
nghi vién dam,...ma khong bi phd v& cdu tric thiét ké ban dau;

—  Phan mang truy cap cac phan mang nho phai dugc bao vé qua hé thong tuong lira
thong qua chinh sach an ninh chat ché dbi vai timg phan mang ;

— Duong két ndi voi Internet phai dam bao tdc do cao, on dinh va do sin sang cao
thong qua hai kénh thué riéng t6i hai nha cung cip IXP/ISP khac nhau. Dé c6 thé thuc hién
cac muc tiéu nhu Quang ba Website: Cho phép ngudi dung tir ngoai Internet (bao gdm trong
va ngoai Viét Nam) c6 thé truy nhap dén cac trang Web dit tai may chii cia Khach hang.

Day chinh 14 moi trudng quang ba thdng tin, chinh sach, v.v... nhanh nhat, tién lgi



nhat. Truy nhép Internet: Cho phép ngudi st dung trong ndi b mang c6 kha ning truy nhap
cac thong tin trén Internet. Hién tai, Trung tim duoc thiét ké cho khoang 100 thanh vién. Cho
phép nguoi dung trong mang st dung cac dich vu Internet nhuw Web, FTP, trao doi thong tin,
dién dan thao luan,...va cudi cing 1 bang thong duong truyén két ndi Internet phai duoc dam
bao, cho phép cac hé théng dich vy nhu Hé thong tim kiém (Search Engine) dung dé thu thap
thong tin trén Internet, cap nhat Website, v.v...

—  Céc thiét bi két ndi va truy nhap dugc chon lya tir cac hang cung cép thiét bi mang noi
tiéng c6 uy tin trén thé gidi nhu Cisco, Nortel, .. dé dam bao d6 on dinh, do bén va dé dang
nang cap khi can thiét.

Hé¢ théng mang tai Ha N§1 va thanh phé HO Chi Minh dugc thiét ké 1a trung tam mang, cho
phép cac chi nhanh c6 thé truy nhap bang nhiéu phuong thirc va co thé két ndi véi Internet.

Do kinh phi han ché nén ching ta c6 thé thuc hién thanh nhiéu pha. Pha 1 trién  khai tai
tong hanh dinh (head office).

Nhin tir goc do to chirc hé thong mang,va cac yéu cau ky thuat, ciing nhu cic yéu cau tmg
dung, trung tAm thong tin cia mot bo vira 1a mot noi chira va cung cép thong tin, twong ty nhu
mot nha cip ndi dung (ICP), vira 12 noi cung cap dich vu truy nhap tir xa, va két ndi cac chi
nhanh tuvong ty nhu mot nha cung cap dich vu Internet (ISP). Do d6 thiét ké s& c6 thé tham
khao hé théng mang cua mot nha cung cép dich vu Internet vdicac hoat dong 161 1a kho
thong tin va hé théng bién tap tin.

Céu hinh co ban bao gdm mot s phan mang (Subnet) véi cac mirc d6 an ninh - bao vé
khac nhau tuy theo chirc nang va dugc tach biét boi hé twong lira.

Phin 16p mang cung cip truy nhip (Access Network): Cung cip truy nhap tir xa vio
trung tim mang(NOC) bang nhiéu phuong thirc nhu tir Internet va tir nguoi ding quay so
(Dialup) qua mang dién thoai cong cong (PSTN).

Thiét bi trung tdm cua phan mang cung cap truy nhap bao gom: Bo dinh tuyén — Router,
day 1a thiét bi thuc hién cac két ndi WAN trung tAm mang vdi cac chi nhanh, va tir mang trong
ra Internet trén cac kénh thué riéng (leased line), VPN, hay vo tuyén trai pho tuy theo yéu
cau chit luong, va chi phi két ndi phai tra.

Hé thong két ndi nay ciing phai duoc thiét ké c6 kha ning mo rong cao, d& dang nang cap

duong khi c6 yéu cau.
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Hinh 5-27: M6 hinh topo WAN két ndi tong hanh dinh véi cac chi nhanh

Dich vu cung cap truy nhdp tir xa qua mang dién thoai cong cong PSTN duoc thuc hién
thong qua Access Server, chil yéu cap cho céc thanh vién cta trung tAm truy cap tir xa. Access
Server can phai lya chon dé dam bao téc do két ndi va co thé duoc mo rong dugc.

Céc két ndi qua duong Leased line chu yéu phuc vu trao doi thong tin giita cac chi nhanh
va trung tim. Dung luong leased line phho bién bat dau tir 64 Kbps va c6 thé nang cap timg
budc dén E1 (2,048 Mpbs) do véy ciling phai chon thiét bi két ndi(NTU,...) c6 thé nang cip
dugc téc d0. Trong trudng hop yéu cau két ndi c6 téc do cao hon thi phai khao séat kha
ning dung hé thdng cap quang cung cac thiét



bi két ndi SONET, hay cac nha cung cip dich vu vién thong c6 thé cung cip dugc khong Hé
thong két nbi kénh tdc do cao nay ciing can c6 giai phap du phong cho trudng hop ¢ su cb s&
khong 1am gian doan két ndi. Giai phap du phong c6 thé dung nbi bé qua duong dién thoai
céng cong.

Phén 16p mang cung cép dich vu (Service Network): Cung cip cac dich vu chay trén bd
giao thirc IP nhu thu dién tir, dién dan, truy cip Web va cac dich vu trén Internet khac. Dich
vu tén mién(DNS),... ;

Phu thudc vao sd luong ngudi sir dung cua toan bo hé théng mang, phin mang cung cip
dich vu nay s& duoc thiét ké cho phu hop. Kha ning c6 thé mé rong 1a diéu duoc quan tim
hang dau trong phan mang nay, mot hoic nhiéu may chi s& dugc thém vao hé thong cho phép
cac dich vu Web, dién thu hay dich vu khac dugc phuc vu dua trén cac may chu riéng ré.

Trong giai doan ban dau véi s6 lugng ngudi dung han ché, sé lwong may chii chua can t6i
da vé6i cau hinh manh. Tuy nhién, ddi voi hé théng can do sin sang cao, vi¢c co it nhéat moi
dich vu mét may chu véi cAu hinh du manh, c6 kha nang thay thé dich vu cho nhau 1a can
thiét d¢ dam bao tinh lién tyc ctia dich vu.

Céac may chu tng dung 13 cac thiét bi quan trong nhat cho viéc xur 1y thong tin, ciing 1a
trung tam cua toan by h¢ théng thong tin. Chang chiu trach nhiém luu trit, tinh toan, xtr 1y céac

thdng tin vao/ra clia toan bo hé théng. Chiing ta c6 thé str dung giai phap ciia nhiéu hang chang

han nhu :
v Borland Insprise;
v Oracle;
v' Microsoft;
v IBM;
v B0 phan mém WebSphere;

v' Céc hang khéc.

Phén 16p mang ndi bd (Internal Network): Cung cép cac dich vu xac thuc nguoi ding
(Authentication), tinh cuée (Billing) va quan 1y mang. Day 14 16p can duoc quan tim bao vé
nhat trong thiét ké ciia cac hé théng mang cung cap dich vy;

Pé dam bao d6 an toan an ninh cao cho nguoi dung trong mang ndi bo, ta cod thé dat thém
may chu xac thuc bén ngoai mang noi bo.

Dich vu x4c thuc va tinh cudc dugce xay dung dua trén do 16n cia hé théng mang, sb luong

nguoi st dung va cac yéu cau tinh cudc.



Céc dich vu hd trg cung cip dich vu va quan 1y mang khac ciing duoc thyuc hién trong phan
Mang nay, trong d6 cac chirc ndng quan 1y mang, sao luu dir liéu, dich vu khach hang. Cac
cong cu chuyén nghiép c6 thé dugce dung nhu SyMON dbi v6i hé SUN Microsystem hay HP
OpenView c6 thé chay trén hé Windows,...

Phin mang Co s& dir liéu, bién tip (Information Editing): Noi chtra kho dit liéu, dong
thoi 1a noi lam viéc cua ban bién tap. Tur day cac thong tin, dir liéu dugc bién tap dé cap nhat
vao hé¢ CSDL va Web server. Phan mang nay cling can duoc bao vé chéng moi hinh thirc xam
nhap trai phép tir bén ngoai véi muc dich ldy thong tin hay phé hoai hé thong.

Céac may tinh trong phan mang nay chi duoc phép truy nhap trong ndi bo va t6i mot sb
may chi nhat dinh nhu may chu Web hay CSDL. Bén ngoai tudng lira khong thé truy nhap
tGi cac may tinh trong phan mang nay.

>  Luwa chon phuong an két noi:

Lua chon s6 113 dung cip dong truc tiép ndi Leased line
Leased line dung truc tiép cap dong la cach két ndi pho bién nhat hién nay giita hai diém

c6 khoang cach xa, tir Trung tim Thong tin tdi dau cudi clia nha cung cap IXP/ISP gan nhat.

Tai Viét Nam, dé tiét kiém chi phi thué bang thong, ching ta thuong thué mot s6 kénh co
sO n x 64K r0i ghép kénh roi mo rong dan dat dugc bang thong theo yéu cau.

Véi nhu cau trudc ban dau cua Trung tim Thong tin , kénh thué riéng 1a 128 Kbps. Vi hé
thong nay ta d& dang nang cap timg budc téi E1(2,048 Mbps) bang cach thué va ghép thém
cac kénh co s6 .

Pé thuc hién duoc cac yéu cau va nhiém vu & trén, qua mo hinh topo phuong an két ndi
duoc thuc hién nhu sau:

Kénh thué bao két noi riéng di Internet téi mot IXP hoiic ISP gin nhat:

v' Céap dong di¢n thoai thong thuong cua ha tang vién thong Viét Nam (duong kinh cap
0,5 mm);

v Sir dung cac tuyén cap riéng truc tiép (thong thudng 1a cap dong dudng kinh cap 0,9
mm hodc cap quang), c6 thé dung cho nang cap két ndi t6i tbe do 2,048 Mbps (E1).

Dung két ndi mang riéng 40 VPN 1a lua chon thi 2. sau khi so sdanh chi phi két ndi
Mang riéng 40 VPN c¢6 cac wu diém:

. Két ndi truc tiép giira cac diém bat ky (Any-to-Any Connectivity)

Tat ca cac dia diém trong mang cé thé lién hé truc tiép v6i nhau chi vi mot két ndi vat ly

duy nhat tai mdi dia diém, khong can dung leased line hay PVC. Piéu nay 1am cau tric mang



tré nén don gian va cho phép md réong mang mot cach nhanh chong khéng can thiét ké lai
mang hay lam gian doan hoat dong cua mang.

. Dung céac cong nghé két ndi khac nhau

VPN cho phép lua chon céc cong ngh¢ két ndi khac nhau (leased line, frame relay, ADSL,
Ethernet, PSTN, ...) tuy thudc vao yéu cau vé bang thong va phuong thirc két ndi tai moi diém
cta nguoi dung.

C6 thé tich hop dir liéu, thoai va video (Data, Voice and Video Convergence)

Véi cac cong nghé quan 1y chit luong dich vu (QoS) chudn, tit ca cic ing dung dit liéu,
thoai va video c6 thé chay trén mot Mang IP riéng, khong can c6 cac mang riéng r& hay thiét
bi chuyén dung.

. Do bao mat cao (High Network Privacy)

H¢ thong bao mat c¢6 san trong mang sir dung cong nghé Chuyén mach nhan da giao thirc
(Multi-Protocol Label Switching - MPLS) cho phép phan tach ludng dir liéu caa mdi khach
hang ra khoi Internet cling nhu céc khach hang khac. Muc do bao mat tuong duong nhu cac
dich vu 16p 2 nhu X.25, frame relay va ATM.

. Dé sir dung (Ease of Operation)

VPN han ché yéu cau ddi véi nguoi dung trong viée thuc hién cac cong  viéc phic tap
nhu thiét ké mang, cau hinh bo dinh tuyén. Do vy giam rat nhiéu chi phi van hanh

. Mot diém lién hé cho moi yéu cau (One Stop Shopping)

Céc ISP cung cap dich vu tron goi voi mot diém lién hé duy nhat trén pham vi toan Vit
Nam. diéu d6 giup don gian hod viéc trién khai cic mang quy mé 16n.

e Dap g nhiéu dich vu

Ung dung trao d6i dit liéu nhu truyén file, dich vy thu tin dién tu, chia sé tai nguyén mang
(file hodc may in), co s& dir licu, Web ndi bo, Truyén anh, Cac tng dung ERP, cac irng dung
thiét ké k¥ thuat.

Truy nhap Internet va sir dung cac dich vu trén nén mang ndy nhu mot khach hang Internet
tryc tiép binh thuong.

Mot s6 ing dung cao hon nhu: hdi thdo qua mang MPLS VPN, hosting... Mang riéng 4o
trén Internet cho phép tan dung dugc nhirng uu thé cua Internet, dic biét khi phai thuc hi¢n
két ndi toi cac diém co khoang cach xa. Do mot két ndi Internet c6 thé duoc dung dé nbi toi
nhiéu diém khac nhau, nén Mang riéng 4o c6 nhiing wu thé tong hop cia cac két ndi PPP,
dialup, va céc dich vu mang luéi. Pong thdi, VPN cho phép dé dang tich hop nhiéu giao
thirc WAN khac nhau.



Tiét kiém chi phi véi mang riéng 40 VPN:

Néu dung Internet cho céc giao dich LAN-to-LAN, theo danh gia cia mot s6 to chirc nghién
ctru vé mang, c6 thé 1am giam t&i 80% chi phi so véi cach thire két ndi WAN truyén thong.
Hién nay, nhiéu cong ty va t6 chirc nhan thic duoc diéu nay nhung chua thyc hién vi con mot
van dé 16n can quan tAm: an ninh. Mang riéng 4o (VPN) cung cip mot giai phap hiéu qua
cho van dé an ninh. VPN dua ra mét cach thirc — cong nghé két nbi cac mang LAN véi nhau
va véi nguoi dung di dong an toan va hiéu qua.

Nhung phuong thirc nay hién chua duge ding nhiéu vi chwa duoc danh gia dy du

vé chi phi ciing nhu an ninh-an toan.

Dung két n6i ADSL 13 Iwa chon thir 3:
ADSL (Asymetric Digital Subcriber Line) 1a cong ngh¢ bang thong rong cho phép truy

cap vé trung tdm mang hay vao internet véi toc do cao.

ADSL tan dung hé thong cap dién thoai bang dong c6 sin dé truyén tai dit liéu ¢ toc
d6 cao ma khdng can phai lap dit them cap quang (fibre-optic) hodc cap dong, tiét kiém
chi phi hon. T4t ca cac dang ADSL hoat dong dwra trén nguyén tic tich bang thong trén
dudng cap dién thoai thanh hai: mot phan nho danh cho truyén am, phan 16n danh cho truyén
tai dix liéu & toc do cao. Trén duong day dién thoai thi thuc té chi dung mdt khoang tan sb
rat nho tir OKHz dén 20KHz dé truyén dit liéu am thanh (dién thoai). Cong nghé ADSL tan
dung dic diém nay dé truyén dir liéu trén cing duong day, nhung ¢ tan s6 25.875 KHz dén
1.104 MHz. Do vy ta vira c6 thé két ndi truyén s liéu vira dung dién thoai.

>  Lura chon thiét bi:

Thiét bi, vat tu t6i thiéu dé xay dung két n6i WAN trung tdm Trung tam Thong tin toi
ISP, va t6i cac chi nhanh gdm c6:

e B0 dinh tuyén - Router
Thiét bi Router duoc lya chon phai dam bdo:

v’ C6 sb lugng cong WAN nhiéu hon cac diém can két ndi. C6 cac  cong LAN du nbi
v6i cac phan doan mang can thiét. C6 nang luc xtr Iy dam bao khong qua 60% yéu cau,
c6 s6 RAM du.

v C6 Router dy phong cho Router chinh .

v' Router phai dugc san xuit bai hing co uy tin trén Thé gidi, nhu Cisco, Nortel.... dé
dam bao d6 on dinh, tin cay cao.

v H0 tro cac giao thurc dinh tuyén dong nhu RIP-1, OSPF, EIGRP,...

v' C6 cac bd giao tiép cho phép thiét bi twong thich v6i nhiéu loai két ndi trong diéu kién
ha téng Vién thong hién tai & Viét Nam nhu: thernet/Fast Ethernet, T1/E1,



ISDN PRI, ISDN BRI, OC-3, ATM,...
v' Pam bao tuong thich dé bao toan duoc chi phi dau tu ban dau cho phia Khach hang.
v' V6i yéu cau ban dau 1a 3 cong WAN Router duoc chon 1a Cisco Router 2621. Day 1a
thiét bi thoa man moi yéu cu dat ra cta Dy an. N6 cho phép dat tbe do xur Iy 25
Kpps.Ngoai ra, n6 con hd trg VLAN, IP VPN,... va cac bo giao tiép cam thém theo yéu
cau cho phép ta dé dang nang cip néu can.

e Modem s6 (xDSL Modem)

La thiét b1 nd1 gitra thi€t bi truyén va dau nodi vién thong, hay con goi la  thiét b1 dau cuoi
mach dir li¢u DCE, thuc hién nhiém vu chuyén s6 litu. Modem sd dugc lua chon cho Dy an
Khach hang phai thoa min cac yéu ciu sau day:

v' Pugc san xut bai cac hang c6 danh tiéng trén Thé gidi nhu Patton, RAD, Pandatel,
V.V...

v Thiét bi hd tro tbc dd cao hon trong trudng hop nang cap duong két néi mang dién
rong. Pha dau ctia Dy an Khach hang, kénh thué riéng c6 toc 6 128 Kbps;

v Pam bao do chinh xac cao, dit liéu luu thong qua phuong thirc dong bod

bang nhau.
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