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LOI NOI DAU

Nhu ching ta di biét khoa hoc may tinh ngdy nay vo cing phat trién, do
yéu cau cong viéc mudn trao d6i thong tin véi nhau thi ngudi ta cin dén mang
may tinh. Mang mdy tinh gitp rat ngan khoang cach vé dia li di ban & noi dau.
Diéu d6 da kéo theo sy phét trién khdng ngimg cua cdc mang may tinh nhu: mang
lan, mang wan, mang internet. Dé dap (mg yéu cau trén trong gido trinh quan tri
mang Window server 2008 nay sé& gitip cac ban hiéu rd hon vé co ché van hanh,
quan tri mang may tinh ciing nhu cac phuong thirc thiét 1ap chinh sach véi nhu
cau trao ddi thong tin nham bao mat thong tin d6 ngay cang tét hon. Window
server 2008 1a mot sy lya chon dung dén nhét.

Windows Server 2008 (tén ma 1a “Longhorn”) dugc xay dung trén nhiing
thanh cong va strc manh cia Windows Server 2003 — 1a hé diéu hanh vén duoc
trao ting nhiéu giai thuéng va nhiing cach tan co trong ban Service Pack 1
va Windows Server 2003 R2. B6 sung thém chirc nang méi, Windows Server
2008 mang dén nhiing cai tién manh mé cho hé diéu hanh co so nay.

Véi nhitng cai tién da dang da giup nguoi quan tri tiét kiém thoi gian, chi
phi va tan dyung triét dé cdu tric ha tang. Voi nhiing tinh ning tién tién nhu
Network Access Protectionva Read-Only Domain Controller da tang cuong tinh
bao mat va an toan dir liéu. Ngoai ra, Windows Server 2008 ciing cung cip cac
cong cu mo1 manh mé€ nhu IIS7, Windows Server Manager va Windows
PowerShell giup don gian hoa cong tic quan tri va cau hinh hé thong. Ngoai ra,
Windows Server 2008 con tich hop thém cong cu Web gan trong va cong nghé o
héa nang cao tinh tin cdy va linh dong cho hé théng.

Noi tom lai, Windows Server 2008 1a mot cudc cac mang mai vé dong san
pham Server ctia Microsoft, giup cho nhitng nguoi quan tri dé dang va chi dong
hon trong viéc quan 1y, cdu hinh céc dich vu cling nhu 1a quan tri méi truong
mang.
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Chwong 1: TONG QUAN VE QUAN TRI MANG
1.1 Khai niém quéan tri mang

Quan tri mang 1a téng hop cac hoat dong, phuong phap, thi tuc, va cac cong cu lién
quan dén diéu hanh, quan tri, bao tri, va dy phong hé théng mang.

1.2 Chirc niing vé quan tri mang
Hé théng quan tri mang bao gdm 4 chirc ning co ban sau:

v Diéu hanh 14 hoat dong lién quan dén viéc gitt cho hé théng mang (va cac dich
vu mang cung cap) chay tron tru. N6 bao gdm viéc giam sat mang dé phat hién
cac van dé som nhat co thé trudc khi nguoi dung bi anh hudng.

v Quan tri lién quan dén viéc theo ddi cac tai nguyén trén mang va chung duoc
phan bd nhu thé nao. N6 lién quan dén tat ca cac viéc can lam dé gilr cho moi
thr dugc kiém soat.

v/ Bao tri lién quan dén viéc sira chita va nang cip. Bao tri ciing bao gdm céc
bién phap chu dong khic phuc va phong ngira nhu diéu chinh cac thong sb
thiét bi khi can va thuong can thiép khi can thiét dé 1am cho hé thong chay tot
hon.

v' Dy phong 13 viéc ciu hinh tai nguyén trong mang dé dap Gmg nhu cau phat
sinh, thay thé hodc phuc hdi khi can thiét.

1.3 Tam quan trong ciia quan tri mang

Mot hé théng mang may tinh 13 mot mang ludi c6 cau tric phire tap, doi hoi yéu cau
quan 1y cao va thuong xuyén. N6 phai duoc 1én ké hoach can than. Cau hinh céc thiét
bi mang phai dugc sira d6i ma khéng anh huong xiu dén phan con lai cia mang. Loi
¢ mot thanh phﬁn nao do can phai duoc phat hién, xac dinh nguyén nhan va stra chira.
Murc d6 dich vu duge dam bao cho khach hang va ngudi dung cudi, vi du, mot sb tién
nhat dinh cuia bang thong can phai duoc theo ddi va dam bao, hay mot tng dung mang
can dam bao vé hiéu nang va mirc d6 an toan.
V& phia cac nha cung cdp dich vu, vin dé canh tranh va phat trién doi hoi ho phai co
mét ké hoach va thuc thi quan tri mang tot dé dam bao:
Ai c6 thé hoat dong mang véi chi phi thdp nhit va vuot qua nhimg tiét kiém chi phi
trén cho khach hang?

v Ai cung cap trai nghiém khéach hang tot hon bang cach 1am cho n6 dé dang sir

dung nhung van ddm bao an toan.
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v’ Ai c6 thé duy tri va dam bao chat lugng dich vu cao nhét?

v' Ai c6 thé dua ra céac dich vu nhanh choéng va hi¢u qua?

1.4  Céac thanh phan co béan ciia quan tri mang

v' The Network device: Cac thiét bi mang nhu Switch, Router...

v' The Management system: Cung cap hé théng mang va céc cong cu quan 1y.
v' The Management Network: Cung cap hé thong lién két mang.

v' The Management Support Organization: T chirc hd trg quan Iy mang. Thé hién
su hién dién yéu t6 con ngudi trong thanh phan cua quan tri mang. Vi chirc
nang: Lap ké hoach, theo ddi va diéu khién hoat dong quan tri.

Management & Yk

Support
Organization

L S . A N

Management e = =
Systems — =

Management
Network

= 1=
Network Production __ _ ’ '
Devices Network  me3 “‘i _}’S-i = —f

Hinh 1: Céc thanh phan co ban trong QTM
1.5 Cac mo hinh va giai doan quan tri mang
1.5.1 1.5.1. Cac moé hinh qudn tri mang

a) FCAPS

FCAPS (Fault, Configuration, Accounting, Performance, Security) la mgt m6 hinh
quan 1y co ban. Y tudng 1a nhom thanh cac nhom chire ning dé co thé xir Iy hang loat
cac chirc nang quan tri dugc yéu cau.
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Busine

Management
Service
Management
/ MNetwork Management \{
/ Element Management
/ Network Element

Hinh 2: M6 hinh quén tr1 FCAPS

b) OAM&P

La mdt md hinh thay thé cho FCAPS 1a OAM&P (Operations, Administration,
Maintenance, and Provisioning). M6 hinh OAM & P rit phé bién & dic biét véi cac
nha cung cap dich vu vién thong 16n.

o Operations (Piéu hanh)

o Administration (Quan tr1)

o Maintenance (Bdo tri)

o Provisioning (Cung céap)
c) FAB va eTOM

Mot mo hinh quan tri theo chirc ning khac dugc thiét 1ap béi Telemanagement Forum
(TMF) 1a FAB (Fulfillment—Assurance—Billing). Nén tang dwa trén mé hinh cua
TOM (Telecoms Operations Map) véi viéc 1ay khai niém quén tri vong doi 1am trung
tam. TOM chia vong doi thanh ba giai doan riéng bi¢t: Fulfillment—Assurance—
Billing (FAB) va duoc 4p dung riéng biét trong cac tang khac nhau:

e Quan trj hé thong va mang

e Diéu hanh va phat trién dich vu

e Cham soc khach hang.

1.5.2 1.5.2. Cac giai doan qudn tri mang
> Lap ké hoach va thyc hién

Lap ké hoach va thuc hién la nhitng giai doan quan trong bao dam cho h¢ théng mang
may tinh hoat dong tron tru va hiéu qua. Xay dung ké hoach 1a méot yéu cau diéu kién
tién quyét khi cai dat mot hé théng may tinh méi hay nang cap hé thong hién c6 dé
giai quyét cac yéu cau mdi. Lap ké hoach danh dau giai doan dau tién cta vong doi
ctia hé théng may tinh.

= Phan tich yéu cau
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= Panh gia hé thong hién co

= Lap ké hoach thoa mén cac yéu cau

» Thuyc thi
» Quan tri hoat ddong cia hé théng
Cong viéc ctia quan tri hoat dong cta hé thong 1a dé gitr cho hé thdng chay tron tru
khdng gap van dé gi trong sudt giai doan hoat dong. Quan tri cac hoat dong thudng
duoc thuc hién bédi mot nhom nho cac nha quan tri hé théng, thuong duoc chia thanh
cac linh vuc chuyén mén. Ddi voi bt ky mot mang du nho hodc co sé ha tﬁng CNTT
clia mot cong ty nho, ngudi ta s& tim thdy mot trung tm hoat dong chiu trach nhiém
dam bao hoat dong thong sudt cta toan bd co sd ha tﬁng CNTT cua td chuc do.

Management Data

Management
Application

Commands

Operations Center

Hinh 3: Trung tdm diéu hanh vé CNTT

Trung tam diéu hanh - Dit liéu qudn 1y - Giao thirc cho tdc nhdn qudn tri - Cau tric
théng tin qudn Iy - Cdu triic tdc nhan thiét bi - Cdu triic qudn Iy ving dung - Chitc ndng
ciia trung tam diéu khién

> Theo di hé thong

Giam sat hay theo ddi mot hé thong may tinh duoc dinh nghia 13 qué trinh thu thap
cac thong tin trang thai va cau hinh cua cac phan tir khac nhau ctia mot hé thong may
tinh va cing cb théng tin d6. Cung cd thong tin c6 lién quan dén nhiém vu lam cac
bao céo vé hé théng mang, lam sach cac thong tin dugc theo doi va dua ra cac thong
tin quan trong.

Viéc quan Iy mot hé théng may tinh doi hoi su giam sat mdt loat dir 1i€u. Trong phr:fm
dau cua chuong nay, chung ta nhin vao mot sd cac loai khac nhau cua thong tin tinh
trang can phai dugc theo ddi dé quan tri. Cac phan tiép theo sé& thao luan vé mot mo
hinh chung cho ciu triic gidm sat trong mot mang ludi hoat dong hé thdng va mé rong
trén cac khia canh khac nhau cia mo6 hinh chung.

Théng tin can dwoc theo déi - M6 hinh theo ddi - Thu thdp dir liéu -Tién xit 1y diF liéu
- Quan tri dir liéu
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> Quan tri 16i

Ldi trong hé thong may tinh 1a sy that bai ciia mot thanh phan dam bao thdng may tinh
hoat dong binh thuong. Hoat dong cua mdt hé théng may tinh c6 thé gip phai 16i boi
rat nhidu nguyén nhan. Mdi 13i phat sinh can phai dugc canh bao hodc c6 théng bao
dé thong tin cho bd phan theo ddi. Nhitng canh bao 16i dugc giam sat can dugc luu triv
va quan 1y boi b phan quan 1y 16i.

Kién triic quan Iy 16i - Cdc thudt todn chan dodn 16i - Hé thong tw chita bénh - Tranh
that bai

» Kiém toan va thuc thi

Qudn 1y thoi gian hoat dong - Phwong phdp tiép cin dé quan Iy hiéu qua -thuce hién
giam sat va b&o cao - Sw ¢6 trong thuec thi - Ké hoach vé kha néng - Qudn Iy kiém todn

» Quan tri an ninh

Muc tiéu cta hé théng quan 1y 1a c¢b gang dé giir cho hé thdng méy tinh va mang chay
dung va hoan hao. Dé lam nhu vay, hé théng may tinh phai dugc tiép can voi nhiing
nguoi duoc uy quyén dé st dung ching, va khong thé truy cap boi bat ct ai khong
dugc phép st dung chiung. Mot su truy cp trai phép c6 thé giy ra mot sd van dé trong
hoat dong ctia hé thong, bao gom ca tir chéi truy cap dén nguoi st dung hop phap, gay
anh huong dén hoat dong cua hé théng, hoac lam cho hé théng cu xu theo cach ma c6
thé gay hai cho nguoi str dung. Nhu vay, quan 1y an ninh 1a mot khia canh quan trong
ctia bat ky loai hinh quéan 1y hé théng may tinh.

Quan tri an ninh thong tin ¢6 thé duoc chia thanh nam khia canh: xac thuc, bao mat,
tinh toan ven, khong thoai thac, va san sang. Xac thuc la cong viéc dé dam bao ré‘mg
bat ky nguoi ding hoic chuong trinh truy cip thong tin dugc xac dinh mot cach chinh
xé4c. Bao mat c6 nghia 1a thong tin chi duoc hién thi cho nguoi dung c6 tham quyén.
Tinh toan ven dé cap dén viéc dam bao rﬁng thong tin hoac céac hé théng cO chira cac
thong tin khong bi hong. Khong thodi thac c6 nghia 1a ngudn gdc ciia thong tin s&
duoc bao vé va doi tuong tao cling khong thé tir chdi trach nhiém cho viéc tao ra cac
thong tin d6. San sang la nhiém vu dé dam bao truy cap thong tin va dich vu kip thoi
va déng tin cay cho nhiing ngudi c6 tham quyén dé st dung ching.

Céc k¥ thuat bdo dam an ninh
= K§¥ thuat chung
* Quan tri bdo mat cho may tinh ca nhan
* Quan tr1 an ninh cho may chi may tinh
* Quan tri an ninh cho mang may tinh
= Cac van dé phat sinh khi hoat dong
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Chuwong 2. TONG QUAN VE HE PIEU HANH WINDOWS
SERVER 2008

» Gio6i thiéu chuong:

- Trong chuong nay nham giup cho sinh vién hiéu r& hon vé
Microsoft Windows Server 2008 Ia thé hé ké tiép ctia hé diéu hanh Windows
Server, c6 thé gitp cac chuyén gia cong nghé thong tin c6 thé kiém soat tdi
da co so ha tang cta ho va cung cp kha nang quan ly va hiéu luc chua timg
cd, 1a san pham hon han trong viéc dam bao d6 an toan, kha ning tin cay va
moi trudng may chi vitng chic hon cac phién ban trude ddy. - Windows
Server 2008 cung cap nhitng gia tri méi cho cac td chiic bang viée bao dam
tat ca ngudi ding déu co thé c6 duge nhitng thanh phan bo sung tir cac dich
vu tir mang. Windows Server 2008 ciing cung cap nhiéu tinh ning vuot troi
bén trong hé diéu hanh va kha nang chuan doan, cho phép cac quan tri vién
ting dugc thoi gian hd trg cho cac doanh nghiép. Windows Server 2008
duoc thiét ké dé cung cap cho céc td chiic ¢6 dugc nén tang san xuat tot nhat
cho ing dung, mang va cac dich vu web tir nhom lam viéc dén nhirng trung
tam dir liéu vai tinh nang dong, tinh nang ma1 ¢6 gia tri va nhitng cai thién
manh mé& cho hé diéu hanh co ban.

- Cai thién hé diéu hanh cho may chii Windows. Thém vao tinh ning
m&i, Windows Server 2008 cung cap nhiéu cai thiém tot hon cho hé diéu

hanh co ban so v&i hé diéu hanh Windows Server 2003.

- Nhimg cai thién c6 thé thiy dugc gdm c6 c4c van dé vé mang, cac
tinh nang bdo mat ning cao, truy cap ung dung tir xa, quan ly role may chu
tap trung, cac cong cu kiém tra do tin cay va hiéu suat, nhém chuyén doi du

phong, su trién khai va hé thong file.

» Muc tiéu chuong:
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Trinh bay chinh x4c c4c tinh ning ctia hé diéu hanh Windows Server
2008

Phat biéu chinh xac phuong phép tu dong hoa qua trinh cai dit
Cai dat duoc diéu hanh Windows Server 2008 R2

Thiét 1ap cai dit ty dong hé didu hanh Windows XP/Server 2003 va
Windows 7/Server 2008 R2.

- Tu tin thiét ké, stra chita, khic phuc 15i trong hé thong mang.

- C0 tinh can trong khi trién khai hé théng mang va an toan dién.

2.1 Gidi thi€u va cai dat windows server 2008
2.1.1 Téng quan vé hé diéu hanh Windows Server 2008

Microsoft Windows Server 2008 1a thé hé ké tiép ctia hé diéu hanh
Windows Server, c6 thé giup cac chuyén gia cong nghé thong tin c6 thé kiém soat
t6i da co s ha tang ciia ho va cung cap kha nang quan Iy va hiéu luc chua timg ¢,
1a san pham hon han trong viéc dam bao do an toan, kha nang tin ciy va moi truong
may chii viing chiac hon cac phién ban trudc day. Windows Server 2008 cung cap
nhing gia tri m&i cho cac t6 chirc bang viéc bao damtat ca ngudi dung déu co thé
c¢6 duoc nhimng thanh phan bo sung tir cac dich vu tir mang. Windows Server 2008
cling cung cap nhiéu tinh nang vuot troi bén trong hé diéu hanh va kha ning chuan
doan, cho phép cac quén tri vién ting duoc thoi gian hd tro cho cdng viée cua
doanh nghiép.

Windows Server 2008 xay dung trén su thanh cong va sttc manh cta hé
diéu hanh da co trude d6 1a Windows Server 2003 va nhiing cach tan c6 trong ban
Service Pack 1 va Windows Server 2003 R2. Mac du vay Windows Server 2008
hoan toan hon han cac hé diéu hanh tién nhiém. Windows Server 2008 duoc thiét
ké dé cung cap cho cac to chirc co dugc nén tang san xuat tot nhat cho ung dung,
mang va cé4c dich vu web tir nhém 1am viéc dén nhitng trung tam dir liéu véi tinh
nang dong, tinh ning méi c¢6 gia tri va nhiing cai thién manh mé& cho h¢ diéu hanh
co ban.

2.1.2 Cac cong cu qudn tri trén Windows server 2008
Server Manager 1a mdt giao dién diéu khién duoc thiét ké dé t6 chuc va
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quan Iy mot server chay hé diéu hanh Windows Server 2008. Ngudi quan tri 6
thé str dung Server Manager v6i nhitng nhiéu muc dich khéac nhau.

- Quan ly dong nhat trén mot server

- Hién thi trang thai hi¢n tai cia server

- Nhan ra cac van dé gap phai ddi vai cac role di doc cai dit mot cach dé
dang hon
Quan 1y céc role trén server, bao gom viéc thém va xoa role

- Thém va xba bo cac tinh nang

Chan doan cac ddu hiéu bt thuong

CAu hinh server: ¢ 4 cong cu (Task Scheduler, Windows Firewall,
Services va WMI Control).

- CAu hinh sao luu va luu trit: cac cong cu gitp ban sao luu va quan 1y 6
dia 13 Windows Server Backup va Disk Management déu nam trén Server
Manager.

2.1.2.1 Windows Server Core

Server Core 1a mdt tinh nang méi trong Windows Server 2008. N6 cho
phép co thé cai dit véi muc dich hd trg dic biét va cu thé d6i voi mot sé role.
Tat ca cac tuwong tac voi Server Core dugc thong qua cac dong 1énh.

Server Core mang lai nhiing l¢1 ich sau:

+ Giam thiéu dugc phan mém, vi thé viéc sir dung dung lugng 0 dia ciing
duoc giam. Chi tén khoang 1GB khi cai dit.
+ Bai vi giam thiéu dugc ph?m mém nén viéc cap nhat cling khdng nhiéu.
+ Giam thiéu t6i da nhitng hanh vi xam nhap vao hé thong théng qua cac

port dugc mé mac dinh.

+ Dé dang quan 1y.

Server Core khong bao gom tat ca céc tinh nang c6 san trong nhiing phién ban cai
dat Server khac. Vi du nhu NET Framework hoac Internet Explorer.
2.1.2.2 PowerShell

PowerShell 13 mot tap hop 1énh. N6 két ndi nhitng dong 1énh shell v6i mot ngon
ngir script va thém vao d6 hon 130 cong cu dong I¢énh(duoc goi 1a cmdlets).Hi¢n
tai, co thé st dung PowerShell trong:
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+ Exchange Server
+ SQL Server

+ Terminal Services

+ Active Directory Domain Services.

+ Quan tri cac dich vy, xur Iy va registry.

Mic dinh, Windows PowerShell chua dugc cai dit. Tuy nhién ban cd thé cai dat nd
mot cach dé dang bang céch str dung cong cu quan tri Server Manager va chon
Features > Add Features

2.1.2.3 Windows Deloyment Services.

Windows Deployment Services dugc tich hop trong Windows Server 2008 cho
phép ban cai dit hé diéu hanh tir xa cho cac may client ma khdng can phai cai dat
truc tiép. WDS cho phép ban cai dit tir xa thong qua Image lay tir DVD cai dat.
Ngoai ra, WDS con hd trg tao Image tir 1 may tinh di cai dit sin Windows va day
du cac ing dung khac.

Windows Deployment Serviece s dung dinh dang Windows Image (WIM). M{t
cai tién ddc biét véi WIM so véi RIS 1a WIM c6 thé lam viée tot véi nhiéu nén
tang phan ctmg khac nhau.

2.1.2.4 Terminal Services.

Terminal Services 1a mot thanh phan chinh trén Windows Server 2009 cho phép

user c6 thé truy cap vao server dé sir dung nhitng phan mém.

Terminal Services gitip nguoi quan trj trién khai va bao tri hé théng phan mém
trong doanh nghiép mot cach hiéu qua. Ngudi quan tri c6 thé cai dit cac chuong
trinh phan mém 1én Terminal Server ma khong can cai dit trén hé théng may client,
vi thé viée cap nhat va bdo tri ph::in mém trd nén dé dang hon.

Terminal Services cung cap 2 su khac biét cho ngudi quan tri va nguoi dung cubi:

Danh cho nguoi quan tri: cho phép quan trj ¢ thé két ndi tir xa hé thdng quan tri
bang viéc sir dung Remote Desktop Connection hoic Remote Desktop.

Danh cho ngoi dung cudi: cho phép ngudi dung cudi cd thé chay cac chuong trinh
tor Terminal Services server.
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2.1.2.5 Network Access Protection

Network Access Protection (NAP) 1a mot hé théng chinh sach thi hanh (Health
Policy Enforcement) duoc xay dung trong cac hé diéu hanh Windows Server 2008.
2.1.2.6 Co ché thyc thi cia NAP;

+ Kiém tra tinh trang an toan cua client.
+ Gidi han truy cap dbi voi cac may client khong an toan.

+ NAP s& cap nhat nhitng thanh phan can thiét cho cac may client khdng
an toan, cho dén khi client doi diéu kién an toan.Cho phép client két ndi néu

client da thoa dicu kién.
+ NAP gitp bao vé hé thong mang tir cac client.

+ NAP cung cap bd thu vién API (Application Programming Interface),

cho phép cac nha quan tri lap trinh nham ting tinh bao mat cho minh

2.1.2.7 Read-Only Domain Controllers

Read-Only Domain Controller (RODC) 1a mot kiéu Domain Controller méi trén
Windows Server 2008.Véi RODC, doanh nghiép c6 thé dé& dang trién khai céac
Domain Controller & nhitng noi ma sy bao mat khong duoc dam bao vé bao mat.
RODC la mét phan dit liéu ctia Active Directory Domain Services.

Vi RODC la mot phén dit liéu cia ADDS nén n6 luu trir moi dbi tuong, thudc tinh
va cac chinh sach giong nhu domain controller, tuy nhién mat khau thi bi ngoai
trur.

2.1.2.8 Cong nghé Failover Clustering.

Clustering 14 cong nghé cho phép st dung hai hay nhiéu server két hop véi nhau
dé tao thanh mot cum server dé tang cuong tinh 6n dinh trong van hanh.Néu server
nay ngung hoat dong thi server khac trong cym sé dam nhan nhiém vy ma server
ngung hoat dong dé dang thuc hi¢n nham muc dich hoat dong cua hé théng van
binh thuong. Qua trinh chuyén giao goi la failover.

Nhing phién ban sau hd tro:
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Windows Server 2008 Enterprise
Windows Server 2008 Datacenter
Windows Server 2008 Itanium
Windows Firewall with Advance Security
Windows Firewall with Advance Security cho phép nguoi quan tri cO thé
c4u hinh da dang va nang cao dé ting cudng tinh bao mat cho hé thong.
Windows Firewall with Advance Security ¢6 nhitng diém moi:
+ Kiém so4t chiat ché cac két ndi vao va ra trén hé théng (inbound va
outbound)

+ IPsec duoc thay thé bang khai niém Connection Security Rule, gitp
ban ¢6 thé kiém soat va quan 1y céc chinh sach, dong thoi giam sat trén firewall.
Két hop véi Active Directory.

2.1.3 Chudn bj cai dit Windows server 2008
1.1.3.1 Yéu cau phan ciing

Biang 1-1.Yéu ciu phén cirng

>hin cirng cau toi thiéu Pé nghi

xur 1y (x86), 1,4 Ghz (x64) hoac 16n hon
B RAM

luong trong

Windows Server 2008 hd trg ca 2 ciu triic vi xtr Iy 32-bit va 64-bit. Tuy
nhién, phién ban méi nhat 12 Windows Server 2008 R2, Windows Midmarket
Server va Windows Small Business v&i nhitng tinh ndng da dich vu, cac phién
ban nay chi hd trg cu triic vi xtr Iy 64-bit.

RAM hd tro t6i da cho hé thong 32-bit 13 4GB khi chay phién ban

Standard Edition va 64GB khi chay phién ban Enterprise va Datacenter. Néu
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chay hé thong 64-bit, bd nhd RAM c6 thé hd tro 1én dén 32GB va 2 Tb RAM
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cho phién ban Enterprise va Datacenter. Thém vao do, Windows Server 2008
hd trg hé théng Itanium, tuy nhién chip xir 1i Intel Itanium 2 nhan 1a can thiét.

2.1.4 Ning cdp lén Windows server 2008

Bang 1-2. Loai hé diéu hanh ning cip 1én Windows server 2008.

Nang cép lén

Nhirng phién ban truéc Windows Server
2008
soft Windows Server 2003 R2 rday du

ard,

srise hoac DatacenterEdition

soft Windows Server 2003 Service Pack rday du
1(SP1) Standard, Enterprise hodc

anter Edition

soft Windows Server 2003 Service day du
P (SP2) Standard, Enterprise hodac Datacenter
Edition

ows NT 4.0 y ho tro
ws 2000 Server s ho trg
WS XP > ho tro
ws Vista > ho tro
WS 7 > ho tro

Pé nang cip 1én phién ban Windows Server 2008, can phai chay cac hé
diéu hanh & cap do server. Khong thé nang cap cac phién ban Windows danh
cho ngudi dung nhu Windows XP hodc Windows Vista 1én Windows Server
2008. Dé nang cép lén Windows Server 2008, hé théng cua ban phai chay
Windows Server 2003. Viéc nang cap tir Windows NT 4.0 va Windows 2000
Server khong duoc hd trg. Viéc nang cap tir nhimg phién ban Windows Server
2003 1én phién ban Windows Server 2008 Server Core khong duoc hd trg. Viée
nang cap chi thuc hién duoc ¢ nhitng phién ban gidng nhau. Khi nang cap 1én
phién ban Windows Server 2008, moi cdu hinh thiét lap, file va cac chuong
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trinh déu dugc gitr lai.

Céu héi va bi tap
+=_Trinhbay cacyéucauphan ciungkhicaidat Windows Server20087?

<= Phanloaihé diéu hanh ¢ cac phién ban ctic6 thé nang cap Windows
Server 2008?
2.2 Cai dat windows server 2008

2.2.1 Cai dat thu cong

Tién trinh cai dat Windows Server 2008 duoc t6 chte rat hop ly. Néu da
timg cai dit Windows Server 2003 han ban van con nh¢ rang trong qué trinh
cai dat, ban duoc yéu cau tra 10i nhitng cau hoi vé cdu hinh. Vi Windows
Server 2008, nhitng yéu cau nay di dugc chuyén téi phan Initial Configuration
Tasks Wizard xuat hién khi hoan tat cai dit. Sau day 1a danh sach nhig théng
tin ban can cung cap trong qua trinh cai dat:

Ngbn ngir, don vi tién té va thong tin ban phim (ngdn ngit nhap liéu)
Khoa kich hoat san pham hop 1¢

Vi tri cai dat

An ban hé diéu hanh sap cai dat (néu khong nhap khéa san pham)
Cai dat nang cap hay cai dit mai

Toan bo viéc cai dat Windows Server 2008 chi qua ba phé‘m:

Cai dit hé diéu hanh, bao gdm cé xac nhan ma khoa hop 18

Khéi tao ciu hinh Initial Configuration Tasks

Cai dat Server Manager

Cho dia cai dat Windows Server 2008 vao 6 va khdi dong may chu tir
dia cai.

Khi dugc yéu cu chon ngon ngitt, thoi gian, don vi tién té va thong tin
ban phim, ban hay dua ra lya chon thich hop roi click Next.
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» Install Windows

A
(2
Windows Server 2008

Language to install: [E'ug!x,h k E‘

\

Time and currency format: English (United States) |
Kot oot v [ S

Enter your language and other preferences and click "Next* to continue.

Copyright © 2007 Microtoft Comporation. AZ rAghts resered.

Hinh 1-1. Thiét 1ap ngdn ngi

Tuy chon Install Now xudt hién. Néu chua chic chan vé yéu ciu phan
ctig, ban co thé click vao lién két What to Know Before Installing Windows
d¢ biét them chi tiét.

Nhap khoa kich hoat san pham (product key) va danh du kiém vao 6
Automatically Activate Windows When I’'m Online. Click Next.

Type your product key for activation

You can find your product key on your comp or on the i ion disc helder inside the
Windows package. Although you are not required to enter your product key now te install, failure
to enter it may result in the loss of data, information, and programs. You may be required to

p her edition of Wind We gly advize that you enter your preduct identification
key now.

The product key sticker looks like this:

L
KK = XOUKOK = XK = KK = XOOER

Product key (dashes will be added automatically):
I jeie)

! E ically activate Wind whenI'm onﬁnd

What is activation?

Read our privacy statement

Hinh 1-2. Nhap khéa kich hoat san pham hop 1&
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Néu chua nhap khoéa san phém ¢ muc trudc, bay gio ban sé phai lya chon
an ban Windows Server 2008 sip cai dit va danh dau kiém vao 6 I Have
Selected an Edition of Windows That I Purchased. Néu ban da nhap khoa san
phém hop 1€, trinh cai dat s€ ty dong nhan dién dugc 4n ban Windows Server
2008 ban sap cai dat. Click Next.

g £ Install Windows

Select the edition of Windows that you purchased

Windows Version .

Windows Server 2008 Entesprise (Full Installation
Datacenter (Full Installation
Standard (Server Core Installation)

Windows Serv
Windows Serv

Windows Serv 008 Enterprise (Server Core Installation)
Windows Server 2008 Datacenter (Server Core Installation)

If you enter your preduct key, Windows can automatically determine which edition you purchased.
To enter your product key, click the Back button te return to the previous page.

I, If you choose not to enter your product key now, make sure that you select the edition of Windows
that you purchased. If you select the wrong edition, you will need to purchase that edition, or you
will need to reinstall the correct edition of Windows later and potentially lose files and information.

[T [have selected the edition ef Windows thet | purchased

Next

Hinh 1-3. Lwa chon ban Windows Server 2008 dé cai dit

Poc cac diéu khoan quy dinh va chap nhan bang cach danh dau 6 kiém.
Click Next.

O ctra s6 mdi xuat hién, do ban khai dong may tir dia cai nén tuy chon
Upgrade (nang cap) di bi vo hiéu. Click Custom (Advanced).

==

"g £7 Install Windows

Which type of installation do you want?

Upgrade has been disabled

- To upgrade, start the installation from Windows.

I
|

Hinh 1-4. Tuy chon Upgrade da bi vo hi¢u
khi khéi dgng may tir dia cai dit HE dieu hanh

Luu y: Néu ban mudn tién hanh cai dat nang cap, ban can chay trinh cai
dat trong moi truong Windows.
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2.2.1.1 Trén ctra b tiép theo, ban can lya chon vi tri cai dat
Windows. Néu ¢ driver ctia cac thiét bi luu trit bén tha ba, can cai dat
ngay bang céach click lién két Load Driver.

g £7 Install Windows

Where do you want to install Windows?

| Name | TotalSize Free Space | Type

= Disk 0 Unallocated Space 200 GB 200 GB

€9 Refres

‘ f Next ?

Hinh 1-5. Chon thiét bi luu trir va phan chia 6 dia Logic

LGc nay, Windows sé& bat dau duogc cai dit vao hé thong. Ban cd thé thay
ting budc tién trinh hoan tat thé hién bang phan tram. Trong qua trinh cai dit,
may chu sé& phai khoi dong lai nhidu 1an. Trinh cai dat s& hoan thanh nhiing tac

vu sau day:
Sao chép tép tin
Mo rong tép tin
Cai dat chtc nang
Cai dat cap nhat
Hoan thanh

Khi qua trinh cai dit hoan tat, hiy thay doi mat khau tai khoan quan tri
administrator trudce khi dang nhap. Sau khi mat khau duoc thay doi va ban da
dang nhap vao h¢ diéu hanh, nhu vay la ban da xong ph?m 1 cua viéc cai dat.
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2.2.2 Khéi tao cdu hinh

Sau khi ban dang nhap vao hé diéu hanh, cira sb Initial Configuration
Tasks Wizard xuét hién, gém ba muc:

2.2.2.1 Provide computer information (Cung cap thong tin hé
thong)

2.2.2.2 Update this server (Cap nhat may chu)

2.2.2.3 Customize this server (Tty bién may chir)

mOE
= £y
."i Perform the folovwng tasks to ntialy configure this server & ,;MndowsServerm
&9 Provic | I mat k‘ Spackyng computer riomation =

& st
7‘! Add {estures Features
™ Do not show this wndow at logen Giose I

Hinh 1-6. Initial Configuration Tasks Wizard

Vay thi trong cdc muc nay, ban c6 thé dua ra nhiing thay d6i nao vé cau

hinh?
Trong muc Provide Computer Information, ban co thé thuc hién nhirng
viéc sau:
Thay d6i mai gio

Thiét 1ap cAu hinh mang trén giao dién card giao tiép mang (NIC). Ban ciing c6 thé gan dia
chi IP tinh, subnet mask, default gateway (cong mic dinh) va may chu DNS/WINS.
Trong nhiéu moi truong, co 1€ ban s€ duoc nhom hai card giao tiép mang cho mang
LAN dit liéu san xuat (st dung phan mém bén thr ba) va c6 mot card giao tiép mang
riéng biét danh riéng cho viéc sao luu dir liéu duoc két ndi véi mang LAN sao luu.
Ngoai ra, ban c6 thé dé mic cho cac thiét lap tu dong dugc gan boi may chu DHCP,
tat nhién trong trudng hop ban c6 may chu DHCP di dugc cau hinh.
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Luwu y: Trén thyc té, ban s& thuong gan dia chi IP tinh cho may chu co
sO ha tang. Trong trudng hop nay, ban s€ can thu thap thong tin d6 cung voi dia
chi IP hop 1¢ cho default gateway va cho may chu DNS/WINS trude khi cai dat.

Cung céap tén may tinh cho may chii, cing véi thong tin domain hoic workgroup.
Ban can khéi dong lai may cha dé cac thay doi co tac dung.

Trong muc Update This Server, ban c6 thé thuc hién nhimg viéc sau:
Cho phép tu dong cap nhat va phan hdi

CAu hinh viéc tai vé va cai dit nhimg cip nhét cua hé diéu hanh

Trong muc Customize This Server, ban c6 thé thyc hién nhitng viée sau:
Thém vai tro (role) may chu.

Khi ban chon mét vai tro, trinh hudng dan s& giup ban hoan thanh viéc
cai dat vai tro. Ban c6 thé lua chon cac vai tro sau:

Active Directory Certificate Services

Active Directory Domain Services

Active Directory Federation Services

Active Directory Lightweight Directory Services

Active Directory Rights Management Services

Application Server

DHCP Server

DNS Server

Fax Server

File Services

Network Policy and Access Services

Print Services

Terminal Services
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UDDI Services
Web Server (11S)
Windows Deployment Services
2.2.3 Cai dat thém tinh nang.

Ciing nhu thém vai tro, khi ban lya chon tinh ning, trinh huéng dan s&
gitip ban hoan thanh viéc cai dat tinh nang d6. Co rat nhiéu tinh ning cho ban
Iwa chon.

=

- Select Features
o1/

Seiact one or mace featires t mstal on s server.

Confrmaton Featres: Description:
Progress BLNET

combines the power of the NET
Framework 2.0 APls with new
technologies for building applications
that offer appealing user Interfaces,
protect your customers’personal
identity information, enable seamless
and secure commenication, and
peovidethe ability to model arange of
business processes,

Rendts

J J | Lo ]

Hinh 1-7. Lwa chon tinh niing ban mudn cai dat

Luu y: Doi véi ca hai danh sach vai tro va tinh nang, khi ban diém sang
mot vai trd hodc tinh ning ndo dé, ban s& thay phan mé ta & bén phai danh séch.
Khi ban Itra chon c4c vai trd va tinh ning, can nhé rang nén cai dit cang it cang
tbt, tot nhat 1a chi nén lya chon nhing thtr ban du dinh st dung. Néu ban cai
dit cac vai tro hodc tinh nang khdng can thiét, ban s& cai dit ludn ca nhitng dich
vu vo ich va c6 kha ning mé toang nhiing cong khong c6 gia tri trong san xuat
khién may chu khong con an toan.

Cho phép Remote Desktop két ndi téi may chu
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Céu hinh thiét 1ap tuong lra hé diéu hanh. Theo mic dinh, tudng lta
dugc kich hoat san.

Tiép theo s& 1a phan ba ctia qua trinh cai dit.

2.2.4 Cai dat Server Manager

K. Server Manager — =101 x|
Fle Ation Vew red

&% m| B

=Y ?'"'( Manager (WINSERVER 2008 (WINSERVER20

® P Raies

G-J Featses -
& Daorosss Get 80 ovecvew of the 3tats of the server, Derform 100 management tasks, &g add or remove server
5 ] Cordoren Ggp oo e e
§ Configuraton .
B f‘: "{%’n;e =
A Server Summary H Server Summary Help
~ Computer Information & Change Syrtem Propertes

3 .
Pl Computer WDESERVER 2008 %, View Netwcek Connectons

fame: » Configure Remote Deskiop
WorkgronD: ARDEN

Locs Ares v adoress assigred by DHCP

Connecton: PvE ensbied

Remote Desksop: Enedled

Product ID: 92573029-0000095- 76373

™ Do not show me s console at logon

~' Security Information WP Go to Windows Frewsl
» - . -
Windows Frewal:  On = Configure Updsies
*3 Check for New Roles
< | 2J{C9 LastRefresh: 2/13/2005 5:59:02PM Configure refresh

Hinh 1-8. Cai dat Server Manager

Server Manager cho ban mét cai nhin todn cuc vé may chu. Khi nhin vao
phan chi tiét mic dinh, ban c6 thé thay thong tin may tinh, théng tin bao mat va
ban tom tit cic vai tro va tinh ning da cai dit. Nhin xudng phia dudi, ban s&
thay tai nguyén va phan hd trg. Phia bén trai cira s6 1 cac cong cu gitp ban
thém/b6t va cdu hinh cac vai trd cling nhu cac tinh ning. Ban ciing sé& thiy cac
tlly chon dé chan doan, cau hinh va quan 1y 6 dia. Sau khi xac lap cac thay do6i
trong Server Manager, cong viéc cai dat thu cong ctia ban da thyc sy hoan tat.

2.2.5 Caidat tw dong

Viy la ban d3 hoan tat cng viéc cai dat thu cong, phan tiép theo cua bai
viét s& gidi thiéu cho ban qua trinh cai dat ty dong. Véi Windows Server 2008,
ban str dung file unattend.xml thay vi unattend.txt. Thuc ra, file unattend.xml
cling thay thé ca cac file Sysprep.inf, Winbom.ini, va Cmdlines.txt. Dinh dang
XML d3 duoc thong qua vi nd giup cac cong viéc mo ta cac gia tri 1ong nhau,
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thém phan tor méi va xac thuc file tra 16i trd nén dé dang hon. Ban c¢6 thé mo file
unattend.xml trong Internet Explorer phién ban 5.5 trd 1én dé phan tich ¢t phap
file .xml va xem liéu n6 c6 duoc xay dung hoan chinh. Néu tap tin khong dugc
xay dung chinh xéc, Internet Explorer s& bao cho ban biét chd nao bj 15i.

Dé cai dat ty dong, ban chay file setup.exe vai tir khda unattend
C:>setup.exe /unattend:<path>\unattend.xmi

File unattend.xml chira nhitng cAu tra 1i can thiét khi chay setup.exe, cu
thé 1a cac thdng tin nhu tén may tinh, viéc chap nhan thoa thuan cp phép nguoi
dung cudi (EULA), thong tin dia cai dit v..v... Ban cling ¢6 thé cho hién thi
hodc an di giao dién ngudi dung (UT) dbi voi mdi gia tri duoc thiét 1ap bang
cach st dung ShowUI flag = Yes/No. Sau day la céach trinh cai dat phan Gng
khi ban st dung ShowUI flag:

ShowUI flag = Yes va thiét 1ap duoc chi r trong file unattend.xml: Trinh
cai dat st dung thiét 1ap duogc chi 1o trong file unattend.xml va hién thi giao
dién nguoi dung theo thiét 1ap do.

ShowUI flag = No va thiét 1ap duoc chi rd trong file unattend.xml: Trinh
cai dat str dung thiét 1ap duoc chi ro trong file unattend.xml va khong hién thi
giao dién ngudi dung.

ShowUI flag = Yes va thiét 1ap khong duoc chi rd trong file
unattend.xml: Trinh cai dat hién thi giao dién nguoi ding véi gia tri mic dinh
va ngudi dung co thé thay doi thiét 1ap nay néu can.

ShowUI flag = No va thiét 1ap khdng duoc chi rd trong file unattend.xml:
Trinh cai dat sir dung gia tri mac dinh va khong hién thi giao dién nguoi dung.

Khi tién hanh cai dat tu dong qua mang, trinh cai dat h¢ théng phai c0
quyén truy cap vao file unattend.xml. Khi trinh cai dit khai chay tir 6 CD/DVD,
n6 sé tim kiém file unattend.xml trong céc vi tri sau:

Thu muc hién hanh
Vi tri khoi chay file setup.exe

O dia mém, USB hoic 6 CD/DVD khac
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Ct phép cho file unattend.xml duoc chia nhé thanh cac phan tir, va mdi
phan tir can mé va dong theo thir ty chinh xac (khi 16ng nhau). Mot khi dam
bao diéu nay, né s¢ 1a mot file .xml dugc xay dung hoan chinh. Chi c6 mot ph?m
tr gbc duy nhat: <unattend>.

B unattend.xoml - Notepad g[@@
Bia E Format Vew Hep
<userdatar A

cAcceptEulasvaluec/Acceptiulas (Yes/No)
<Fullname showul«"">value</Fullnames> (126 char max)optional
<0rganization Showule=""svalue</Organization> (126 char max%Optiona1
<comput arName” "showul="">value</ComputerName> (15 char max
<Productrey>vue_wuwe wies wwesve /productkey> (valid product Key)
¢/Userdata>
<piskconfig>
<Disk ID«"" wipedisk«""/> (ID 15 a 0-based number, wipe0isksyYes/No)
<Partition Action="" Labele"" Size="" Letter="" Formate"" Type=""/>
</oiskconfig>

Hinh 1-9. Mgt doan trong file unattend.xml

Qua trinh van hanh file unattend.xml s& ngimng lai vdi mot thong béao 16i
néu bt ctr diéu nao sau day la dung:

Thoa thuan cap phép ngudi dung cudi khong duge chap nhan
Khoa kich hoat san pham khong hop 18
Khong thé ghi vao dia cai dit

Viéc tao file unattend.xml c6 thé hoi ric r6i mot chut, tuy nhién khi ban
da tao thanh cdng, no sé& gilp cong viéc dé dang hon rat nhiéu. C6 mot s6 cong
cu san c6 trén web co thé gitp ban tao tap tin ndy. Ban cling c6 thé thoa sic
sang tao béng cach thém vao vai doan script dé tu dong dat tén cho cac may
tinh tudn theo quy udc vé cach dit tén cia ban ciing nhu nhiéu tiy chon ciu
hinh khac.

Ciu héi va bai tip

<= Thuchanh cai datWindows Server2008trén phan mém Vmware.

B6 moén Tin hoc Cong nghiép 31




Chuwong 3: Thiét 1ap va quén tri hé thong mang

Chuwong 3. THIET LAP VA QUAN TRI HE THONG MANG

» Gio6i thiéu chuong:

Trong chuong nay nham cung cép cho sinh vién cac k§ ning co ban vé
quan tri hé théng mang may tinh. Qua d6 sinh vién co thé tu lép dat, cai dat va
van hanh mot hé théng mang cuc b0 va st dung céac k¥ thuat quan tri can thiét
dé bao vé an toan dir liéu c4 nhan. Ngoai ra mon hoc con cung cap cho sinh
vién khai niém mo hinh quan tri mang Client — Server, cac dich vu mang phé)
bién ngay nay. Ap dung cong nghé caa Microsoft, sinh vién sé& trién khai nghién
ctru cac ung dung cua cac dich vu mang trong cac mo hinh quan tri mangdang
Client-Server dé tir 6 c6 dii ki nang dé van hanh cho hé théng mang Client-
Server cho cac doanh nghiép.

» Muc tiéu chuong:

Cung cap cho sinh vién céc kién thirc co ban vé md hinh mang va nguyén
tac hoat dong cua cac md hinh mang. Cung cip cho sinh vién kién thirc vé
nguyén tic van hanh cua cac thiét bi mang va nguyén 1y trién khai hé théng
mang cuc bg; trang bi cho sinh vién kién thirc va nguyeén tac hoat dong ctiamd
hinh Client — Server va cac dich vu mang can ban.

Qua mén hoc nay sinh vién duoc trang bi cac k¥ niang dé co thé cai dat
hé théng mang cuc bd va thuc hién c4c yeu cau quan tri trén hé théng mang cuc
bo. Bén canh do6 sinh vién cling dugc trang bi k¥ nang khai thac va van hanh
cac dich vu mang theo mé hinh Client — Server dé c6 thé quan tri mot hé thong
mang 16n, tap trung va dap tmg duoc cac yéu cAu quan tri caa doanh nghiép.

MOon hoc nay gilp sinh vién co kha nang phéan tich, phan doan va khoanh
ving céac su cb xay ra trong hé thong mang cuc bo va mé hinh Client — Server.
Véi mon hoc, sinh vién sé c6 kha nang tu duy, phan tich cac yéu cau nghiép vu
dé tir 46 dua ra cac giai phap k¥ thuét phu hop, trién khai hé théng dé dap tmg
nhu cau cua khach hang, doanh nghiép.

B0 mon Tin hoc Cong nghiép 27



Chuwong 3: Thiét 1ap va quén tri hé théng mang

3.1 Cac mo hinh mang trong méi trwomg microsoft
3.1.1 MO0 hinh mang Workgroup

M6 hinh mang Workgroup la mét nhom may tinh mang cung chia sé tai
nguy@n nhu file dit liéu, may in. N6 13 mot nhém logic ctia cac may tinh ma tat
ca ching c6 cing t&n nhém. C6 thé ¢ nhidu nhdm 1am viéc (workgroups) khac
nhau cung két ndi trén mot mang cuc bo (LAN).

Trong md hinh nay, cac mdy tinh c6 quyén han ngang nhau va khong c6
cac may tinh chuyén dung lam nhiém vu cung cp dich vu hay quan Iy. Cac
may tinh tu bao mat va quan 1y cac tai nguyén cua riéng minh. Pong thoi, cac
may tinh cuc bd nay cling tu ching thuc cho nguoi1 dung cuc bo.

[ —

~,
= S - R

Hinh 2-1. M6 hinh mang Workgroup
M6 hinh mang Workgroup ciing dugc coi 1a mang peer-to-peer bai vi tat
ca cac may trong workgroup c6 quyén chia sé tai nguyén nhu nhau ma khéng
can sy chi dinh cua Server. Mdi may tinh trong nhém ty bao tri, bao mat co s¢
dit liéu cuc bo ctia n6. Piéu ndy c6 nghia I3, tit ca s quan tri vé tai khoan ngudi
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Chuwong 3: Thiét 1ap va quén tri hé thong mang

dung, bado mat cho nguon tai nguyén chia sé¢ khong duoc tap trung hoéa. Ban cé
thé két noi té1 mot nhém da ton tai hoac khéi tao mot nhém méi.

3.1.1.1 Uu diém md hinh Workgroup

Uu diém 1a Workgroups khéng yéu cau mdy tinh chay trén hé diéu hanh
Windows Server dé tap trung hoa thong tin bao mat; workgroups thiét ké va
hién thue don gian va khong yéu cau 1ap ké hoach c6 pham vi rong va quan trj
nhu domain yéu cau; workgroups thuan tién ddi vi nhém c6 s6 mdy tinh it va
gan nhau (< 20 may).

3.1.1.2  Nhuoc diém Workgroup

Nhuoc diém 1a mdi ngudi ding phai c6 mot tai khoan nguoi dung trén
mdi may tinh ma ho mudn ding nhap; bat ky sy thay doi tai khoan nguoi ding,
nhu 13 thay d6i mat khau hodc thém tai khoan ngudi dung méi, phai dugc lam
trén tat ca cac may tinh trong Workgroup, néu ban quén bé sung tai khoan ngudi
dung méi téi mot may tinh trong nhom thi nguoi ding méi sé khong thé diang
nhap vao may tinh d6 va khong thé truy xuét téi tai nguyén ctua may tinh do;
viéc chia sé thiét bi va file dugc xir Iy boi cac may tinh riéng, va chi cho nguai
dung c6 tai khoan trén may tinh d6 dugc st dung.
3.1.1.3 Mé hinh mang Domain (Client — Server)

Mo hinh mang Domain (hay m0 hinh Server) 1a m§t nhom may tinh mang
cung chia sé co so dir liéu thu muc tap trung (central directory database). Thu
muc ditr liéu chtra tai khodn nguoi dung va thong tin bao mat cho toan bd
Domain. Thu muc dir li€u nay duogc biét nhu 1a thu muc hién hanh (Active
Directory).

Nguoc lai vai mo hinh Workgroup, trong mé hinh Domain thi viéc quan
1y va ching thuc nguol dung mang tap trung tai may tinh Primary Domain
Controller. C4c tai nguyén mang ciing duoc quan ly tap trung va cap quyén han
cho ting ngudi dung. Luc d6 trong hé thdng ¢ cac may tinh chuyén dung 1am
nhiém vu cung cap cac dich vu va quan 1y cac may tram.

Trong mot Domain, thu muc chi ton tai trén cac may tinh duogc cau hinh
nhu may diéu khién mién (domain controller). Mot domain controller 1a mot
Server quan ly tat ca cac khia canh bao mat cia Domain. Khong giong nhu

B6 moén Tin hoc Cong nghiép 29


http://it.die.vn/la-gi/mo-hinh-workgroup/
http://it.die.vn/la-gi/he-dieu-hanh/
http://it.die.vn/la-gi/he-dieu-hanh/
http://it.die.vn/la-gi/he-dieu-hanh/

Chuwong 3: Thiét 1ap va quén tri hé théng mang

mang Workgroup, bao mat va quan tri trong domain dugc tap trung hda. Bé c6 Domain
controller, nhitng méy chu (server) phai chay dich vu lam Domain controller
(dich vu duoc tich hop sén trén cac phién ban Windows Server

Mot domain khong duoc xem nhu mot vi tri don hodc cdu hinh mang
riéng biét. Cac may tinh trong cing domain ¢ thé & trén mot mang LAN hodc
WAN. Ching c6 thé giao tiép voi nhau qua bat ky két ndi vat ly nao, nhu: Dial-
up, Integrated Services Digital Network (ISDN), Ethernet, Token Ring, Frame
Relay, Satellite, Fibre Channel.

Uu diém 1a cho phép quan trj tap trung. Néu nguoi dung thay doi mat
khau cua ho, thi su thay s€ dugc cap nhat ty dong trén toan Domain; Domain
cung cap quy trinh dang nhap don gian dé ngudi ding truy xuat cac tai nguyén
mang ma ho duogc phép truy cap; Domain cung cap linh dong dé nguoi quan tri
c6 thé khai tao mang rat rong 16n.

VA
x

|'_( 192.168.10.0 @

a |

v/
\

Hinh 2-2. M6 hinh mang Client/Server

Céc thanh phan co ban trong Windows Server c6 thé chta cac kiéu may
tinh sau:

- Méy diéu khién mién (Domain controllers) luu trir va bao tri ban sao thu
muc. Trong domain, tai khodn ngudi dung dugc tao mot lan, Windows Server
ghi no6 trong thu muc nay. Khi nguoi dung dang nhap td1 may tinh trong
domain, domain controller kiém tra thu muc nhé tén nguoi st dung, mat khau
va gidi han dang nhap. Khi co nhiéu domain controllers, chung dinh ky téi tao
thong tin thu muc cua ching.
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Chuwong 3: Thiét 1ap va quén tri hé thong mang

- Cac may chu thanh vién (Member servers): Mot mdy member server 1a
mot may chit ma khong duoc cau hinh nhu 1 domain controller. May chii
khéng luu trir thong tin thu muc va khong thé xac nhan domain nguoi dung.
Céac may chu co thé cung cip céc tai nguyén chia sé nhu cac thu muc dung
chung hay cac may in.

- Cac may tinh tram (Client computers): Cac may tinh tram chay mot h¢
diéu hanh dung cho may tram cua ngudi dung va cho phép ngudi dung truy cip
t6i ngudn tai nguyén trong domain.

Khong giong nhu Workgroup, Domain phai ton tai trude khi nguoi ding
tham gia vao né. Viéc tham gia vao Domain luén yéu ciu ngudi quan tri
Domain cung cap tai khoan cho may tinh ciia ngudi dung tdi domain d6. Tuy
nhién, néu ngudi quan tri cho nguoi dung dung dic quyén, nguoi dung cé thé
khai tao tai khoan may tinh cua minh trong qua trinh cai dat.

3.1.2 Gidi thi¢u Active Directory

Active Directory 1a mot kién trac doc quyén cua Microsoft. Pay 1a mot
kién triic khdng thé thiéu dugc trén Windows Server, duoc hiéu ndém na 12 mot
dich vu thu muc. Active Directory 1a mot hé thong duoc chuin hoa véi kha
nang quan tri tap trung hoan hao vé ngudi duing ciing nhu c4¢ ngudn tai nguyén
trong mot hé thong mang.

Active Directory 1a mot kién trac doc quyén cua Microsoft. Pay 1a mot
kién triic khong thé thiéu dugc trén Windows Server, duoc hiéu ndém na 1a mot
dich vu thu muc. Active Directory 1a mot hé théng dugc chuin hoa véi kha
nang quan tri tap trung hoan hao vé ngudi duiing ciing nhu c&c ngudn tai nguyén
trong mot hé thong mang. Ciing can phai chd y, Active Directory dugc st dung
trong mo6 hinh mang “Server — Client”.
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By

A

Windows Server
Active Directory

Hinh 2-3. Active Directory trén Windows Server 2008

3.1.3 Cdc thanh phin co ban va chirc ning ciia Active Directory
3.1.3.1 OU (Organization Unit)

Pay duoc coi 1a mot trong nhing khai niém can ban nhét trong Active Directory. Vay
OU la gi? Can nh¢ 1a diém wu viét cta Active Directory 14 né c6 thé chua toi
hang triéu doi tugng khac nhau. Vay lam sao dé quan ly cac dbi tuong nay mot
cach hiéu qua. Ban s& khong phai ngdi 1an mo hoic tim kiém trong ca déng d6i
twong nhu vy ma don gian hon cac d6i tuong d6 ¢6 thé duge nhom lai véi nhau
theo mat tiéu chi hay nguyén tic nao d6 —va dé chinh 12 OU (hay con dugc goi
1a don vi t6 churc dit ligu).

Active Directory ﬁ ocontoso.oom
Domain Server iE Admines
[Z] Builtin
= [E] Cclient Compubers
=] BEIX
E o
[E] Lo
B mNrC
=] sea
&l sTK
9 &l s
Orgomtohonol Units E Tox
Users, Groups, Machines IE WAM

H 5] Computers

Hinh 2-4. M6 ta Organization Unit - don vi té chirc dir liéu

Trong thuc té, cac ban c6 thé sir dung OU dé luu céc tai khoan ngudi dung trong mot
phong ban, hay cac may tinh trong phong ban do, hoic ciing c6 thé
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t6 chire ca cong ty thanh mot cay thu muc cac OU chira cc may tinh, cac group, hay cac
tai khoan nguoi dung nhu hinh trén.

3.1.3.2 Domain (t&n mién)

Domain & day duoc hiéu 1a mét mién, c6 nghia la khi hé théng cua ban
str dung Active Directory, ddng nghia I tit ca cac may tinh trong nay déu thudc
vé it nhit 13 cung mot mién nao d6. Trong mot mién thi phai c6 it nhat 1a mot
may cha quan 1y mién (Domain Controller) tré 1én. Cac may chu trong cling
mot mién thi s& dong bo véi nhau vé cac d6i twong trong mién d6 (Domain
Name Context). Cac may chii nay s& dam trach céc vai tro vé quan 1y chung

¥—

Diarmain Controller O

ououJou Jou,

QO000DOO

o
I “\-I
5B 5
Objeu:ts

Hinh 2-5. Mé ta viéc quan ly cac ddi twong trong Domain

trén toan mién do.

Sehema

3.1.3.3 Kién tric ciia Active Directory

Active Directory nhu mdt co s& dir li¢u (Database)? Vi cac ban hoc lap trinh, han
cling rd ¢ 2 khai niém rat than quen, d6 14 cac ban ghi (record) va cac truong
(field). N6i Active Directory nhu 1a mot database chinh 1a & diém nay.
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‘ Database —— i
| Aitetes FFJ‘ Computers
— Record | I: s | B0 @

I cript 2 |
. I T R, @ o

—] Record | gﬁ:{
[ field H field H field | #@% F:,;:," w4

{ Record |

I
[ field H field H field | Users

Artribute

—

Last name n. Jonn Doe
Logon name

Hinh 2-6. Ciu tric co sé dir liéu ciia Domain

C6 thé thay rat don gian & day, kién tric Active Directory bao gdm nhiéu
d6i tuong (objects) va trén moi mot ddi tuong lai c6 nhiéu thudc tinh (attribute)
khac nhau. O hinh trén, trong AD c6 2 kiéu dbi twong 1a may tinh va ngudi
ding. V&i mdi may tinh lai bao gdm thudc tinh nhu tén may tinh, md ta vé may
tinh d6. V&i nguoi dung thi thudc tinh lai 1a ho, tén va tén dang nhap héthéng.

D6 1a 1y do tai sao chung ta c6 thé so sanh Active Directory nhu mot
database, thtr hai, cling co thé coi Active Directory nhu mot Datastore, vay
Datastore la gi? Hiéu rong thi ctr xem n6 1a mot cai khung, mot cai thing chia,
hay hiéu don gian di thi ¢t coi n6 nhu mot cai 6 cimg may tinh ciing dugc.

Schema

*Domain*

DNS

PAS

Hinh 2-7. Thanh phan c6t 15i kién tric Active Directory
3.1.3.3.1 Datastore ndy s& bao gdm 2 thanh phan:

- Thir nhat: NTDS.DIT
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- Domain: tai ddy chta cac ddi twong ma cac ban sé phai twong tac hang
ngay, vi du nhu user, computer, OU...

- Schema: 14 noi luu trit cac dinh nghia vé timg thudc tinh trén mbi ddi
twong
- Configuration: chira toan bd cac cau hinh ciia Active Directory

- DNS: mot hé thong Active Directory thuong 13 ludn tich hop kém véi
dich vu DNS, moi cu hinh thudc vé DNS duoc luu tai day.

- Global Catalog: dam nhiém chirc nang chimg thyc (authentication) cho
cac d6i twong trong mot hé thong Active Directory. May chii quan tri mién nao
(Domain controller) Iuu trit Global Catalog thi dugc goi 1a Global Catalog
Server.

- Thu hai: SYSVOL

Pay 1a mot thu muc chira cac chinh sach danh cho cac ddi twong ngudi
ding hodc may tinh va cac doan script quan trong khac. Can chi y 1a cac chinh
sach nay khong giéng nhu viéc hé théng gan quyén truy cip cac tai nguyén
(authorization)

FRE Trniﬂ:

_@_,.

SvYSWOL

D

S"I'S"J'QL

Corp . Contoso,com

Hinh 2-8. Sysvol trong kién triic Active Directory
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3.1.4 Cai dit va cdu hinh Active Directory

Tuong ty nhu Windows Server 2003 khi nang cap Domain Controller s&
van can chay dcpromo tir nhic 1énh Run, tuy nhién cin phai cai dat Active
Directory Domain Controller role, dau tién ban cai dat role, sau d6 chay
dcpromo.Vao Server Manager - Roles - Add Roles

Fle Acton View Heb

|G | 2 ol 7
] g Peatures &
¥ Diagnastes ) }tni,:.&rmeﬁhea-mofmefm instalied on your server and add or remove r
@ gl Configuravon ; S :
& Y Storage
~ Roles Summary Roles Summary Help
~) Roles: 0 of 17 nstaled 35 Add Roles
5.1 Remave Roles

Hinh 2-9. Add Roles khi ning cip Domain

Khi @6, xuat hién trang Before You Begin, nhan Next dé tiép tuc

Belfore You Hegn

This wiursrd heips you ndtal roles on Bhs server, Tou delermne whi

Saryer Rofes wbnt Shes sérver o perform, suth &3 sharng documents or hostng
Confirmaton Sefore you contrue,; wenfy thal:
Frogress

» The Admcmstrator secount has 8 girong pessword
Besults » P bivor s thngd, sudh as stete 1P addresses, ace configured
= The idlest seaunty updates Som Windows Lipdate are Mstaled

Ef vou harve [0 compinte any of the prececing Sieos, cance the mia
iz agan.,

To contrue, chok Rext.

Hinh 2-10. Trang hop thoai Before You Begin

Chon Active Directory Domain Services = Add Required Features dé
cai dat thém cac tinh nang nay véi Active Directory Server Role.

Sau khi chon Active Directory DC Server Role, ban s& thay céc thong tin
vé Server Role.
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Kich Install dé cai dat cac file yéu cau

To install the following roles, role sarvices, or features, dick Install,
(i) 2 mformational messages below

(i) This server might need to be restarted after the installation completes.

= Active Directory Domain Services
(i) Aftar you imstall tha AD DS role, uss the Active Directory Domain Sarvices
~ {depromo.exe) to make the server a fully funcbonal domain controfer,
. NET Framework 3.5.1 Features
NET Framework 3.5.1

Hinh 2-11. Hop thoai cai dat Server Roles

Sau khi cai dat thanh cong dich vu Server Roles Vao Start - Run -
DCPROMO thi hgp thoai Welcome to the Active Directory Domain Service
Installation Wizard - Kich Next - Kich Next

Trong trang Choose a Deployment Configuration —>Create a new
domain in a new forest

" Existing forest

€ Add a domain cantrollern taan existing domain

" Create a new domain in an existing forest
Tihiz zemern will bezome the firzk domain contraller inthe new damair;

[T | Create a new domain tiee roat instead of & nev child domain

¥ Create a new domain in a new forest

Mare about possible deployment corfigurations

Hinh 2-12. Create a new domain in a new forest

Trong trang Name the Forest Root Domain, nhap vao tén ciia mién trong
hop nhap liéu FQDN of the forest room domain. Nhan Next dé tiép tuc
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MName the Forest Root Domain
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The first domain in the forest is the forest root domain. ks name is also the name of
the forest.

Type the fully qualfied domain name (FADMN) of the new forest root domain.

FQDM of the forest root domain:
pl vn

Example: cop contoso.com

Hinh 2-13. Hop thoai dién tén mién khi ning cAp Domain

Trong trang Set Forest Functional Level, chon Windows Server 2008.
Nhén Next dé tiép tuc.

@ Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.

Forest functional level:

Details:

The Windows Server 2008 R2 forest functional level provides all the features that ;I
are available in the Windows Server 2008 forest functional level, plus the following
additional feature:
- Recycle Bin, which, when it is enabled, provides the ability to restore
deleted objects in their entirety while Active Directony Domain
Services is running.
Ary new domains that are created in this forest will operate by default at the
Windows Server 2008 R2 domain functional level. ;I

1 “fou will be able to add only domain controllers that are nunning
- Windows Server 2008 R2 or later to this forest .

Hinh 2-14. Hop thoai chgn Forest Function Level

Trong trang Additional Domain Controller Options, Chon DNS server

va kich Next
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@ Active Directory Domain Services Installation Wizard x|

Additional Demain Controller Options =3

Select additional options far this domain controller.
¥ DMS senver
¥ Global catalag

[T Eead-only domain contioller (RODE]
Additional information:

The first domain controller in a forest must be a global catalog server and ﬂ
cannot be an RODC.

We recommend that you install the DNS Server service on the first domain
contraller.

Hinh 2-15. Hop thoai Add thém dich vu DNS

Mot hop thoai s€ xuét hién noéi réng khong thé tao dai dién cho may chu
DNS nay vi khong thé tim thdy ving xac thuc hodc né khong chay Windows
DNS server. Ly do cho diéu nay 1a vi day 13 DC dau tién trén mang. Nhan Next
dé tiép tuc.

@ Active Directory Domain Services Installation X]

A delegation for this DNS server cannot be created because the
l 4 authoritative parent zone cannot be found or it does not run
Windows DNS server. If you are integrating with an existing DMNS
infrastructure, you should manually create a delegation to this
DMS server in the parent zone to ensure reliable name resolution
from outside the domain "pl.wn”, Otherwise, no action is required.

Do you want to continue?

Yes | Mo I

Hinh 2-16. Hp thoai xac thuwec Add thém dich vu DNS

Puong dan luu trit Database, Log Files va SYSVOL, ta c¢6 thé thay ddi
duong dan tai vi tri khac. Tuy nhién, noi luu trit cdc thanh phan nay phai 1a
phan ving dugc dinh dang NTFS, kich Next
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©! Active Directory Domain Services Installation Wizard

Location for Database. Log Fles. and SYSWVOL
Specify the folders that will contain the Active Directory domain controller
database, log fies, and SYSWVOL.

For better performmance and recoversbiity, siore the database and log files on separste

volumes.

Database folder:

[C:\Window=\NTDS] Browse...
Log files folder:

IC:"_‘.".’ln-:I-:'.c.'s"xl"JTCIS Browse._..
SYSVOL folder:

IC: WMindows '\ SYSWVOL Browse._ .
More about img Active Ch jl e i files

Hinh 2-17. Hop thoai dwong din hru trir Database Active Directory

Trong Directory Service Restore Mode Administrator Password, nhap
mot mat khau manh vao cac hop nhap liéu Password va Confirm password.

o Actee Directony Bomsam Serioes Installston Wicand | [

Dt ary Services Hesae Mode Admivistioler Passsond

I

The Droactory Sernces Regore Wode Sdmrsi=ior accouril s dfierent from= the domen
Acminigtralor scooum

Fooon B przsmord for the Adminisirstor accouwt tat will be osed when ths doman
conbollar i stadad in Diectory Serdces Rasors Moda. We meommend thal you

chezose & mming passvwerd.
Prammond: Il’liilﬂli'lniinllvhli-luiiliirl-iiiti-ti
Cnrfmpa!m-d: IIIII--II-I-I FEEER ll-lI'lI-l-‘III-II-III

Hinh 2-18. Hop thoai thiét 1ap mat khau phuc hoi
so' s& dir li€u cua Active Diretory

Xéac nhan cac thong tin trén trang Summary va kich Next. Active
Directory s€ cai dat. bat mot dau kiém vao hop chon Reboot on completion dé
may tinh s& ty dong khoi dong lai khi cai dat Domain dugc hoan tat.
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The wizard is configunng Active Directory Domain Services. This process can take
from a few minutes to several hours, depending on your environment and the options
that you selected.

b

VW aiing for DMS Server service to start_.. 0

__ Concel |

¥ Reboot on completion

<Back | > | conca |

Hinh 2-19. Hp thoai dién ra qua trinh nang cAp Domain
3.1.5 Gia nhdp may tram vao Domain

Dbat dia chi IP. Click phai vao My Network places = Properties. Chon
Manager Network connections = Click phai vao biéu tugng card mang chon
Properties. Chon Internet Protocol Version 4 (TCP/IPv4) = Properties

x
Networking |

Connect using:
I E'l? Intel{R) PRO1000 MT Metwork Connection

This connection uses the following tems:

& Cliert for Microsoft Networks

Bl 305 Packet Scheduler

.@ File and Printer Sharing for Microsoft Networks
<& Intemet Protocol Version & (TCP/IPvE)
S Intemet Protocol Version 4 (TCP/IPv4)
i Link-Layer Topology Discovery Mapper /0 Driver
i Link-Layer Topology Discovery Responder

Ingtall .. | Wrinstall | Properties |

Hinh 2-20. Dt IP cho may tram

Tai may tram click phai My Computer = Properties - Change Settings.
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Nhan nut Change. Chon Domain = Nhap tén domain
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Computer Name/Domain Changes ﬂ

You can change the name and the membership of this
computer. Changes might affect access to network resources.
Mare information

Computer name:
SRV

Full computer name:
SRV

Mare...

— Member of
' Domain:
Ipl.vn

™ Workgroup:
I".'-.-'OHKGHOLIP

ok | concel |

Hinh 2-21. Hp thoai gia nhip may tram vao Domain

Nhan OK - Nhian Close = Restart Now. Cong viéc gia nhap may tram
vao Domain thanh cong.

x

You must restart your computer to apply these changes

Before restarting, save any open files and close all programs,

Res{krt Now Restart Later

Hinh 2-22. Hjp thong bao gia nhip may tram vao Domain thanh cong

Sau khi restart, log on vao domain Administrator - may tinh da tré
thanh 1 client cia domain taiphat.net.

3.1.6 Xdy dwng Organizational Unit

Organizational Units hay OU 13 don vi nho nhat trong hé thong Active
Directory, n6 dugc xem la mot vat chtra cac doi tuong (Object) dugc dung dé
se‘ip xép cac dbi tuong khac nhau phuc vu cho muc dich quén tri cia ban. Viéc
st dung OU c6 hai cong dung chinh nhu sau:
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Trao quyén kiém soat mot tap hop céc tai khoan nguoi ding, may tinh
hay céc thiét bi mang cho mot nhom ngudi hay mot quan tri vién phu nao dé
(sub-administrator), tir 6 giam bt cong tac quan tri cho ngudi quan tri toan
b6 hé thong.

Kiém soat va khoa bt mot sd chirc ning trén cac may tram cua ngudi
ding trong OU théng qua viéc sir dung céc doi twong chinh sach nhém (Group
Policy)

- Vao Administratives Tools = Active Directory User and Computer hoac
vao Start - Run go: dsa.msc.
- Right click tai Server = New - Organizaitional Unit = G0 tén OU >

Ok.
A JJ
D—;;;ain
—{6_
=
<=|
SaiGon ;65
— 1=l

K

Hinh 2-23. Céu tric cdy OU

o

3.1.7 Tai khodn ngwoi dung User acount
Trong hé thong mang Windows Server 2008, ngudi ding muén truy cap
vao tai nguyén mang can phai c6 mot user acount. Vi user acount ndy, ngudi
dung s& duogc chimg thuc va cip phat quyén truy cap.
MOt user acount 1a mot ddi tuong chira tat ca cac thong tin dinh nghia
mot nguot dung trong Windows Server 2008.

Windows Server 2008 ¢o cac kiéu user acount:

- User acount domain: dugc tao trén may chi DC. User nay c6 thé logon
vao bat ky cac may Client nao trén mang.User dugc tao trén DC thi mac dinh
tai khoan nay s& la Domain user,thuy nhién cd thé gan quyén cho user vao nhom
[Member of] dé c6 cac quyén khac.
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- Built in acount: 13 céc tai khoan duoc tao san khi cai hé diéu hanh va
thang cip thanh DC. Muc dich 13 dé trao quyén dic biét cho nguoi dung trén
h¢ diéu hanh. Vi du mot s6 Built in acount:

- Administrator

- Account operator
- Backup operator
- Print operator

- Guest

- Local user acount: la tai khoan ngudi dung dugc dinh nghia trén may cuc
bd va chi dugc phép logon, truy cip cac tai nguyén trén may tinh cuc bd. Néu
mudn truy cdp cac tai nguyén trén mang thi nguoi dung nay phai ching thuc
lai v61 may domain controller hoac may tinh chira tai nguyén chia sé.

- Tao tai khoan ngudi ding: Right click tai OU can chira cac User > New

- User = Dién day du thong tin cia User & Next = Pién Password.

- Cha y: Password méc dinh khi khaoi tao Domain phai dat >=7 ky tu va
Password phai phire tap. Vd: P@ssword.

New Object - User il

3 Createin:  plwn/
4

First name: ITlan Van Tai Initials: I

Last name: I

Full name: ITlan Van Tai

User logon name:

Itaitv |@p|.vn j

User logon name (pre-Windows 2000):
IPL\ Ita'rtv

< Back Next > Cancel |

Hinh 2-24. Hop thoai tao User Acount
3.1.8 Tai khodn ngwoi dung nhém (Groups)

- Tao nhém
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Right click tai OU can chira cac Group = New > Group > Gd tén
Group - Ok.

Hew Object - Group =l
% Createin:  pl.vnf
Group name:

| MHAN SU|

Group name (pre-Windows 2000):

| NHAN 51
Group scope ——————— ] Group type
" Domain local % Security
* Global " Distribution
™ Universal

Ok I Cancel

Hinh 2-25. Hop thoai tao nhom

- Add User vao trong nhom

Chon mét hodc nhiéu User can Add vao Group. Right click vao déi tuong
User da chon = Add to Group = G& tén Group can Add > Ok.

select Groups

Select this object type:
IGmups or Built4in securty principals Object Types...

From this location:

Ipl.'m Locations...

Enter the object names to select (e@mples):
| Check Mames

I

Advanced... | | [E: I Cancel

Hinh 2-26. Hop thoai thém tai khoan ngwoi dung vao trong nhom

o
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Cau héi va bai tip

Cho mo6 hinh mang sau:

‘—\ 192 168.10.0/24 4”

SRV1 Client

<= Thiét 1ap Ip cho hé théng theo md hinh trén.

+=_ X4ay dung Domain v&i tén mién: Hotec.edu.vn

£

<— ¢ 0@

Cntt entigroup ¢nttl  entt2
Ke toan ktgroup  ktl ki2

—<— ¢ € C

Thiet bi thgroup thl th2

—e—¢€—€C—¢€

Nekh nckhgroup nckhl  nckh?2

== Tao User, OU, Group, Add User vao trong Group
>=. Cho may Client tham gia vao Doamain
~=_ May ClientdangnhépvaocacUserviratao
3.2 Quan ly tai khoan ngwoi dung va nhom
3.2.1 Tai khodn ngwoi dung cuc by

Tai khoan ngudi dung cuc bd (local user account) la tai khoan ngudi
dung dugc dinh nghia trén may cuc bo va chi dugc phép logon, truy céap cac tai
nguyén trén may tinh cuc bo. Néu mudn truy cap céc tai nguyén trén mang thi
nguoi dung ndy phai chiing thuc lai véi may domain controller hodac may tinh
chura tai nguyén chia sé. Ban tao tai khoan ngudi dung cuc bo véi cong cu Local
Users and Group trong Computer Management (COMPMGMT.MSC). Cac tai
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khoan cuc bd tao ra trén may stand-alone server, member server hoac cac may tram déu

duoc luu trir trong tap tin co s dir liéu

SAM (Security Accounts Manager). Tap tin SAM nay dugc dat trong

thu muc \Windows\system32\config.

Local User Accounts

Administrator

| & Guest
] User A

<
User B

Service

Administrator

Guest

User C

Service

User A User B
~ Administrator (=

Guest

User B

User A

Service

Administrator

Guest

User D

User C Sanice

Hinh 2-27. T6 chirc tai khoan ngudi dung cuc bd

3.2.2 Tai khodn nguwoi diing mién

Tai khoan ngudi ding mién (domain user account) 13 tai khoan ngudi
dung dugc dinh nghia trén Active Directory va dugc phép dang nhap (logon)
vao mang trén bat ky may tram nao thudc ving. Pong thoi véi tai khoan nay
ngudi dung cé thé truy cap dén cac tai nguyén trén mang. Ban tao tai khoan
nguoi ding mién véi cong cu Active Directory Users and Computer (Dsa.msc).

Khéc voi tai khoan ngudi ding cuc bo, tai khoan ngudi dung mién khdng
chura trong cac tap tin co s¢ dir liéu SAM ma chura trong tap tin NTDS.DIT,
theo mac dinh thi tap tin nay chira trong thu muc \Windows\NTDS.
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Domain User Accounts
Administrator

Guest

Help-Assistant User A

[
1
I User A ‘
‘ User B P
‘-\\_ S

UserC

User D
SQL Server

User C hUsér D
Hinh 2-28. T4 chire tai khoin ngudi diing mién
3.2.3 Chirng thue va kiém sodt truy cip
3.2.3.1 Cac giao thirc chitng thuc

Chung thyc trong Windows Server 2008 14 quy trinh gém hai giai doan:
dang nhap tuong tac va ching thuyc mang. Khi nguoi dung dang nhap vung
bang tén va mat ma, quy trinh ddng nhap twong tic s& phé chuan yéu cau truy
cap cua nguoi dung. Vi tai khoan cuc b, thong tin dang nhap duoc ching
thuc cuc bd va nguoi dung duoc cip quyén truy cdp may tinh cuc bo. Véi tai
khoan mién, thong tin dang nhip dugc chimg thuc trén Active Directory va
ngudi ding co quyén truy cap cac tai nguyén trén mang. Nhu vay voi tai khoan
nguoi dung mién ta c6 thé chimg thuc trén bat ky may tinh ndo trong mién.
Windows 2008 hd trg nhiéu giao thirc chtng thuc mang, ndi bat nhat Ia:

- Kerberos V5: 12 giao thirc chuan Internet diing dé chimg thuc nguoi ding
va hé thong.

- NT LAN Manager (NTLM): la giao thirc chirng thyc chinh ctia Windows
NT.

- Secure Socket Layer/Transport Layer Security (SSL/TLS): 1a co ché

chirng thuc chinh dugc dung khi truy cdp vao may phuc vu Web an toan.
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3.2.3.2 S6 nhdn dién bao mdt SID

Tuy hé thong Windows Server 2008 dura vao tai khoan nguoi ding (user
account) dé mo ta cac quyén hé thdng (rights) va quyén truy cap (permission)
nhung thyuc su bén trong hé thdng mdi tai khoan duoc dic trung bai mot con sb
nhan dang bao mat SID (Security Identifier). SID 14 thanh phan nhan dang
khéng trung lip, dugc hé thdng tao ra ddng thoi voi tai khoan va dung riéng
cho hé thong xtr 1y, nguoi ding khong quan tim dén cac gia tri nay. SID bao
g6ém phan SID viing cong thém véi mot RID ciia ngudi dung khong tring lap.
SID c6 dang chuan “S-1-5-21-D1-D2-D3-RID”, khi d6 tit ca cac SID trong
mién déu co cung gia tri D1, D2, D3, nhung gia tri RID Ia khac nhau. Hai muc
dich chinh cua viéc hé thong st dung SID la:

- D@ dang thay doi tén tai khoan ngudi ding ma cac quyén hé thong va
quyén truy cap khong thay doi.

- Khi x6a mot tai khoan thi SID cuta tai khoan dé khong con gia tri nita,
néu chiing ta c6 tao mot tai khoan méi cung tén véi tai khoan vira x6a thi cac
quyén cii cling khong str dung duoc bai vi khi tao tai khoan méi thi gia tri SID
cua tai khoan nay 1a mot gia tri méi

3.2.3.3 Kiém sodt hoat dong truy cdp ciia doi twong

Active Directory la dich vu hoat dong dua trén cac doi tuong, c6 nghia
la nguoi dung, nhém, may tinh, cac tai nguyén mang déu dugc dinh nghia dudi
dang ddi trong va dugc kiém soét hoat dong truy cap dira vao bo mo ta bao mat
ACE. Chirc nang cia bd md ta bao mat bao gom:

- Liét ké ngudi dung va nhom nao duoc cip quyén truy cap ddi tuong.
- Pinh 13 quyén truy cap cho nguoi dung va nhom.

- Theo ddi cAc su kién x4y ra trén dbi tuong.

- Pinh 18 quyén sé hitu cta ddi tuong.

Céc thong tin ctia mot d6i twong Active Directory trong bd md ta bao
mat duoc xem 1a muc kiém soat hoat dong truy cap ACE (Access Control
Entry). Mot ACL (Access Control List) chira nhiéu ACE, né 1a danh sach tat ca
ngudi dung va nhom cé quyén truy cap dén ddi teong. ACL c6 dic tinh ké
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thira, c6 nghia 13 thanh vién ctia mot nhom thi dugce thira huong cac quyén truy cap da
cap cho nhom nay.

3.2.4 Cdc tai khodn tao sin
3.2.4.1 Tai khodn nguoi diing tao san

Tai khoan ngudi dung tao san (Built-in) 12 nhiing tai khoan ngudi dung
ma khi ta cai dat Windows Server 2008 thi mac dinh duoc tao ra. Tai khoan
nay 1a hé théng nén chung ta khong c6 quyén x6a di nhung van c6 quyén doi
tén (chl y thao tac doi tén trén nhimg tai khoan hé théng phirc tap mot chut so
voi viée d6i tén mot tai khoan binh thuong do nha quan tri tao ra). TAt ca cac
tai khoan nguoi ding tao sin nay déu nim trong Container Users ctia cong cu
Active Directory User and Computer. Sau day la bang mo ta cac tai khoan
ngudi dung duoc tao san:

Bing 2-1. Bang mo ta cac tai khoan ngwéi ding dweorc tao san

en tai khoan Mo ta

nistrator 1a mot tai khoan dic biét, co toan quyén
trén may tinh hién tai. Ban c6 thé dit mat khau cho
tai khoan nay trong llc cai dat Windows Server
nistrator 2008. Tai khoan nay c6 thé thi hanh tit ca cac tac
vu nhu tao tai khoan nguot dung, nhém, quan 1y
cac tap tin hé théng va cu hinh may in. ..

10an Guest cho phép nguoi dung truy cap vao cac
may tinh néu ho khong c6 mot tai khoan va mat
ma riéng. Mac dinh la tai khoan nay khong duoc
str dung, néu dugc st dung thi thong thuong né bi
gidi han vé quyén, vi du nhu 12 chi dugc truy cap
Internet hodc in 4n.

khoan dic biét dugce dung cho dich vulLS. ILShd
tro cho cac tmg dung dién thoai cO cac dac tinh
nhu: caller ID, video conferencing, conference
calling, va faxing. Mudn sir dung ILS thi dich vu
I1S phai duogc cai dat.

Anonymous_User
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en tai khoan Mo ta

computername khoan dic biét duoc ding trong cac truy cap gidu tén
trong dich vu 11S trén may tinh c6 cai I1S.

khoan dac biét dugc dung cho 1S khéi dong cac
/l_computername tién trinh cua cac Gmg dung trén may co cai 11S.

khoan dac biét dugc dung cho dich vu trung
i 1an phoi khoa

Distribution Center)

srnetUser khoan déc biét dugc dung cho Terminal Services.

3.2.5 Tai khodn nhém Domain Local tao sin

Nhung ching ta di thdy trong cong cu Active Directory User and
Computers, container Users chira nhom universal, nhdm domain local va nhém
global 14 do hé théng di mic dinh quy dinh trude. Nhung méot sé nhdm domain
local dac biét dugc dat trong container Built-in, cdc nhom nay khong dugc di
chuyén sang cac OU khac, dong thoi né ciing dugce gan mot sé quyén cd dinh
trude nhiam phuc vu cho ¢ong tac quan tri. Ban ciing cha ¥ ring 1a khong ¢
quyén x6a cac nhom dic biét nay.

Bing 2-2. Bang mo ta tai khoan nhém Domain Local tao san

Tén nhom MO ta

nay mic dinh dugc an dinh sin tat ca c4c quyén han cho nén
thanh vién ctia nhom nay c6 toan quyén trén hé thong
mang. Nhém Domain Admins va Enterprise Admins la
thanh vién méac dinh cia nhém Administrators.

ministrators
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Mo ta

nt
Operators

vién cia nhom nay co thé thém, x0a, stra dugc cac tai
khoan nguoi dung, tai khodn may va tai khoan nhom. Tuy
nhién ho khéng c6 quyén xda, stra cac nhom trong
container Built-in va OU.

n
llers

nay chi c6 trén cac Domain Controller va mac dinh khéng
c6 thanh vién nao, thanh vién caa nhom cé thé dang nhap
cuc bd vao cac Domain Controller nhung khong cé quyén
quan tri cac chinh sach bao mat.

[ors

vién ctia nhém nay c¢é quyén luu trit du phong (Backup)
va phuc hoi (Retore) hé thdng tap tin. Trong truong hop
hé théng tap tin 1a NTFS va ho khong duoc gan quyén trén
hé thong tap tin thi thanh vién cia nhém nay chi cé thé truy
cap hé thong tap tin thong qua cong cu Backup. Néu mudn
truy cap truc tiép thi ho phai dugc gan quyén.

ym bi han ché quyén truy cap cac tai nguyén trén mang. Cac
thanh vién nhom nay la nguoi dung vang lai khong phai 1a
thanh vién cua mang.

inh cac tai khoan Guest bi khoa

Dperator

vién cia nhom nay cd quyén tao ra, quan ly va xda bo céc
doi tugng may in dung chung trong Active Directory.

Operators

vién cia nhém ndy co6 thé quan tri cAc may server trong
mién nhu: cai dit, quan Iy may in, tao va quan Iy thu muc
dung chung, backup dir liéu, dinh dang dia, thay d6i gio...

inh moi nguoi dung duoc tao déu thuéc nhoém nay, nhom
nay c6 quyén tdi thiéu ctia mot ngudi ding nén viéc truy
cap rat han ché.
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nhom Mo ta
nay dugc dung dé hd tro viéc sao chép danh ba trong
ator Directory Services, nhom nay khong c6 thanh vién mac
dinh.
ing Forest Trust|vién nhém ndy co thé tao ra cac quan hé tin cdy hudng dén,
Builders mot chiu vao cac rimg. Nhom nay khong co thanh vién
mac dinh.
rk ‘n . \ . A ) e s A A
vién nhdm nay c6 quyén stra doi cac thong so
juration P trén c4c may Domain Controller trong mién.
[ors
indows 2000 | nay c6 quyén truy cap dén tat ca cac tai khoan ngudi dung
atible va tai khoan nhom trong mién, nham hd trg cho cac hé
Access théng WINNT ci.
e Desktop | Vién nhom nay co thé dang nhap tir xa vao cac Domain
User Controller trong mién, nhém nay khéng ¢6 thanh vién mac
dinh.
vién nhém nay cd quyén truy cap tir xa dé ghi nhan lai
mace Log | nhiing gid tri vé hiéu ning cia cic may Domain
Users Controller, nhém nay ciing khong c6 thanh vién mac dinh.
mace Monitor vién nhom ndy cé kha nang giam sat tir xa cadc may
Users in Controller.
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3.2.6 Tai khodn nhom Global tao sdn

Tén nhém

MO ta

ymain
imins

Thanh vién ctia nhom nay cé thé toan quyén quan
tri cac may tinh trong mién vi mic dinh khi gia nhap vao
mién cac member server va cac may tram (Win2K Pro,
WinXP) da dua nhém Domain Admins la thanh vién cua
nhom cuc bo Administrators trén cac may nay.

pmain Users

Theo mic dinh moi tai khoan nguoi ding trén mién
déu 1a thanh vién ciia nhom nay. Mic dinh nhém nay 1a
thanh vién cua nhom cuc by Users trén cac may server
thanh vién va may tram.

Group Policy
Creator
Owners

Thanh vién nhom nay c6 quyén sira doi chinh sach
nhém ciia mién, theo mic dinh tai khoan administrator
mién 13 thanh vién cia nhoém nay.

Enterprise
Admins

Pay 1a mot nhom universal, thanh vién ctia nhém
nay cé toan quyén trén tat ca cac mién trong rimg dang
xét. Nh6m nay chi xuat hién trong mién gdc cua rimg thoi.
Mdac dinh nhém nay 1a thanh vién cia nhom
administrators trén cac Domain Controller trong ring.

Schema
Admins

Nhém universal nay ciing chi xuat hién trong mién
gbc cua rimg, thanh vién cia nhom nay c6 thé chinh sira
cau tric to chuc (schema) cua Active Directory.

3.2.7 Cic nhém tao sin diic biét

Ngoai cdc nhom tao san da trinh bay & trén, hé thong Windows Server

2008 con c6 mot s6 nhom tao san didt biét, ching khong xuat hién trén cira s6

ctia cong cu Active Directory User and Computer, ma ching chi xuét hiéntrén

cac ACL cua cac tai nguyén va doi tuong. Y nghia cia nhom dic biét nay I

- Interactive: dai dién cho nhitng ngudi dung dang sir dung mdy tai chd.
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- Network: dai dién cho tat ca nhiing ngudi ding dang ndi két mang dén
mot may tinh khéc.
- Everyone: dai dién cho tit ca moi ngudi ding.

- System: dai dién cho hé diéu hanh.

- Creator owner: dai dién cho nhitng nguoi tao ra, nhitng ngudi sé hiru
mot tai nguyén nao dé nhu: thu muc, tap tin, tac vu in an (print job)...

- Authenticated users: dai dién cho nhitng ngudi dung da duogc hé thong
X4c thye, nhom nay dugce ding nhu mot giai phap thay thé an toan hon cho
nhém everyone.

- Anonymous logon: dai di¢n cho mdt nguoi dung da dang nhap vao hé
théng mot cach nac danh, chéng han mdt nguoi st dung dich vu FTP.,

- Service: dai dién cho mdt tai khoan ma da dang nhap vaéi tu cdch nhu

mot dich vu.

- Dialup: dai dién cho nhimg nguoi dang truy cap hé théng théng qua Dial-
up Networking.

3.2.8 Chinh sdach tai khodn ngwoi dung
3.2.8.1 Chinh sdch tai khoan nguoi dung (System Policy)

Chinh sach tai khoan nguoi ding (Account Policy) duoc dung dé chi
dinh cac thong s6 vé tai khoan nguoi ding ma né duoc st dung khi tién trinh
logon xay ra. N6 cho phép ban cau hinh céc thdng sé bao mat may tinh cho mat
khau, khoa tai khoan va chimg thuc Kerberos trong viing. Néu trén Server thanh
vién thi ban s& thay hai muc Password Policy va Account Lockout Policy, trén
may Windows Server 2008 Iam domain controller thi ban s& théy ba thu muc
Password Policy, Account Lockout Policy va Kerberos Policy. Trong Windows
Server 2008 cho phép ban quan Iy chinh sach tai khoan tai hai cap d 1a: cuc bo
va mién. Mudn céu hinh cac chinh sach tai khoan nguoi dung ta vao Start \
Programs \ Administrative Tools \ Group policy Management.
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E Group Policy Management 3

i/ Default Domain Controllers Policy
£l [ 5} Group Policy Objects

(=1 b5
_Z File Action View Window Help | _18]x]
9| 7mE(X o =
_§£ Group Policy Management Default D in Policy
B _ﬁ Forest: pl.vn . -

= [ Domains SOOWIDetdslSeﬁngleelegahonl
B 3 plvn Links
- oo o S ki ot
El (=] Domain Controllers oy fpl.vn =l

The following sites, domains, and OUs are linked to this GPO:

[ Enforced [ Link Enabled [ Path
No Yes plvr

| i3]

\=[ Default Domain Controllers Policy ;C:ION
'=[ Default Domain Policy 2
_7 WMI Filters
) Starter GPOs <
(@ Sites
4% Group Policy Modeling

%, Group Policy Results

Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:

Name

82 Authenticated Users

Hinh 2-29. Giao dién chinh sach tai khoin nguoi dung

3.2.8.2 Chinh séch mdt khau

Chinh sach mat khau (Password Policies) nham dam bao an toan cho mat
khau ctia ngudi dung dé tranh cac truong hop ding nhap bat hop phap vao hé
thong. Chinh séch nay cho phép ban qui dinh chiéu dai ngin nhat ctia mat khau,

d6 phtec tap ctia mat khau. ..

E Group Policy Management

|_§,F|le Action View Window Help

File Acton View Help

E Group Policy Management Editor

&= 27X = | HE

_-E-j Default Domain Policy [DSERVERO1.PL.VN] Palicy
[= ¢ Computer Configuration
= | Policies
] Software Settings
= [ ] Windows Settings
| Name Resolution Policy
<2 Scripts (Startup/Shutdown)
= g Security Settings
= _fé Account Policies
&
;é Account Lockout Policy
| Kerberos Policy

Policy =

\J1s| Enforce password history

1Jlo| Maximum password age

12| Minimum password age

51| Minimum password length

\/1s| Password must meet complexity requirements
lJls| Store passwords using reversible encryption

Hinh 2-30. Giao di¢n chinh sach mét khiu

- Céc lya chon trong chinh sdch mat khau:
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Bang 2-3. Bang lia chon trong chinh sach mat khau

Chinh sach M0 ta Méc dinh
ce Password dat mat ma khong duogc
y nhau 24
num Password Age  finh s6 ngay nhiéu nht ma mat ma
nguoi dung co hi¢u luc 42
wum Password Age b ngay toi thiéu trudc khi nguoi ding .
c6 thé thay d6i mat ma.
um Password | . ., .
dai ngan nhat cia mat ma 7
Length
ords Must Meet . _
_ hau phai c6 do phuc tap nhu: co ky
lexity _ tur hoa, thudng, ¢ ky sd. Cho phép
Requirements
bre Password Using
sible Encryption for . . A
All Users in  the 12 nguoi dung duoc luu dudi dang <hong cho
Domain mé hoa phep

3.2.9 Chinh sdach khoa tai khodn (Account Lockout Policy)

Chinh s&ch khoa tai khoan (Account Lockout Policy) quy dinh cach thirc
va thoi diém khoa tai khoan trong ving hay trong hé thong cuc bd. Chinh sach

nay gitip han ché tin cong thong qua hinh thic logon tir Xa.

- Céc thong sb cAu hinh chinh sach khoa tai khoan:
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Bang 2-4. Bang luwa chon trong chinh siach khoa mat khu

linh sach Mo ta Mac dinh
nt Lockout [inh sé ]én Cé géng déng khoan sé khéng bi khéa)
Threshold nhap trude khi tai khoan
bi khéa
nt Lockout inh thoi gian ©hung néu Account Lockout
on ai khoan Threshold dugc thiét 1ap
thi gia tri nay 1a 30 phat.
Account 1. i sian dém lai b ©hung néu Account Lockout
Lockout i oL slatl CCt M S0 1 reshold duoc thiét 1ap
lan dang nhap khong . ., .
er After . . thi gia tri nay 1a 30
thanh cong

3.2.10 Chinh sdch cuc by (Local Policies)

Chinh sach cuc bo (Local Policies) cho phép ban thiét 1ap cac chinh sach
giam sat cac dbi tuong trén mang nhu ngudi ding va tai nguyén dung chung.

bong thoi dya vao cong cu nay ban c6 thé cap quyén hé thong cho cac nguoi

dung va thiét 1ap cac lya chon bdo mat.

3.2.11 Chinh sdch kiém toan

Chinh sach kiém toan (Audit Policies) giup ban c6 thé giam sat va ghi
nhan cac su kién xay ra trong hé thong, trén cac d6i tuong cling nhu d6i véi cac
nguoi ding. Ban c6 thé xem cac ghi nhan nay théng qua céng cu Event Viewer,

trong muc Security.
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_E-= Group Policy Management

|_§ File Acton WView Window Help

E Group Policy Management Editor

File  Action View Help

&= 77X = |HE

_EJ Default Domain Policy [DSERVEROL.PL.WM] Policy & | Policy =
= ¢ Computer Configuration 17s) Audit account logon events
= [ Polides

! 171s) Audit account management
| Software Settings

B [ Windows Settings
| Mame Resolution Palicy
| Scripts (Startup/Shutdown)
= =h Security Settings

[71s) Audit directory service access
lz1¢) Audit logon events
7] Audit object access
iz Audit policy change
f;.lél Acroumit Palicies .ﬁ.udft privilege use .
= :ﬂ Local Policies .ﬁ.udft process tracking
o it Policy 171o) Audit system events

F User Rights Assignment
H Security Options

.:ﬂ Ewvent Log

‘& Restricted Groups

‘@ System Services

‘& Registry

_;g File System

FH FH H H

Hinh 2-31. Giao di¢n chinh sach kiém toin
- Cac lya chon trong chinh sach kiém toén:

Bang 2-5. Bang Iwa chon trong chinh sach kiém toan

Chinh sach Mo ta

toan nhirng sy kién khi tai khoan dang nhap,
Account Logon Events hé théng s€ ghi nhan khi nguoi dung logon,
logoff hodc tao mot két ndi mang

bng s& ghi nhan khi tai khoan ngudi dung hoic
Account nhoém co sy thay doi thong tin hay céc thao tac
Management quan tri lién quan dén tai khoan nguoi dung.

Directory Service Access pan viéc truy cap cac dich vu thu muc
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Chinh sach

MO ta

Logon Events

han cac su kién lién quan dén qua trinh logon
nhu thi hanh mdt logon script hoac truy cap
dén mot roaming profile.

Object Access

han viéc truy cap cac tap tin, thu muc, va may
tin.

Policy Change

)i nhan cac thay d6i trong chinh sach kiém toan

privilege use

g s€ ghi nhan lai khi ban ban thao tac quan tri
trén cac quyén hé thong nhu cip hoic xoa
quyén cta mot ai do.

process tracking

toan nay theo doi hoat dong ctiia chuong
\ay hé diéu hanh,

system event

dng s& ghi nhan mdi khi ban khoi dong lai may
hodc tit may.

3.2.12 Quyén hé thong ciia ngwoi ding

Déi voi hé théng Windows Server 2008, ban ¢6 hai cach cap quyén hé

thong cho nguoi dung 1a: gia nhap tai khoan nguoi dung vao cac nhom tao san

(built-in) dé ké thira quyén hodc ban dung cong cu User Rights Assignment dé
gan timg quyén rdi rac cho nguoi ding. Cach thi nhat ban di biét sir dung &
chuong trude, chi can nhé cac quyén han cua tirmg nhom tao san thi ban c6 thé

gan quyén cho nguoi dung theo yéu cau. Pé cap quyén hé thong cho nguoi
dung theo theo cach thur hai thi ban phai dung cong cu Local Security Policy
(néu may ban khong phai Domain Controller) hoac Domain Controller Security
Policy (néu may ban la Domain Controller). Trong hai c6ng cu d6 ban md muc
Local Policy \ User Rights Assignment.
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‘ ‘3 File Acton View Window Help

=101 ]

JRETES]|

File Acton View Help

B Group Policy Management Editor

=loix|

& 2[mIX=H=

;f Default Domain Controllers Policy [DSERVERO1.PL.VI' 4 |
[=] §& Computer Configuration
[ || Polides
| Software Settings
=[] Windows Settings
| Name Resolution Policy
(& Scripts (Startup/Shutdown)
= T Security Settings
# _:E Account Policies
Bl 4 Local Policies
| Audit Policy
Eﬁ User Rights Assignment
i Security Options
5f Eventlog
B [ g Restricted Groups
_a System Services
B [ g Registry
3 File System
[ Zaf Wired Network (IEEE 802.3) Poli
| Windows Firewall with Advanced
| Network List Manager Policies

;_4' Wireless Network (IEEE 802.11)

SR NSV S,

Policy =

[ Policy setting -

/12| Access Credential Manager as a trusted caller
L'lo| Access this computer from the network
iiy| Act as part of the operating system
.| Add workstations to domain
s1s) Adjust memory quotas for a process
1Jis] Allow log on locally
1515 Allow log on through Remote Desktop Services
1¢1s| Back up files and directories
/1s| Bypass traverse checking
\tle) Change the system time
.| Change the time zone
1o Create a pagefile
.| Create a token object
iz Create global objects
| Create permanent shared objects
1t1s| Create symbolic links
¢} Debug programs
\/s) Deny access to this computer from the network
| Deny log on as a batch job
| Deny log on as a service

Not Defined

Everyone, Administrators
Not Defined
Authenticated Users
LOCAL SERVICE,NETWOF
Administrators,Backup Of
Not Defined
Administrators,Backup Of
Everyone,LOCAL SERVIC
LOCAL SERVICE, Administ
Not Defined
Administrators

Not Defined

Not Defined

Not Defined

Not Defined
Administrators

Not Defined

Not Defined

Not Defined

Hinh 2-32. Giao dién truy cip quyén hé théng ciia ngudi dung

Dé thém, bot mot quyén han cho ngudi dung hodc nhom, ban nhip doi
chudt vao quyén han dugc chon, n6 sé& xuat hién mot hop thoai chira danh séch
ngudi dung va nhom hién tai dang c6 quyén nay. Ban c6 thé nhip chudt vao
nit Add dé thém nguoi dung, nhém vao danh sach hoac nhép chudt vao nit
Remove dé x6a ngudi dung khoi danh sach. Vi du minh hoa sau 13 ban cip
quyén thay d6i gio hé thdng (change the system time) cho ngudi dung “ty”

Change the system time Properties

Security Policy Setting |

=

Change the system time

¥ Define these policy settings:

2%

PL\y

Administrators
LOCAL SERVICE

Server Operators

| Add User or Group ... I

Bemawe |

Hinh 2-33. Céap quyén cho User thay di gio' hé thong
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Danh séach cac quyén hé thong cp cho ngudi dung va nhém;
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Bang 2-6. Danh séach cac quyén hé théng cip cho ngudi dung va nhém

Quyén

Mo ta

s This Computer from the
Network

hép nguoi dung truy cap may tinh thong qua
mang. Mac dinh moi nguoi déu ¢6 quyén
nay.

Part of the Operating System

hép cac dich vu chimg thuc & muc thap
chtng thue véi bat ky nguoi dung nao.

Vorkstations to the

hép nguoi dung thém mot tai khoan

in nh vao vung.
Up Files and phép ngudi dung sao Iuu dy phong
Directories (backup) cac tap tin va thu muc bat chap

cac tap tin va thu myc nay nguoi do co
quyén khong.

s Traverse Checking

hép nguoi dung duyét qua cau tric thu muc
néu nguoi dung khong c6 quyén xem
(list) nd1 dung thu muc nay.

e the System Time

hép ngudi dung thay doi gio hé théng cia
may tinh.

a Pagefile

hép nguoi ding thay doi kich thudc cia
Page File.

a Token Object

hép mot tién trinh tao mot thé bai néu tién
trinh nay dung NTCreate Token API.
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Quyén Mo ta
Permanent  Shared hép mot tién trinh tao mot ddi twong thu
Objects muc thong qua Windows 2000 Object
Manager.
J Programs hép ngudi dung gan mot chuong trinh

debug vao bat ky tién trinh nao.

from the Network

Access to This Computer

hép ban khoa nguoi dung hodc nhom khong
duogc truy cap dén cac mdy tinh trén mang.

Logon as a Batch File

)hép ban ngdn can nhimng nguoi dung va
nhoém dugc phép logon nhu mot batch file.

Logon as a Service

)hép ban ngan can nhitng nguodi dung va
nhom dugc phép logon nhu mot services.

Logon Locally

)hép ban ngan can nhimng nguoi dung va
nhém truy cap dén may tinh cuc bd.

Remote System

> Computer and User  hép ngudi ding hodc nhém duoc ty quyén
Accounts to cho nguoi diung hodc mot ddi tuong may
isted by Delegation tinh.

Shutdown from a hép nguoi ding shut down hé thong tir xa

thong qua mang
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Quyén

Mo ta

ate Security Audits

hép nguoi dung, nhom hodc mot tién trinh
tao mdt entry vao Security log.

se Quotas

hép nguoi dung di€u khién cac han ngach
cua céc tién trinh.

se Scheduling Priority

inh mot tién trinh co thé tang hodc giam dd
wu tién da duoc gan cho tién trinh khac.

and Unload Device
Drivers

hép nguoi dung c6 thé cai dat hodc go bo
cac driver cua cac thiét bi.

Pages in Memory

trang trong vung nhd.

n as a Batch Job

hép mot tién trinh logon vao hé thong va thi
hanh mat tap tin chita cac 1énh hé thong.

n as a Service

hép mot dich vu logon va thi hanh mot
dich vu riéng.

n Locally

hép nguoi dung logon tai may tinh Server.

e Auditing  and
Security Log

hép nguoi dung quan 1y Security log.
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Quyén

Mo ta

y Firmware
Environment

)les

hép nguoi dung hoic mot tién trinh hiéu
chinh céac bién moi truong hé thong.

> Single Process

hép ngudi dung giam st cac tién trinh
binh thuong thong qua cong cu
Performance Logs and Alerts.

> System Performance

hép nguoi diing giam sat cac tién trinh hé
thong thong qua cong cu Performance
Logs and Alerts.

ve Computer from
ng
0

hép nguoi dung g& bo mét Laptop théng
qua giao dién nguoi dung cua Windows
2000.

ce a Process Level Token

hép mot tién trinh thay thé mot token mic
dinh ma dugc tao boi mot tién trinh con.

‘e Files and Directories

hép nguoi dung phuc hoi tap tin va thu
muc, bt chip ngudi ding nay c6 quyén
trén tap tin va thu muc nay hay khong.

down the System

hép nguoi dung shut down cuc bd

Vindows 2000.
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Quyén

Mo ta

ronize

Directory

Service Data

hép ngudi ding dong bd dit lidu véi mot

dich vu thu muc.

[S

Dwhnership of Files or Other

pudi dung tudc quyén sé hitu ciia mot doi

tugng hé théng.

3.2.13 Cac lwa chon bdo mat

CAc luya chon bao mat (Security Options) cho phép nguoi quan tri Server
khai b&o thém cac thong s6 nham ting tinh bao mat cho hé thong nhu: khong
cho phép hién thi nguoi dung da logon trude d6 hay ddi tén tai khoan nguoi
ding tao sdn (Administrator, Guest). Trong hé thong Windows Server 2008 hd
trg cho chiing ta rt nhiéu lya chon bao mat, nhung trong gido trinh nay ching

ta chi khdo sat cac lya chon thong dung.

File Acton View Help

H Group Policy Management Editor i

e [l ol . SERN 7 o

\=[ Default Domain Controllers Policy [DSERVERO1.PL.V! | | Policy = I Policy Setting
(=l A Computer Configuration 21, Accounts: Administrator account status Not Defined
8 = Policies .| Accounts: Guest account status Not Defined
i Software Settings s Accounts: Limit local account use of blank passwords to console ...  Not Defined
=l [ Windows Settings | Accounts: Rename administrator account Not Defined
| Nar_ne Resolution Policy 1“2 Accounts: Rename guest account Not Defined
&l SCFID'(.S (Start?.lp/S hutdown) /o Audit: Audit the access of global system objects Not Defined
= szgufct:oire\:hplglisdes "o Audit: Audit the use of Backup and Restore privilege Not Defined
= :ﬁ Local Polidies 1U1o] Audit: Force audit policy subcategory settings (Windows Vista or |... Not Defined
j Audit Policy 1914 Audit: Shut down system immediately if unable to log security audits Not Defined
j User Rights Assignment 1J.s) DCOM: Machine Access Restrictions in Security Descriptor Definiti... Not Defined
j 1/;) DCOM: Machine Launch Restrictions in Security Descriptor Definiti... Not Defined
j Event Log s| Devices: Allow undock without having to log on Not Defined
"4 Restricted Groups 15ls) Devices: Allowed to format and eject removable media Not Defined
g System Services /2 Devices: Prevent users from installing printer drivers Not Defined
4 Registry /v, Devices: Restrict CD-ROM access to locally logged-on user only Not Defined
g File System 1u| Devices: Restrict floppy access to locally logged-on user only Not Defined
7o/ Wired Network (IEEE 802.3) Poli .| Domain controller: Allow server operators to schedule tasks Not Defined
A Windows Firewall with Advanced )12/ Domain controller: LDAP server signing requirements None
] Network List Manager Policies .| Domain controller: Refuse machine account password changes Not Defined
‘_'41' :Mirfleis Nstvxgrk (IEEE 802.11) 2| Domain member: Digitally encrypt or sign secure channel data (al... Enabled
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Hinh 2-34. Giao dién chinh sach bao mat
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Mot sb lya chon bao mat thong dung:

Bang 2-7. Bang lra chon biao mat thong dung

Tén lya chon MO ta

own: allow system to be shut ,
down without having to[ép nguoi ding shutdown hé thong ma khong

logon can logon.

- audit the access of global sat viéc truy cap cac d6i twong hé thong toan cuc.
system objects

irk security: force logoff ’ ,
when  logon  hours Ng l0goff khoi hé thong khi ngudi ding hét thoi
expires. gian str dung hodc tai khoan hét han.

stive logon: do not require | y&u cu an ba phim CTRL+ALT+DEL
+ALT+DEL jon.

tive logon: do not display | hién thi tén ngudi dung da logon trén

last user name oai Logon.
nt: rename hép d6i tén tai khoan Administrator
istrator account tén moi

nt: rename guest i
nt 0 phép doi tén tai khoan Guest thanh tén mai

3.2.14 Chinh sdch tai khodn ngwoi dung nhom (Group Policy)
3.2.14.1 Gidi thiéu chirc nang cua Group Policy

Trién khai phan mém tmg dung: ban c6 thé gom tat ca cac tap tin can
thiét dé cai dat mot phan mém nao do6 vao trong mot goi (package), dat nd Ién
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Server, 161 dung chinh sdch nhém hudng mot hodc nhiéu may tram dén goi phan mém
dé6. Hé thong s€ ty dong cai dat phan mém nay dén tat cd cdc may tram ma
khong can su can thi€p nao cua ngudi dung.

Gan cac quyén hé thong cho ngudi dung: chic ning nay tuong tu véi
chtrc nang cua chinh sach h¢ théng. N6 co thé cép cho mot hoac mot nhom
nguoi nao dé co quyén tit may server, doi gio hé thong hay backup dir liéu. ..

Gi6i han nhitng g dung ma nguoi dung dugc phép thi hanh: chung ta
c6 thé kiém so&t may tram ctia mot ngudi ding nao dé va cho phép nguoi ding
nay chi chay dugc mot vai ing dung nao dé thoi nhu: Outlook Express, Word
hay Internet Explorer.

Kiém soat cac thiét 1ap hé thong: ban ¢ thé dung chinh sach nhom dé
qui dinh han ngach dia cho mot ngudi dung nao d6. Nguoi dung nady chi dugc
phép luu trit t6i da bao nhiéu MB trén dia cimg theo qui dinh.

Thiét lap cac kich ban dang nhap, dang xuat, khoi dong va tat may: trong
hé théng NT4 thi chi hd tro kich ban dang nhap (logon script), nhung Windows
2000 va Windows Server 2008 thi hd trg ca bon su kién nay duoc kich hoat
(trigger) mot kich ban (script). Ban c6 thé dung cac GPO dé kiém soat nhiing
kich ban nao dang chay.

Pon gian hoéa va han ché cac chuong trinh: ban c6 thé dung GPO dé g&
bo nhiéu tinh nang khoi Internet Explorer, Windows Explorer va nhimng chuong
trinh khéc.

Han ché tong quat man hinh Desktop ctia nguoi ding: ban co thé g& bo
hau hét cic d& muc trén menu Start ciia mot nguoi dung nao d6, ngin chin
khong cho nguoi dung cai thém mady in, sira d6i thong sd cau hinh ciia may
tram...

3.2.14.2 So sanh gitra System Policy va Group Policy

Vira rdi & chuong trude, ching ta da tim hiéu vé chinh sach hé thong
(System Policy), tiép theo chung ta s& tim hiéu vé chinh sach nhém (Group
Policy). Vay hai chinh sach niay khac nhau nhu thé nao.

Chinh sach nhdm chi xuat hién trén mién Active Directory, né khong ton
tai trén mién NT4.
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Chinh sach nhém 1am dugc nhiéu diéu hon chinh sach hé théng. Tat
nhién chinh sach nhom chira tit ca cac chiic nang cta chinh sach hé thong va
hon thé nira, ban ¢d thé dung chinh sach nhém dé trién khai mot phan mém cho
mdt hodc nhiéu may mot cach ty dong.

Chinh sach nhom ty dong hity bo tac dung khi duoc g& bo, khong gidng
nhu cac chinh sach hé thong.

Chinh sach nhom dugc ap dung thuong xuyén hon chinh sach hé théng.
Céc chinh sach hé théng chi duoc ap dung khi may tinh dang nhap vao mang
théi. Cac chinh sach nhom thi duoc ap dung khi ban bat may 1én, khi dang nhap
vao mot cach ty dong vao nhimg thoi diém ngiu nhién trong sudt ngay lam
viéc.

Ban c6 nhiéu mirc do dé gan chinh sach nhom nay cho ngudi timg nhom
ngudi hoic timg nhom ddi tuong.

Chinh sach nhom tuy ¢é nhiéu wu diém nhung chi 4p dung dugc trén may
Win2K, WinXP va Windows Server 2003, Windows server 2008

3.2.15 Trién khai mét chinh sach nhém trén mién

Chuing ta cau hinh va trién khai Group Policy bang cach xay dung c4c ddi tuong
chinh sach (GPO). Cac GPO 1a mot vat chtra (container) c6 thé chira nhiéu
chinh séch 4p dung cho nhiéu ngudi, nhiéu may tinh hay toan b hé thong mang.
Ban ding chuong trinh Group Policy Object Editor dé tao ra cac ddi tuong
chinh sach. Trong cua s6 chinh ctua Group Policy Object Editor c6 hai muc
chinh: cdu hinh may tinh (computer configuration) va cdu hinh nguoi ding
(user configuration).

Diéu ké tiép ban ciing cha ¥ khi trién khai Group Policy 14 cic cau hinh chinh
sach cua Group Policy dugc tich lity va ké thira tir cAc vat chira (container) bén
trén ciia Active Directory. Vi du cac ngudi ding va may tinh vira & trong mién
vua ¢ trong OU nén s€ nhan dugc cac cAu hinh tir ¢4 hai chinh sach cép mién
1an chinh sach cap OU. Cac chinh sach nhom sau 90 phit s& dugc 1am twoi va
ap dung mot 1an, nhung céc chinh nhdém trén cac Domain Controller dugc lam
tuoi 5 phat mot lan. Cac GPO hoat dong dugc khong chi nhd chinh stra cac
thdng tin trong Registry ma con nhd cac thu vién lién két dong (DLL) 1am phan
mo rong dat tai cac may tram. Chil y néu ban dung chinh sach nhom thi chinh

B0 mon Tin hoc Cong nghiép 72



Chuwong 3: Thiét 1ap va quén tri hé théng mang

s&ch nhom tai chd trén may cuc bd s& xir Iy trude cac chinh sach danh cho site, mién
hoac OU.

3.2.16 Xem chinh sdach cuc b ciia mot mdy tinh ¢ Xa

Pé xem mot chinh sach cuc b trén céc may tinh khac trong mién, ban
phai c6 quyén quan trj trén may d6 hodc quan trj mién. Luc d6 ban co thé dung
1énh GPEDIT.MSC /gpcomputer: machinename, vi du ban mudn xem chinh
sach trén may PCO1 ban go 1énh GPEDIT.MSC /gpcomputer: PCO1.

Cha y: khdng thé dung cach nay dé thiét 1ap cac chinh sach nhém & may
tinh & xa, do tinh chat bao mat Microsoft khdng cho phép ban ¢ xa thiét 1ap céc
chinh sach nhém.

3.2.17 Tao cdc chinh sich mién

Chdng ta dung snap-in Group Policy trong Active Directory User and
Computer hoic goi truoc tiép tién ich Group Policy Object Editor tir dong 1énh
trén may Domain Controller dé tao ra cac chinh sach nhom cho mién. Néuban
m& Group Policy tir Active Directory User and Computer thi trong khung ctra
s6 chinh cua chuong trinh ban nhap chudt phai vao biéu tuong tén mién (trong
vi du nay 14 netclass.edu.vn), chon Properties. Trong hop thoai xuét hién ban
chon Tab Group Policy

g Group Policy Management

5 File Action View Window Help

B EE e

_r;; Group Policy Management Cam phan mem ke toan

- % ::_re;;;n‘:;:: Scope IDetailsI Settings | Delegation |
B &g plvn Links

x| Default Domain Policy Display links in this location: blvn
[ 2| Domain Controllers .
= @] NHANSU The following sites, domains, and OUs are linked to this GPO:
i :3‘ Ca? ;I?haggig mtske foar) Location = I Enforced l Link En
+# |z} Group Policy Objec —
< 2
@ [y WMI Filters {3 NHAN SU No Yes
@ | 3] Starter GPOs
& [ Sites l |
569 Group Policy Modeling - >
&, Group Policy Results Security Filtering
The settings in this GPO can only apply to the following groups, users, and
Name =
82 Autherticated Users

Hinh 2-35. Giao dién tao chinh siach mién
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Néu chua tao ra mdt chinh sich nao thi ban chi nhin théy mot chinh sach tén Default
Domain Policy. Cubi hop thoai c6 mdt checkbox tén Block Policy inheritance,
chtrc ning ctia muc nay 1a ngan chin cac thiét dinh ciia moi chinh sach bat ky
& cp cao hon lan truyén xudng dén cap dang xét.

Chu ¥ rang chinh sach duoc 4p dung dau tién & cip site, sau d6 dén cip mién
va cudi cling la cap OU. Chon chinh séch Default Domain Policy va nhap chudt
vao nit Option dé cdu hinh céc lya chon viéc ap dung chinh sach. Trong hop
thoai Options, néu danh dau vao muc No Override thi cac chinh sach khac duoc
ap dung & dong dudi s& khdng phil quyét dugc nhiing thiét dinh cta chinh séch
nay, cho dil chinh sach d6 khong danh dau vao muc Block Policy inheritance.
Tiép theo néu danh dau vao muc Disabled, thi chinh sach ndy s& khong hoat
dong & cap nay, Viéc disbale chinh sach & mot cap khong lam disable ban than
d6i twong chinh séch.

3.2.18 Khai bdo mgt logon script dung chinh sach nhom

Trong Windows Server 2008 hd tro cho chung ta bon su kién dé co thé kich hoat céc
kich ban (script) hoat dong la: startup, shutdown, logon, logoff. Trong cong cu
Group Policy Object Editor, ban c6 thé vao Computer Configuration \ Windows
Setttings \ Scripts dé khai bao céc kich ban s& hoat dong khi startup, shutdown.
Déng thoi dé khai bao cac kich ban s& hoat dong khi logon, logoff thi ban vao
User Configuration \ Windows Setttings \ Scripts. Trong vi du nay chung ta tao
mot logon script, qua trinh gdm cac budc sau:

Mo cong cu Group Policy Object Editor, vao muc User Configuration \ Windows
Setttings \ Scripts.
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E,-: Group Policy Management
‘&, File Action View Window Help

E Group Policy Management Editor

File Acton View Help

as|rm = =

\=[ Default Domain Policy [DSERVERD1 B Scripts (Logon/Logoff)
=l i Computer Configuration

| Policies

- Select an item to view its description. _Mame
| Preferences =/ | ogon
. L=
= 4, User Configuration =/ Logoff

= | Polices
| Software Settings
=[] Windows Settings
=il Scripts (LogonfLog
E Security Settings
[27] Folder Redirection
Policy-based QoS5
% Internet Explorer b
| Administrative Templat

Hinh 2-36. Giao dién khai bao logon script dung chinh sach nhém
Nhép dup chudt vao muc Logon bén cua so bén phai, hop thoai xudt hién, ban nhip
chudt tiép vao nat Add dé khai bao tén tp tin kich ban can thi hanh khi dang
nhdp. Chu y tap tin kich ban nay phdi dugc chira trong thu muc
c:\Windows\system32\ grouppolicy\usenscript\logon. Thu muc nay ¢ thé thay
d6i, tot nhat ban nén nhap chudt vao nat Show Files phia dudi hop thoai dé xem
thu muc cu thé chira cac tap tin kich ban nay.

File Action View Help

L e e =N 7 N
_EJ Default Domain Palicy [DSERVERDL

= 3&; Computer Configuration Scripts | PowerShell Scripts |
| Policies
| Preferences c— 3 ) ) )
_ = Logon Scripts for Default Domain Policy
B 4% User Configuration <—>|
=[] Polides

=[] Windows Settings
£ Seipts (Logon/Log Script Name:
E Security Settings
(17 Folder Redirection |Logon_ba1 Browse... |
Policy-based QoS5
% Internet Explorer b Script Parameters:
| Administrative Templat If’LOgging
| Preferences

oK I Cancel

B0 mon Tin hoc Cong nghiép 75



Chuwong 3: Thiét 1ap va quén tri hé thong mang
Hinh 2-37. Hop thoai tao kich béan logon script
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3.2.19 Han ché chirc niing ciia Internet Explorer

Trong vi du ndy ching ta mudn cic ngudi dung dudi may tram khong
dugc phép thay doi bat ki thong sd nao trong Tab Security, Connection va
Advanced trong hop thoai Internet Options cia cong cu Internet Explorer. Dé
lam vi¢c nay, trong cong cu Group Policy Object Editor, ban vao User
Configuration\Administrative Templates Windows Components\internet
Exploren\Internet Control Panel, chuong trinh sé hién ra cAc muc chirc nang cta
IE c6 thé gioi han.

l' Group Policy Management Editor

File Action View Help

& |rm=HET

_: Default Domain Policy [DSERVEROL.PL.VN] Pc .« | | Setting
= i Computer Configuration | Advanced Page
_| Polices ~| Security Page
_| Preferences 5| Disable the Advanced page
=N '-!S_EF ':'_:"T'ﬁg'-'raﬁ':"" |iz| Disable the Connections page
B P_':.'"DES ) |:=] Disable the Content page
- 33:?;;: :::E:S: |iz| Disable the General page
= : Administrative Templates: Palicy 1 '—f' E::ZE:Z iz E:::r?mp:ﬁ:ge
: EZ::;LPEHE' |i=| Disable the Security page
| Network |=] Send internationalized domain names
| Shared Folders = | LEE] Use UTF-3 for mailto links
| Start Menu and Taskbar |iz] Prevent ignoring certificate errors
| System
B [ Windows Companents

Hinh 2-38. Hop thoai han ché chirc niing Explorer
3.2.20 Chi cho phép mét s6 vrng dung dwoc thi hanh
Dé cau hinh Group Policy chi cho phép cac ngudi dung dudi may tram
chi str dung dugc mdt vai tmg dung nao do, trong céng cu Group Policy Object
Editor, ban vao User Configuration \ Administrative Templates. Sau d6 nhap
dup chudt vao muc Run only allowed Windows applications dé chi dinh cac

phan mém dugc phép thi hanh.
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H_" Default Domain Policy [DSERVERD1.PL.VM] Policy
= il Computer Configuration

Setting

| Cirl+Alt+Del Options

; Policies | Driver Installation
| Preferences | Folder Redirection
= & User Cu?urnﬁgurahnn | Group Policy
B = P':.'huesﬁ ) | Internet Communication Management
- 5':! ware Setl?ngs | Locale Services
| Windows Settings % | oqon
F ] Administrative Templates: Policy defi | — g
| control Panel _| Performance Control Panel
= Desktop | Power Management
= Metwark | Removable Storage Access
| shared Folders - Seripts
| Start Menu and Taskbar | User Profiles
| System | Windows HotStart
| Windows Components |=| Download missing COM compaonents
= All Settings |:=] Century interpretation for Year 2000
= | Preferences |=| Restrict these programs from being launched from Help

| Windows Settings
(=] Control Panel Settings

|:=] Dan't display the Getting Started welcome screen at logon
|=] Custom User Interface

|=] Prevent access to the command prompt

|=| Prevent access to registry editing tools

|=] Don't run spedfied Windows applications

Run only spedfied Windows applications
|:=] Windows Automatic Updates

Hinh 2-39. Giao dién cho phép mét sb ing dung dwoc thi hanh
3.2.21 Cai dit phdan mém ting dung (Deploy software)

Dung Software Installation extension, ban ¢6 thé quan 1y tip trung viéc
cai dat phan mém trén mot may tinh client bang cach ‘assigning application’
(chi dinh tng dung) dén user hoic may tinh; hoidc bang cach ‘publishing
application’ (phd bién tng dung) cho user. Ban chi dinh phan mém ¢4 tinh chat
bat budc hodc can thiét dén user va computer. Va ban pho bién phan mém ma
6 thé co ich cho cong vi¢c cua user. Phan mém d3 chi dinh va phé bién duge
luu trong mot software distribution point (SDP), mét noi trén mang ma user co
thé 1ay dugc phan mém ma ho can.

- Assigning Applications

Khi ban chi dinh moét irng dung dén mét user, ung dung duoc thong bao
dén user trén menu Start vao 1an toi khi anh ta hodc co ta dang nhap trén mot
tram lam viéc, va nhitng thiét 13p registry cuc bo, bao gém ca filename
extension da duoc cap nhat. Viéc thdng bao tmg dung di theo user bat chap anh
ta hodc co ta dang nhap trén may tinh nao. Ung dung nay duoc cai dit lan dau
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tién khi user kich hoat ding dung trén may tinh, bang mot trong nhimg cach: chon ting
dung trén menu Start, m¢ mot tai liéu da dugc lién kiét véi dung dung.
- Publishing Applications

Khi ban phd bién mét tmg dung dén user, img dung khong hién ra nhu 1a da duoc cai
dat trén may tinh cta user. Khong c6 shotcut trén desktop hoac menu Start, va
khong c6 nhirng su cap nhat dugc tao ra trong registry cuc bo trén may tinh cua
user. Thay vao d6, nhitng tmg dung da dugc phd bién luu nhitng thudc tinh vé
su thong bdo cua chiing trong Active Directory. Nhitng thong tin nhu tén ctia
ung dung va nhiing file lién quan dugc pho ra cho user trong Active Directory
container. Ung dung san sang cho user cai dit bang cach dung Add Or Remove
Programs trong Control Panel hoic bang cach click mot file dd duoc lién két
v6i tmg dung (nhu file xIs dugc lién két véi Microsoft Excel).

- Dich vu Windows Installer

Software Instalation extension dung dich vu Windows Installer dé bao tri phén mém
mot cach c6 hé thong. Dich vu Windows Installer chay nén (background) va cho
phép hé diéu hanh quan 1y tién trinh cai dat phu hop véi thong tin trong goi
(package) Windows Installer. Goi Windows Installer 1a moét file chira thong tin
mO ta tinh trang cai dat cia trng dung.

Béi vi dich vu Windows Installer quan 1y tinh trang cai dat, nén n6 luén
biét tinh trang cua phan mém. Néu cé van dé trong luc cai dit, Windows
Installer c6 thé tra may tinh vé duogc biét 12 tét nhét trude d6. Néu ban can chinh
sira cac chutrc ning sao khi cai dit, Windows Installer cho phép ban lam diéu
do. Béi vi Software Installation extension dung Windows Installer, user dugc
lgi trong viéc ung dung tu stra chira chinh nd. Windows Installer Iuu y khi mét
file chuong trinh thiéu xot va ngay 1ap ttrc cai dat lai nhing file thiéu hodc bi
hu hai, bang cach stra chita tmg dung. Cudi cing, Windows Installer cho phép
ban g& bo phan mém khi ban khong can nira.

Dich vu Windows Installer, chinh n6 cting bi &nh hudng bdi nhitng thiét
lap trong Group Policy. Ban c6 thé tim thiy nhimng thiét 1p nay trong nit
Windows Installer, nut nay bén trong nat Windows Components >
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Adminitrative Templates, ca trong Computer Configuration va User
Configuration. Géi Windows Installer

Mot Windows Installer package (g6i) 1a mot file chira nhitng chi dan rd
rang qua trinh cai dat va g bo nhing tmg dung riéng biét. Ban c6 thé trién khai
phan mém dung Software Installation extension bang cach ding mot Windows
Installer package. Co 2 loai Windows Installer package:

Native Windows Installer package (.msi): Nhiing file nay da dugc phat
trién nhu mot phﬁn cua ung dung va tan huong dﬁy du su thuan tién cua dich
vu Windows Installer. Tac gia hodc nha phan phéi cia phan mém c6 kha nang
cung cap mot Windows Installer package dang “bam sinh”.

Repackaged application (.msi): Nhitng file nay thuong la nhiing ng
dung dugc dong goi lai, vi chung khong c6 mot Windows Installer package
dang “bam sinh”. Tuy di dugc dong goi lai thanh Native Windows Installer
package va lam viéc nhu mot Native Windows Installer package, nhung mot
repackaged Windows Installer package chtra mot san pham don véi tat ca thanh
thanh phan va tng dyung lién quan t&i san phan duoc cai dit nhu mot chirc nang
duy nhat. Con mdt Native Windows Installer package chira mot san pham don
v6i nhiéu chtrc nang co thé dugc cai dat riéng 18 timg chirc ning mot nhu nhimng
chtrc nang riéng biét.

- Application (.zap) File

Ban ciing c6 thé trién khai phdn mém dung Software Installation
extension bang cach sir dung mot application file. Application file 1a mot file
text chira cac chi din vé cach phd bién mot tmg dung, 1ay tir mot chuong trinh
cai dat da ton tai (Setup.exe hoic Install.exe). Application file ding mé rong

.zap. Hay dung file .zap khi ban khong thé phat trién mot Windows Installation package
“bam sinh” hodc repackage umg dung dé tao ra mot repackaged Windows
Installation package. Mot file .zap khong ho tro cac chiic ning ciia Windows
Installer. Khi ban trién khai mot ing dung bang cach dung file .zap, tng dung
duogc cai dat bang chinh chuong trinh Setup.exe hodc Install.exe nguyén ban
ctia n6. Phan mém nay chi c6 thé duoc phd bién va user chi c6 thé chon nd bang
cach dung Add Or Remove Programs trong Control Panel. Vi thé
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ban hdy dung file .msi dé trién khai phan mém v&i Group Policy bt ctr khi nao
c6 thé.

- Add Or Remove Programs trong Control Panel
Add Or Remove Programs trong Control Panel cho phép user cai dat,
chinh stra hoac go bé mdt ing dung da duoc phé bién hoic stra chita mot ung
dung bi hu hai. Ban c6 thé kiém soat phﬁn mém nao user dung dugc bén trong
Add Or Remove Programs bang cach diing cac thiét 1ap cua Group Policy. User
khong can phai tim mot network share, ding CD-ROM, hoic 1a cai dit, sta
chita va ning cip phan mém cua chinh ho.

Cau héi va bai tip

Cho mo hinh mang sau:

‘—' 192.168.10.0/24 —*

SRV1 Client

<= Thiét 1ap Ip cho hé thdng theo mé hinh trén.

+=_ Xay dung Domain véi tén mién: tnut.edu.vn

Z4

-z ¢ ¢ ¢

Cntt enttgroup cnttl  entt2
Ke toan ktgroup  ktl kt2

—<— €€ C

Thiet bi thgroup thl th2

—Hg—@¢— €€

MNekh nckhgroup nckhl  nckh?2

== Tao User, OU, Group, Add User vao trong Group
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>=. Cho may Client tham gia vao Doamain

== May Client dang nhap vao cac User vura tao

= CamnhanviénphongKetoansirdung Keyboardtrong Control Panel.
<= C4u hinh chinh sach Password Policy, Account lockout policy

<=._ Cam nhan vién phong Thiet bi sir dung Mouse, Keyboard tny
Control Panel.

<= C4u hinh cho user phong Thiét bi duoc phép d6i password, thir

dpassword th2 trén may client
3.3 Quan ly cac thw muc dung chung
3.3.1 Chia sé dit liéu (Share Permision)

Cac tai nguyén chia sé 1a cac tai nguyén trén mang ma cac nguoi dung
c6 thé truy xuat va sir dung thong qua mang. Mudn chia sé mot thu muyc ding
chung trén mang, ban phai logon vao hé thdng voi vai trdo ngudi quan tri
(Administrators) hodc la thanh vién ctia nhém Server Operators, tiép theo trong

Explorer ban nhﬁp phai chudt trén thu muc d6 va chon Properties, hop thoai
Properties xuét hién, chon Tab Sharing.

General Sharing |Secunty| Previous Versions | Customize |
x
r Metwork File and Folder Sharing — e X
DATA W Share this folder
| | Mot Shared
Settings
Network Path: Share name:
Mot Shared
DATA
Share... |
fidd | Remove |
rAdvanced Shaing———————— Limit the number of simultaneous users to: I 15;;;;3:
Set custom permissions, create mL
advanced sharing options. Comments:
'E‘_-;' Advanced Sharing. .. |

Permissions | Caching |

0K I Cancel | Apply

Hinh 2-40. Hop thoai Share Permissions
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Bing 2-8. Y nghia ctia cac muc trong Tab Sharing

Muc M0 ta

t share this folder  nh thu muc nay chi dwoc phép truy cap cuc bd

this folder nh thu muc nay dugc phép truy cap cuc bo va truy
cap qua mang

name w myuc ma ngudi dung mang nhin thay va truy cap

ent hép nguoi ding mo ta thém thong tin vé thu muyc ding
chung nay

Limit hép ban khai bao sb két ndi toi da truy xuat vio

ic tai mot thoi diém

55i0NS hép ban thiét 1ap danh sach quyén truy cép théng qua
mang cua nguoi dung

3.3.2 C4u hinh Share Permissions

Mudn cdp quyén cho cac ngudi dung truy cdp qua mang thi dung Share
Permissions. Share Permissions chi ¢ hi€u luc khi nguoi dung truy cap qua
mang chir khong c6 hi¢u luc khi nguot dung truy cdp cuc bo. Khac vo1 NTFS
Permissions 12 quan 1y ngudi dung truy cap dudi cap do truy xuat dia. Trong
hop thoai Share Permissions, chtra danh sach cac quyén sau:

- Full Control: cho phép ngudi ding c6 toan quyén trén thu muc chia sé.

- Change: cho phép nguoi dung thay d6i dit liéu trén tap tin va x6a taptin
trong thu muyc chia sé.

- Read: cho phép nguoi dung xem va thi hanh céc tap tin trong thu muc
chia sé.
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M Permissions for DATA

Share Permissions I

GI‘OIJD ar USEr Names:

Pemizsions for Everyone

Add...

Remove |

Allow

Deny

Full Control
Change
Read

|
|

O
O
O

Hinh 2-41. Cac quyén Share Permissions

3.3.3 Chia sé thw muc dung lénh net share

Chure nang: tao, x6a va hién thi cac tai nguyén chia sé.

Cu phap:

net share sharename

netshare

[/remark:"text"]net

share

sharename=drive:path s:number

sharename rs:number

/unlimite
d]
unlimite
d]

[/remark:"text"] net share {sharename | drive:path} /delete Y nghia cac tham

SO:

- [Khong tham s6]: hién thi thong tin vé tat ca cac tai nguyén chia sé trén

may tinh cuc bo

- [Sharename]: tén trén mang cta tai nguyén chia sé, néu dung 1énh net
share vi mot tham s6 sharename thi hé thong sé hién thi thong tin vé tai nguyén

dung chung nay.

- [drive:path]: chi dinh dudng dan tuyét ddi ctia thu muc can chia sé.

- [/users:number]: dit sé lwong nguoi dung 16n nhét c6 thé truy cap vao

tai nguyén dung chung nay.

- [/unlimited]: khdng gidi han sb luong nguoi ding cd thé truy cap vao tai

nguyén dung chung nay.

- [/remark:"text"]: thém thdng tin mo ta vé tai nguyén nay.
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- /delete: x6a thudc tinh chia sé ctia thu muc hién tai.

3.3.4 Quyén truy cip NTFS

C6 hai loai hé théng tap duoc dung cho partition va volume cuc bd la
FAT (bao gdbm FAT16 va FAT32). FAT partition khéng hd tro bao mat ndi bo,
con NTFS partition thi nguoc lai co hd tro bao mat; c6 nghia la néu dia cung
cua ban dinh dang 1a FAT thi moi nguoi déu co thé thao tac trén cac file chira
trén dia cimg nay, con nguoc lai la dinh dang NTFS thi tuy theo nguoi dung ¢
quyén truy cdp khong, néu ngudi dung khong cé quyén thi khong thé nao truy
cap duoc dir li€u trén dia. HE théng Windows Server 2008 dung cac ACL
(Access Control List) dé quan 1y cac quyén truy cap cua ddi tugng cuc b va
cac d6i twong trén Active Directory. Mot ACL c6 thé chira nhiéu ACE (Access
Control Entry) dai dién cho mdt nguoi dung hay mot nhom nguoi.

D:\DATA

NTFS SHARE
ACL ACE ACL ACE
Everyone Read Everyone Change
Sales Madify Sales Read
Managers =ull Gontrol Managers Change

3.3.5 Cdc quyén truy cdp ciia NTES
Bang 2-9. Quyén truy cip ciia NTFS

Muc MO ta

Traverse Duyét cac thu myc va thi hanh céc tap tin chuong
Folder/Execute File | trinh trong thu muc

older/Read Liét ké noi dung cta thu muc va doc dit liéu ctia cac
tap tin trong thu muc

Attributes ac thudc tinh cda cac tap tin va thu muc
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Muc

MO ta

Read Extended

ac thudc tinh mé rong cua céc tap tin va thu

Folder/Append Data

tin

Attributes
> File/Write AC tap tin mai va ghi dir liéu 1én cac tap tin nay
Create Tao thu muc moi va chén thém dir 1iéu vao cac tap

Attributes

d61 thudc tinh cta cac tap tin va thu muc

Write Extendd
Attributes

d61 thude tinh mé rong cua céc tap tin va thu

Delete Subfolders
and Files

1 myuc con va cac tap tin

ac tap tin

Permissions

Ac quyén trén cac tap tin va thu muc

Je Permissions

d61 quyén trén cac tap tin va thu muc

Ownership

quyén s& hitu cta céc tap tin va thu muc

3.3.6 Cdc mirc quyén truy cdp dwoc ding trong NTFS

Biang 2-10. Bing phian quyén truy cip dwoc ding trong NTFS

List
L Folder
-ull Read & | olde
al Permissions ntrol  0dify | Execute | COMENtS >
(folders
nly)
rse X X
'/[Execute File
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List
~ull Read & Folder
al Permissions ntrol  0dify | Execute COMEMS sad  rite
(folders
nly)
plder/Read X X X X
Attributes X X X X
=xtended X X X X
utes
» Files/Write X X
] X X
's/Append Data
Attributes X X
Extended X X
utes
» Subfolders
les
] X
Permissions X X X X X
e Permissions
Dwnership
ronize X X X X X

3.3.7 Gdn quyén truy cdp NTFS trén thw muc ding chung

Ban muén gan quyén NTFS, thong qua Windows Explorer ban nhap phai
chudt vao tap tin hay thu muc can ciu hinh quyén truy cap rdi chon Properties.
Hop thoai Properties xuét hién. Néu 6 dia cta ban dinh dang 1a FAT thi hop
thoai chi c6 hai Tab 1a General va Sharing. Nhung néu dia c¢6 dinh dang la
NTES thi trong hop thoai s€ c6 thém mot Tab 1a Security. Tab nay cho phép ta
c6 thé quy dinh quyén truy cép cho timg nguoi dung hodc mot nhom nguoi
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dung Ién cac tap tin va thu muc. Ban nhap chudt vao Tab Security d€ cap quyén

cho cac nguoi dung.

M DATA Properties

General I Sharing  Security | Previous Versions I Customize

Ix

Cbject name:  DA\DATA

I:3I'0LI|:) Or User names:

1 CREATOR OWNER

#2, SYSTEM

52, Administrators (PL'\Administrators)
"?7, Users (PL'\Users)

To change pemissions, click Edit. Edit._ |

Permissions for CREATOR
OWMNER Al Deery

Full control =
Madify

Read & execute
List folder cortents
Read

Write

For special pemissions or advanced settings, Ad = |
click Advanced. vene

Hinh 2-42. Tab Security dé add ngwei dung va nhém

-

Mudn cap quyén truy cip cho mot ngudi dung, ban nhap chudt vao nut
Add, hop thoai chon lya ngudi dung va nhom Xuat hién, ban chon nguoi dung
va nhom can cip quyén, nhap chudt vao nat Add dé thém vao danh sach, sau
d6 nhap chudt vao nat OK dé tré lai hop thoai chinh.

Hop thoai chinh s& xuét hién cac nguoi ding va nhém ma ban méi thém
vao, sau d6 chon ngudi dung va nhom dé cip quyén. Trong hdp thoai da hién
san danh sach quyén, ban muén cho ngudi dung d6 c¢6 quyén gi thi ban danh
dau vao phan Allow, con nguoc lai muén cdm quyén d6 thi danh ddu vao muc
Deny.

5|

Security I
Object name:  D:M\DATA
GTULID Or user names:

£ CREATOR OWNER

52, SYSTEM
82, Administrators (PL\Administrators)

Users (PL\Users)

Add | Remove
Pemissions for Users Alow Deny
Full control O | —
WModify O O
Read & exscute O
List folder cortents o —
Read o .

Leam about access control and issions

ok | Cancel | epp |

Hinh 2-43. Tab Security dé cap quyén cho cac ngwei dung
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3.3.8 K& thira va thay thé quyén ciia doi twgng con

Trong hop thoai chinh trén, chiing ta c6 thé nhap chudt vao nut Advanced dé cdu hinh
chi tiét hon cho cac quyén truy cp cua ngudi dung. Khi nhip chudt vao nit
Advanced, hop thoai Advanced Security Settings xuét hién, trong hop thoai,
néu ban danh diu vao muc Allow inheritable permissions from parent to
propagate to this object and child objects thi thu muc hién tai dugc thira hudng
danh sach quyén truy cap tir thu muc cha, ban mudn x6a nhitng quyén thira
huong tir thu muc cha ban phai bé danh diu ndy. Néu danh séch quyén truy cap
ctia thu muc cha thay d6i thi danh sach quyén truy cdp cta thu muc hién tai
cling thay ddi theo. Ngoai ra néu ban danh diu vao muc Replace permission
entries on all child objects with entries shown here that apply to child objects
thi danh sach quyén truy cap ctia thu muc hién tai s& duoc ap dung xudng céc
tap tin va thu muc con c6 nghia la céc tap tin va thu muc con sé dugc thay thé
quyén truy cap giéng nhu cac quyén dang hién thi trong hop thoai.

|
Pemissions | Auditing | Owner | Effective Pemnissions |

To view details of a pemission entry, double-click the entry. To modify pemissions, click Change Pemissions.

Object name: DMDATA

Permission entries:

Type Mame Pemmission Inherted From Yophy To

Administrators (PL'\Admini... Special <not inherted This folder only
Allow Administrators (PL'Admini...  Full control D:h This folder, subfolders and...
Allow SYSTEM Full contral D This folder, subfolders and...
Allow CREATOR OWNER Special D Subfolders and files onhy
Allow Users (PLUsers) Read & execute D:h This folder, subfolders and...
Allow Users (PL"Users) Special D This folder and subfolders

Change Pemnissions... |

Hinh 2-44. Hp thoai kiém tra va phan quyén chi tiét

Trong hop thoai nay, Windows Server 2008 ciing cho phép chung ta kiém tra
va cau hinh lai chi tiét cac quyén cua nguoi dung va nhom, dé thuc hién, ban
chon nhom hay nguoi ding can thao téc, sau d6 nhap chudt vao nat Edit.
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BB Permission Entry for DATA

Obiect |

|y

This permission is inherited from the parent object. Make changes
here to owverride the inherited permissions.

subfolders ;I
FPermissions: Aldlcww Deny
Full control 3 3 =
Traverse folder f execute file 43 43
List folder f read data [ | [ |
Read attributes 43 43
Read extended attributes [ | [ | | —
Create files f write data 43
Create folders f append data 43
wirite attributes 43 43 -
= L — —

— Aapply Ehese permissions Lo objecks andyor Zlear all I

combainers wWithin chis comntainer ol
Hinh 2-45. Hop thoai phan quyén chi tiét cho ngudi dung
3.3.9 Thay doi quyén khi di chuyén thw muc va tip tin
Khi chiing ta sao chép (copy) mét tap tin hay thu muc sang mot vi tri méi thi quyén
truy cap trén tap tin hay thu muc nay sé thay doi theo quyén trén thu muc cha
chtra chiing, nhung nguoc lai néu chung ta di chuyén (move) mot tap tin hay
thu muc sang bét ki vi tri ndo thi cac quyén trén chiing van dugc giit nguyén.

3.3.10 Giam sat ngwoi dung truy cdp thuw muc

Ban mudn giam sat va ghi nhan lai cac nguoi dung thao tac trén thu muc hién tai, trong
hop thoai Advanced Security Settings, chon Tab Auditing, nhdp chudt vao nut
Add dé chon ngudi dung can giam sat, sau d6 ban mudn giam sét viéc truy xuat
thanh cong thi danh diu vao muc Successful, nguoc lai giam sat viée truy xuét
khong thanh cong thi danh dau vao muc Failed.

=
Object |
Mame: I ty (ty@pl.vn) Change... I
Apply to: IThis folder, subfolders and files = |

Permissions:

2
7]
H
=}
i]
=]
=<

Full control

Traverse folder [ execute file
List folder fread data

Read attributes

Read extended attributes
Create files [ write data
Create folders f append data
Write attributes

Write extended attributes
Delete subfolders and files
Delete

EOREOEORRED

-

— Apply these permissions to objects andfor Clear aAll I

containers within this container only

Managin: rmissions

Hinh 2-46. Hop thoai chon ngwdi dung lam giam sat
3.3.11 Thay doi ngwoi sé hivu thw muc
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Ban mudn xem tai khoan nguoi va nhoém ngudi dung sé hira thu muc

hién tai, trong hdp thoai Advanced Security Settings, chon Tab Owner. Déng
thoi ban ciing c6 thé thay d6i ngudi va nhom nguoi sé hitu thu myc nay bang
cach nhap chudt vao nit Other Users or Groups.

. Advanced Security Settings for DATA

Owrlerl

I

You can take or assign ownership of this object if you have the required pemmissions or privileges.

Object name: DADATA

Cumert owner:
|ﬁdn1inistmtors (PL"Administrators)

Change ownerto;

Mame
\.1_ Administrator
52, Administrators (PL"\Administrators)

Other users or groups...

I™ Replace owner on subcontainers and ohjects

Leam about object ownershi

Hinh 2-47. Hp thoai thay d6i quyén s& hiru nguwoi ding

Cau héi va bai tip

Cho mo hinh mang sau:

192.168.10.0/24

SRV1 Client
<= Thiét lap Ip cho hé théng theo md hinh trén.
+=_ Xay dung Domain véi tén mién: tnut.edu.vn

=1 =) Public
I Bangiamdoc
I Kehoach
I Ketoan
I Kinhdoanh
jf] Tieptan

I Tinhoc
== Tao User, OU, Group, Add User vao trong Group

>=. Cho may Client tham gia vao Doamain
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== May Client dang nhap vao cac User vua tao

>=_Yéu cau 1: Share Permission

Chia sé thu muc Public sao cho quyén cua user van ap dung dang khi
user truy cap qua mang.

—=_Yéu cau 2: Creator Owner

Phan quyén sao cho user cac phong ban nao ¢ quyén tao tai liéu thi user
d6 c6 toan quyén trén tai liéu do minh tao ra.

2= Yé&u cau 3: Special permission

- Create Files / Write Data va Create Folder / Append Data

Phéan quyén trén thu muc Kinhdoanh va Bangiamdoc sao cho userthudc
phong Kinh doanh va giam déc duoc quyén truy cap va tao tai liéu (file, folder)
nhung khong dugc xo04, stra tai liéu cta nhau.

- List Folder / Read Data

Phéan quyén trén thu muc Ketoan sao cho céac user thudc phong Ké toan
chi duoc quyén tao file va truy cap file do chinh user d6 tao ra nhung khong
truy céap dugc file cua user khac.

- Traverse Folder / Execute File

Yéu cau hoc vién chinh policy khéng cho phép group Everyone va Users
dugc quyén ty dong traverse folder.

Phan quyén trén thu muc Public va Tinhoc sao cho cé4c user thudc phong
tin hoc khong dugc phép truy cép, tao, xoa, stra trén thu muc Public nhung lal
c6 quyén truy cdp va tao tai liéu ( file, folder ) trén thu muc Tinhoc.

3.4 Home directory, roaming profile & quota
3.4.1 Khdi ni¢m Profile

Profile cho phép ban khai bao dudng din dén Profile cua tai khoan ngudi
dung hién tai, khai bdo tap tin logon script dugc tu dong thi hanh khi nguoi
dung dang nhap hay khai bdo home folder. Cha y céc tuy chon trong Tab Profile
nay chii yéu phuc vu cho cac may tram trudc Windows 2000, con ddi véi cac
may tram tod Win2K tr& vé sau nhu: Win2K Pro, WinXP, Windows Server
2003, Windows Server 2008 thi chiing ta cd thé cau hinh c4c Iya chon nay trong
Group Policy

Trudce tién chiing ta hdy tim hiéu khai niém Profile. User Profiles 1a mot
thu muc chtra cac thong tin vé méi trudng cua Windows Server 2008 cho timg

nguoi ding mang. Profile chita cac qui dinh vé man hinh Desktop, ndi dung
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cia menu Start, kiéu cach phdi mau sic, vi tri sip xép cac icon, biéu tuong

chudt. ..

34.1.1 Maic dinh khi ngudi dung dang nhap vao mang, mot profile s€
duge mé cho ngudi dung d6. Néu 13 1an dang nhap lan dau tién thi ho s& nhan
dugc mot profile chuin. Mot thu muc c6 tén gidng nhu tén cua ngudi ding
dang nhap s€ dugc tao trong thu muc Documents and Settings. Thu muc profile
ngudi dung duoc tao chira mot tap tin ntuser.dat, tap tin nay dugc xem nhu la
mdt thumuc con chira cc lién két thu muc dén céc biéu tuong nén cua nguoi
dung. Trong Windows Server 2008 c6 ba loai Profile: Local Profile, Roaming
Profile, Mandatory profile.

Kich ban dang nhép (logon script hay login script) 1a nhitng tap tin
chuong trinh dugc thi hanh mdi khi nguoi dung dang nhap vao hé thong, véi
chtrc nang 1a cau hinh méi truong lam viéc cta ngudi dung va phan phat cho
ho nhiing tai nguyén mang nhu 6 dia, may in (dugc anh xa tir Server). Ban c6
thé dung nhiéu ngon ngir kich ban dé tao ra logon script nhu: 1énh shell cua
DOS/NT/Windows, Windows Scripting Host (WSH), VBScript, Jscript...

Pbi véi Windows Server 2008 thi c6 hai cach dé khai bao logon script
Ia: khai bao trong thudc tinh cua tai khoan ngudoi dung théng qua cong cu Active
Directory User and Computers, khai bao thong qua Group Policy. Nhung chu
¥ trong ca hai cach, cac tap tin script va moi tap tin can thiét khac phai duoc dat
trong thu muc chia sé SYSVOL, nam trong C:\Windows\SYSVOL\sysvol, néu
cac tap tin script ndy phuc vu cho cac may tién Win2K thi phai dat trong thu
muc

C:\Windows\Sysvol\sysvol\domainname\scripts. Dé c4c tap tin script thi
hanh dugc ban nhd cip quyén cho cac ngudi ding mang c6 quyén Read va
Excute trén cac tap tin nay. Sau dy 1a mot vi du vé mdt tap tin logon script.

" General I Mdresé I Accourt Pl'ﬂﬁ"-?- |Te-|ephones I Organizat.ion I MemberOfi

— User profile
Profile path: |

Logon script: I

— Home folder

% Local path: I
" Connect: I j T I

Hinh 2-48. Hop thoai caAu hinh Profile path va xiy dwng Kich ban
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3.4.2 Gidi thigu vé Home Directory

Thu muc c4 nhan (Home folder hay Home directory) 1a thu muc danh
riéng cho mdi tai khoan nguoi ding, gilp nguoi ding c6 thé luu trit c4c tai liéu
va tap tin riéng, dé)ng thoi day cling 1a thu muc mac dinh tai d4u nhic 1énh.
Mudn tao mot thu muyc ca nhan cho nguoi dung thi trong myuc Connect ban
chon 6 dia hién thi trén may tram va duong dan ma dia ndy can 4nh xa dén (chd
v 1a cac thu muc dung chung dam bao da chia sé).

3.4.3 Muc dich sir dung Home Directory

Home Directory la 1 thudc tinh ctia domain user, cho phép tao ra noi luu
trit dir liéu cua user trén File Server. Sau khi cdu hinh Home Directory xong,
hé thong tu dong thuc hién:

- Tao Folder tuong tng véi tén moi User.

- Phan quyén NTFS Full Control cho mdi user twong tng.
- Map Network Drive.
3.4.4 Gioi thiéu Roaming profile

Roaming Profile: 1a loai Profile dugc chira trén mang va ngudi quan tri
mang thém thong tin duong dan user profile vao trong thong tin tai khoan nguoi
dung, dé tu dong duy tri mot ban sao cua tai khoan nguoi dung trén mang.

3.45 Muc dich sir dung ciia Roaming Profile
User lan dau tién dang nhap vao 1 may tram nao do thi no6 sé tao ra mot

Profile. Viéc str dung Roaming profile khac phuc tinh trang tao ra mét local
profile cho nguoi dung

3.4.6 Dich vu tdp tin (File Services)

File Server Resource Manager 1a mot tap hop cac cong cu cho phép
nguoi quan tri ¢ thé diéu khién va quan Iy dit liéu trén cac server chay hé diéu
hanh Windows Server 2008 mdgt cach hi¢u qua.Vai cong cu nay, cod thé ciu
hinh quota trén c4 6 dia va thu muc, ngin cdm sao chép nhimng dinh dang ma
ban chi dinh, dong thoi xuat ra cac béo c4o giam sat hoat dong ctia nguoi dung
trén khong gian luu trir.
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3.4.6.1 Pé cai dat dich vu File Services vao Server Manager = Roles
- Add Roles.

Add Roles Wizard

ﬁ:’g Select Server Roles

Before You Begin

Select one or more roles to install on this server.

Server Roles Roles:
File Services [] Active Directory Certificate Services
Raole Services Active Directory Domain Services (Installed)

|:| Active Directory Federation Services
[] Active Directory Lightweight Directory Services
Confirmation [] Active Directory Rights Management Services
Frogress [] application Server
|:| DHCP Server
DMS Server (Installed
|:| Fax Server
File Services
|:| Hyper-¥
[] Metwork Policy and Access Services
|:| Print and Document Services
[] remote Desktop Services
[] web Server {IIS)
[] windows Deployment Services
[] windows Server Update Services

Storage Monitoring

Results

Hinh 2-49. Hop thoai cai dat dich vu thu muc

Add Roles Wizard

ﬂ% Select Role Services

Before You Begin Select the role services to install for File Services:
Server Roles Role services:
File Services File Server

B[] bistributed File System
D DFS Mamespaces
[] oFs Replication
Confirmation File Server Resource Manager
Progress [] services for Metwork File System
[] windows Search Service
B[] windows Server 2003 File Services
[T 1ndexing Service
[] BranchCache for network files

Storage Monitoring

Results

Hinh 2-50. Cai d:it Quota

3.4.6.2 Chon Next. Tai bang Confirm Installation
Selections, xem lai cac thiét 1ap, sau d6 chon Install.
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3.4.7 Quadn ly Quota

Dé tao mot Quota vao Start > Administrative Tools = File Server
Resource Manager - Click vao Quota Management - Quota Templates

O khung giira, nhap chudt phai vao mot template va chon Create Quota
from Template

Tai bang Create Quota, & muc Quota path chon duong dan dén 6 dia
hodc thu myc can thiét bang cach click vao Browse.

Panh dau chon vao Create quota on path

O muc Derive properties from this quota template, chon mot template
pht hop - O muc Summary of quota properties, xem lai nhitng thudc tinh ctia
template vura chon.

Chon Create dé tao mot quota méi.Dé thay doi template, nhap chudt phai
vao mot template va chon Edit Template Properties...Tai ddy c6 thé thay d6i
cac tuy chon cho pht hop véi yéu cdu cia minh nhu dung luong dia s&cip
quota, hinh thirc quota la hard quota hay soft quota

CreateQuota x|

Cuota path:

I'Z. Users" Pubic Erowea

' Create quota on path
™ Ao apply template and creals quotas on exsting and new sublolders

—Guata properies

You can either uss properdiss from & quots templste or define custom
QuOta Qrooentas.

Haw o you want to cerfigure cusla propestisg?

O [arve preparties from the quots templats (rmeommended)
250 MB Extended Limt =]

T Define cusiom quota properies

Summary of queta propaties

Quota: Ci\sers'Pubic i
Source template 250 MB Exdended Limdt
. AR idarr
= o
V¥ ng(25%r Ema
Waming(55%) Emal, Event log

Felp Cragte I Canzel J
.

Hinh 2-51. Tao mot Quota Template
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Pé tao mot quota template, nhap chudt phai vao Quota Templates va

chon Create Quota Template

Trén bang Create Quota Template, néu mudn ap dung thudc tinh cia
template da c6 vao template cua minh chon mdgt template trong danh sach &
muc Copy properties from quota template (optional) va click chon Copy. Nhap
tén template vao muc Template Name. Nhap thong tin mi€u tad vao muc Label
(optional). O muc Space Limit, ban nhap dung lugng can cip quota va chon
kiéu hard quota hodc soft quota. C6 thé bo sung cac ngudng canh bao méi cho
template ctia minh bang cach st dung chirc ning Add ¢ muc Notification
thresholds. Néu muén tuy chinh, chon Edit. Sau d6 chon OK dé hoan tit tao
template.

Pé tuy chinh cho quota template vira tao, nhap chudt phai vao quota
template va chon Edit Template Properties...Sau d6 thuc hién cac thay dbi can
thiét va chon OK.

Tai bang Update Quotas Derived from Template c6 3 su lya chon:

Apply template only to derived quotas that match the original template:

cap nhat cho cac quota chua tung duogc hi¢u chinh ké tir khi duoc tao ra.

Apply template to all derived quota: cip nhat cho tat ca cac quota sir
dung template nay Do not apply template to derived quota: khong mudn thuc
hién tao tac cap nhat quota.

Nhan OK dé hoan tat.
Update quots Derved rom Template X

When you apply a template to existing quotas, the curent properties of the
template overwite all poperties of the quotas, This overwites any custom
quota properties that you have defined.

How do you wark to apply the template changes to exsting quotas?
 {Apply template only to derved quotas that match the original templste |
" Apply template to all derived quotas
" Do ot apply template to derived quotas

Heb | [ ok ]| conca |

Hinh 2-52. Hyp thoai lwa chon cip nhit Quota
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3.4.8 Quin ly cdc bdo cao

Vao Start -> Administrative Tools -> File Server Resoucre
Manager...Right-click vao File Server Resource Manager va chon Configure
Options. O tab Storage Reports, muc Configure default parameters, click chon
loai bao cdo mudn tiy chinh va click vao Edit Parameters. Sau d6 tién hanh
thay d6i va chon OK.

D¢ xem lai cac thiét 1ap vira roi, click vao Review Reports

Sau d6 chon Close va chon OK dé hoan tét thiét lép.Dé lap lich Xuét ra
cac bdo cao, trong File Server Resource Manager, right-click vao Storage
Reports Management va chon Schedule a New Report Task.

Tai tab Settings, & muc Scope, lick vao Add dé chon cac 6 dia hay thu
muc can xuat théng tin b4o c4o. O muc Report data, chon cac loai béo céo tuong
mg. V&i mdi loai, ban ¢6 thé str dung chirc ning Edit Parameters dé tity chinh
cac tham s6 khi can. O muc Report formats, chon cac dinh dang luu trit bao
cao, mac dinh la Dynamic HTML (DHTML).

Dé giri bao céo qua email, mé tab Delivery, danh ddu chon vao Send
reports to the following Administrators va nhap dia chi email cua nguoi nhén.

Q-

Server

Ciu héi va bai tip

Cho m6 hinh mang sau:

T 192.:168:10.0/24 T

==
o

e .

Client 1 o Client 2

nhau. <= Thiét lap IP theo md hinh dam bao cadc may tinh lién lac dugc véi

v Thiét 1ap Local Profile.
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v Thié::t lap Roaming Profile.
v' Thiét 1ap Mandatory Profile.
v’ Thiét 1ap Home Dir.
o Quanly in 4n
3.49 Cai dit mdy in

Trude khi ban c6 thé truy xuat vao thiét bi may in vat 1y théng qua hé
diéu hanh Windows Server 2008 thi ban phai tao ra mot may in logic. Néu may
in ctia ban c6 tinh nang Plug and Play thi may in d6 s€ dugc nhan di¢n ra ngay
khi né duoc gan vao mdy tinh dung hé diéu hanh Windows Server 2008.

Tién ich Found New Hardware Wizard s€ tu dong bat 1én. Tién ich nay
s& huéng dan cho ban timg budc dé cai dat may in. Néu hé diéu hanh nhan dién
khong chinh xéc thi ban ding dia CD duoc hing san xuat cung cip kém theo
may dé cai dit.

Ngoai ra, ban ciing cd thé ty minh thuc hién tao ra mot may in logic bang
cach sir dung tién ich Add Printer Wizard. Dé c6 thé tao ra mot may in logic
trong Windows Server 2008 thi trudc hét ban phai dang nhap vao hé thong véi
vai tro 1a mQt thanh vién cia nhom Administrators hay nhom Power Users
(trong truong hop day 1a mot Server thanh vién) hay nhém Server Operators
(trong truong hop day la mot domain controller).

Ban c0 thé tao ra mot may in logic cuc bd twong tng véi mot may in vat
Iy duoc gin truc tiép vao may tinh cuc bd cua minh hodc twong tmg véi mot
may in mang (mdy in mang duoc gan vao mot may tinh khac trong mang hay
mdt thiét bi Print Server). Mudn thao tac béng tay dé tao ra mot may in cuc bo
hay mdt may in mang, ching ta 1an luot thuc hién cac thao tac sau day:

Nhép chudt chon Start, r6i chon Printers And Faxes.

Nhép chudt vao biéu tuong Add Printer, ti€n ich Add Printer Wizard s€
duoc khoi dong. Nhép chudt vao nat Next dé tiép tuc.

Hop thoai Local Or Network Printer xuét hién. Ban nhép vao tuy chon
Local Printer Attached To This Computer trong truong hop ban c6 mot may in
vét 1y gan tryc tiép vao may tinh ciia minh. Néu truong hop ta dang tao ra mot
may in logic tng v6i mot may in mang thi ta nhip vao tiy chon A Printer
Attached To Another Computer. Néu may in dugc gan truc tiép vao may tinh,
ban ¢6 thé chon thém tinh niang Automatically Detect And Install My Plug And
Play Printer. Tty chon nay cho phép hé théng tu dong quét may tinh cta ban
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de phat hién ra cac may in Plug and Play, va tu dong cai dat cac may in d6 cho

ban. Khi da hoan tit viéc chon lua, nhé\p chudt vao nat Next dé sang budc ké
tiép.

Néu may in vat ly da duoc tu dong nhan dién béng tién ich Found New
Hardware Wizard. Tién ich nay s& hudng din ban tiép tuc cai dat driver may in
qua tirng budc.

Hop thoai Print Test Page xuét hién. Néu thiét bi may in dugc g:fm truc
tiép vao may tinh cua ban, ban nén in thir mgt trang kiém tra dé x4c nhan ré'mg
moi thir déu dugc cdu hinh chinh x4c. Nguoc lai, néu may in 1a may in mang
thi ban nén bd qua budc nay. Nhip chudt vao nut Next dé sang bude ké tiép.

Hop thoai Completing The Add Printer Wizard hién ra. Hop thoai nay
dem dén cho chling ta mot co hoi dé xac nhan rang tat ca cac thudc tinh may in
da duoc xac lap chinh xac. Néu ban phat hi¢n c6 thong tin nao khong chinh xac,
hay nhap chudt vao nat Back dé quay lai stra chita théng tin cho diing. Con néu
nhén thdy moi thir déu 6n ca thi ban nhap chudt vao nat Finish.

Mot biéu twong may in méi s& hién ra trong cira so Printer And Faxes. Theo mic
dinh, may in s& dugc chia sé.
3.4.10Qudn ly thudc tinh mdy in
2.5.2.1 Cdu hinh Layout

Trong hop thoai Printing Preferences, chon Tab Layout. Sau do6 trong
muc Orientation, ban chon cach thirc in trang theo chiéu ngang hay chiéu doc.
Trong muc Page Order, ban chon in tu trang dau dén trang cudi cua tai lidu
hoac in theo thir tw nguoc lai. Trong muc Pages Per Sheet, ban chon ) trang
tai liéu s& duoc in trén mot trang gidy.

& HP Printing Preferences '?| :-:|

Laypouit I FPaper/Quality | About |

’7 " Rotated Landscape

i+ Front to Back
" Back to Front

Page Order ‘

FPages Per Shest: I 1 -I

Advanced. .. I
Ok I Cancel I Apply I

Hinh 2-53. Piéu chinh trang in

3.4.11 Gidy va chit lwong in
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Ciing trong hop thoai Printing Preferences, d€ qui dinh giay va chat lugng
in, chung ta chon Tab Paper/Quality. Cac tuy chon trong Tab Paper/Quality phu
thudc vao dic tinh ciia may in. Vi du, may in chi c6 thé cung cap mot tiy chon
1a Paper Source. Con d6i véi may in HP Officelet Pro Cxi, chiing ta c6 cac tity
chon la: Paper Source, Media, Quality Settings va Color.

21

Layout Paperualiy | About |

Tray Selection
Paper Source: I ;j Tray 1 :I
Meda -

Caolor

" Rlack & White & Calar
-

Advanced... I
Ok I Cancel I Apply I

Hinh 2-54. Chon d9 sic nét va mau (néu c6) ciia may in

3.4.12 Cdc thong sé6 mé rong

Nhép chudt vao nut Advanced ¢ goc dudi bén phai cta hop thoai Printing
Preferences. Hop thoai Advanced Options xuat hién cho phép ban diéu chinh
cac thong s6 mo rong. Chung ta cd thé c¢6 cac tiy chon cliia may in nhu:
Paper/Output, Graphic, Document Options, va Printer Features. Cac thong so
mé rong cO trong hop thoai Advanced Options phu thudc vao driver may in ma
ban dang st dung.

HP Color LaserJet 8550-PS Advanced Optio 7| x|

#, HP Color LeserJet 8550-PS Advanced Docunent Settings
= Lds Paperjoutput
i Paper Size: =
Copy Count: 1 Copy
= [1] Graphic
=1-{=) Image Color Management
ICM Method: ICM Disabled
ICM Intent: Pictures
----- Scaling: 100 %%
H : TrueType Font: Substitute with Device Font
= 3’&3 Document Options
Advanced Printing Features: Enabled
I+I ‘,_'ég PostScript Options
=l ?"tl Printer Features
Stapling Options: Ons Staple
Output Destination: Top Bin
Press Emulation: SWOP
Automatic PAMTONE(R) Calibration: On =1

I OK I Cancel I

G

Hinh 2-55. Hop thoai diéu chinh thong s6 mé rong ciia may in
3.4.13 Ciu hinh chia sé mdy in
Nhép phai chudt 1én may in, chon Properties. Hop thoai Properties xuat
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hién, ban chon Tab Sharing.

Dé chia s¢ may in nay cho nhiéu nguoi ding, ban nhip chudt chon Share
this printer. Trong muc Share name, ban nhdp vao té€n chia sé cia may in, té€n
nay s& duoc nhin thiy trén mang. Ban ciing c¢6 thé nhap chon muc List In The
Directory dé cho phép ngudi ding c6 thé tim kiém mdy in théng qua Active
Directory theo mdt vai thudc tinh dac trung nao do.

& HP Properties 7] x|
Culun M aniageserit | Sevuily | Device Sellings |
General Sharing ] Ports | Advanced |

W  “You can share this printer with other users on your network. To
f-=A4 enable sharing for this printer. click Share this printer

Do not share this printer
= Share this printer

Share name: |HF

I [Listin the dirsctan

Drivers

If this printer is shared with users running different versions of
Windows_ pyou may want to install additional drivers. so that the
users do not have to find the print driver when they connect to
the shared printer.

Additional Drivers..

oK | cancel | Apply

Hinh 2-56. Hp thoai chia sé may in
3.4.14 Céu hinh théng sé port cho mdy in
3.4.15 Céu hinh cdc thong sé trong Tab Port

Trong hop thoai Properties, ban chon Tab Port dé cau hinh tat ca c4c port
da dugc dinh nghia cho may in sir dung. M6t port dugc dinh nghia nhu mot
interface s& cho phép mdy tinh giao tiép véi thiét bi may in. Windows Server
2008 hd tro cac port vat 1y (local port) va cac port TCP/IP chuan (port logic).

Port vat 1y chi dugc st dung khi ta gan tryc tiép mdy in vao may tinh.
Trong trudng hop Windows Server 2008 dang duoc trién khai trong mot nhém
lam viéc nho, hau nhu ban phai gan may in vao port LPT1.

Port TCP/IP chuan dugc sir dung khi mdy in c6 thé két ndi truc tiép vao
mang (trén may in c6 hd trg port RI45) va may in ndy c6 mot dia chi IP dé nhan
dang. Uu diém cta may in mang 1a tbc d in nhanh hon may in cuc bo va may
in co thé dat bat ki noi nao trong hé théng mang. Khi dé ban can chi dinh mot
port TCP/IP va khai bao dia chi IP cia médy in mang. CUng v&i viéc X04 va ciu
hinh lai mot port da ton tai, ban ciing c6 thé thiét 1ap printer pooling va diéu
huéng cac cong viée in 4n dén mot may in khac.
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)<
Color M anagement | Security | Device Settings |

General I Sharing Ports I Advanced I
LS

Print ta the following port[=). Documents will print to the first ree
checked port.

Fort I D escription I Printer z
0 comi: Serial Port

O comz Senal Port

O comz: Serial Port

O coma: Serial Port

1 FILE:- Print ta File

[CRIP 1722914150 Standard TCP/IP Port

< |

Add Port. .. I Delete Port I LConligure Port. .. I

I Enable bidirectional support
I Enable printer pooling

Close I Cancel I Spply I

Hinh 2-57. Hop thoai cAu hinh Port ciia may in

Dé cau hinh mét printer pool, ban nhap chudt vao tly chon Enable Printer
Pooling ndm & phia dudi Tab Port trong hop thoai Properties. Sau d6, kiém tra
lai tAt ca cac port ma ta du dinh gan cac may in vat 1y trong printer pool vio.
Néu ta khdng chon tlly chon Enable Printer Pool thi ta chi c6 mot port duy nhat
cho mdi may in. Chu ¥ tat ca cic mdy in vat 1y trong mot printer pool phai st
dung cung mot driver may in.

21 x|
Calar M anagement I S ecurity I D ewvice S ettings I
G eneral I Sharing Parts I Advanced I
E:'; ?“? HF

Erint to the folloveing port[z]. Documents will prink o the first fres
checked port,

Foart | D escription I Frirtesr ;l

LI comn: Serial Port

= Serial Port

COM3: Serial Part

COk4: Serial Port

] FILE: Frint to File

IFP_172.29.14.150 Standard TCF AP Poik -

BX | >

Sdd Fort. .. I Delete Fart Configure Fort... I

I | Enable bidirectional suppork
Iv Enable printer pooling

| Cloze I Eancel I Apply I
Hinh 2-58. Hop thoai bat chirc nang Printer pool
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3.4.16 Khd nding sin sang phuc vu ciia mdy in
Thong thudng, ching ta can kiém tra kha niing san sang phuc vu cuia may

in trong truong hgp chung ta c6 nhiéu may tinh cung st dung mat thiét bi in.
Mic dinh thi tuy chon Always Available ludn dugc bat 1€n. Do do6, nguoi dung
c6 thé st dung may in 24 ti€éng mdt ngay. D€ gioi han kha nang phuc vu cua
may in, ban chon Available From va chi dinh khoang thoi gian ma may in s&
phuc vu. Ngoai khoang thoi gian nay, may in sé khong phuc vu cho bat ki nguoi
dung nao.

3.4.17D¢ wu tién (Printer Priority)

Khi ban dat d§ uu tién, ban s€ dinh ra bao nhiéu cong viéc s€ dugc gui
truc tiép vao thiét bi in. Vi dy, ban c6 thé sir dung tiy chon nay khi 2 nhom
nguoi dung cing chia sé mot may in va ban can diéu khién d6 wu tién doi voi
cac thao tac in 4n trén thiét bi in nay.

1;1 EPSOM L310 Series Properties

General Sharng Pots  Advanced  Color Management  Security

(®) Always available

() Available from 2:00 5A y Z:00 5A =
Priority: 1l =
Driver: Epson ESC/P Standard 10V4 Class Driver Mew Driver...

(®) Spool print documents so program finishes printing faster
() Start printing after last page is spooled
(®) Start printing immediately

Print directly to the printer

[CJHold mismatched documents

Print spooled docurnents first

[ Keep printed documents
Hinh 2-59. Set d§ wu tién ciia may in
Trong Tab Advanced ctia hdp thoai Properties, ban s& dat do uu tién bang
cac gia tri tir 1 dén 99, voi 1 1 c6 d6 wu tién thap nhét va 99 1a c6 do uu tién
cao nhat.
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Cau héi va bai tip

Cho mo6 hinh mang sau:

£

pi

’ SRV1
Client1 Client2

HP Printer

Ty

VMNET1: 192.168.10.0/24 |

\ \//'

|
l j Cannon Printer
T S —m 8

-

Str dung dich vu Print Management v&i Group Policy dé tu dong cai dat

may in va driver cho cac User hodc Computer trong doanh nghiép.
Huéng dan:

- Cai dat Print Management

- Cai dat Printer

- Deploy Printer cho Users

- Deploy Printer cho Computer

- Céu hinh Group Policy

- Client kiém tra
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